







Combating Terrorism


Combating Terrorism

Strategies and Approaches

 

William C. Banks
Syracuse University

Renée de Nevers
Syracuse University

Mitchel B. Wallerstein
Syracuse University

 

[image: figure]


CQ Press
1255 22nd Street, NW, Suite 400
Washington, DC 20037

Phone: 202-729-1900; toll-free, 1-866-4CQ-PRESS (1-866-427-7737)

Web: www.cqpress.com

Copyright © 2008 by CQ Press, a division of Congressional Quarterly Inc.

All rights reserved. No part of this publication may be reproduced or transmitted in any form or by any means, electronic or mechanical, including photocopy, recording, or any information storage and retrieval system, without permission in writing from the publisher.

Photo Credits: AP Images, 285

Cover design: El Jefe Design

[image: figure] The paper used in this publication exceeds the requirements of the American National Standard for Information Sciences—Permanence of Paper for Printed Library Materials, ANSI Z39.48-1992.

Printed and bound in the United States of America

11 10 09 08 07         1 2 3 4 5

Library of Congress Cataloging-in-Publication Data

Banks, William C.
    Combating terrorism: strategies and approaches / William C. Banks, Renée de Nevers, Mitchel B. Wallerstein.
          p. cm.
  Includes bibliographical references and index.
  ISBN 978-0-87289-299-6 (alk. paper)
 1. Terrorism—United States. 2. Terrorism—United States—Prevention. 3. Terrorism—Government policy—United States. 4. Terrorists—United States. 5. Civil defense—United States. I. De Nevers, Renée. II. Wallerstein, Mitchel B. III. Title.

  HV6432.B355 2008
  363.325’1560973 — dc22

2007035734


To our students


About the Authors

 

William C. Banks is professor of law and public administration, as well as director of the Institute for National Security and Counterterrorism, at Syracuse University. He is recognized internationally as an expert on constitutional and national security law and counterterrorism. He has written extensively on national security, domestic and international terrorism, and emergency preparedness and response. He coauthored the definitive text in the field, National Security Law, Fourth Edition, and in 2007, Banks and coauthors Stephen Dycus and Peter Raven-Hansen published Counterterrorism Law to help define this emerging field. He has also served as special counsel to the United States Senate Judiciary Committee and worked with the committee on the confirmation hearings for Supreme Court nominee Stephen G. Breyer.

Renée de Nevers is assistant professor of public administration at the Maxwell School of Citizenship and Public Affairs at Syracuse University, teaching courses in international and national security. She has taught at the University of Oklahoma and was a research fellow at the Kennedy School’s Belfer Center for Science and International Affairs; the Center for International Security and Cooperation and the Hoover Institution, both at Stanford University; and the International Institute for Strategic Studies. Her research interests include U.S. cooperation with multilateral institutions in combating terrorism, regulation of the private security industry, and the linkages between international norms and the use of force. She has written numerous articles on international security and is the author of Comrades No More: The Seeds of Change in Eastern Europe (2003).

Mitchel B. Wallerstein is dean of the Maxwell School of Citizenship and Public Affairs and professor of political science and public administration at Syracuse University. He has written numerous books, articles and studies on national security matters. Wallerstein previously was vice president of the John D. and Catherine T. MacArthur Foundation, where he directed the Program on Global Security and Sustainability. From 1993 to 1997, he served as deputy assistant secretary of defense for counterproliferation policy and as senior representative for trade security policy. During his tenure at the Department of Defense, he helped found and subsequently cochaired the Senior Defense Group on Proliferation at NATO. He has taught at M.I.T., George Washington University, Georgetown University, and the Johns Hopkins University School of Advanced International Studies. He is a member of the Council on Foreign Relations and the International Institute for Strategic Studies and recently was elected president of the Association of Professional Schools of International Affairs.


Brief Contents

 


	Contents

	Boxes, Tables, Figures, and Maps

	Preface

	Chapter 1	Combating Terrorism: An Introduction

	Chapter 2	Identifying and Assessing the Modern Terrorist Threat

	Chapter 3	The Causes of and Responses to Terrorism

	Chapter 4	Preventing Terrorism: Interdiction and Investigation

	Chapter 5	Law Enforcement and Its Methods

	Chapter 6	Planning for Homeland Security

	Chapter 7	Incident Response

	Chapter 8	International Cooperation

	Chapter 9	Media, Government, and Terrorism

	Chapter 10	Military Responses to Terrorism

	Notes

	Index




Contents

 


	Boxes, Tables, Figures, and Maps

	Preface

	Chapter 1	COMBATING TERRORISM: AN INTRODUCTION

	 	What Does It Mean to “Combat Terrorism”?

	 	What Is Terrorism?

	 	Origins of Terrorism

	 	Traditional Terrorism

	 	   	Terrorism by Subnational Groups

	 	 	State-Sponsored Terrorism

	 	The “New Terrorism”

	 	Islamic Extremist Terrorism

	 	Strategies and Approaches Employed by the United States to Counter Terrorism

	 	 	Root Causes of Terrorism

	 	 	Interdiction and Investigation

	 	 	Planning for Homeland Security

	 	 	Incident Management and Recovery

	 	 	Law Enforcement and Its Methods

	 	 	International Cooperation

	 	 	The Media and Public Affairs

	 	 	Military Responses to Terrorism

	 	Conclusion

	 	For Further Reading

	Chapter 2	IDENTIFYING AND ASSESSING THE MODERN TERRORIST THREAT

	 	What and Who Are Terrorists?

	 	What Are Their Motivations?

	 	 	Motivations for State-Sponsored Terrorism

	 	 	Motivations for Non-State-Sponsored Terrorism

	 	Case Study 2.1 The Symbionese Liberation Army: An Early Example of U.S. “Homegrown” Terrorism

	 	Case Study 2.2 Aum Shinrikyo: Mass-Casualty Terrorism Perpetrated by a Religious Cult

	 	Case Study 2.3 Pre–September 11 al Qaeda Terrorist Acts

	 	 	Motivations of Individual Terrorists

	 	What Are Their Tactics?

	 	How Do They Organize?

	 	Case Study 2.4 The Madrid Train Bombings: A Terrorist Attack Perpetrated by an Indigenous al Qaeda Cell

	 	Where Do They Recruit, Train, and Operate?

	 	 	Recruitment

	 	 	Training

	 	 	Operations

	 	Conclusion

	 	For Further Reading

	Chapter 3	THE CAUSES OF AND RESPONSES TO TERRORISM

	 	Identifying the Causes of Terrorism

	 	Internal Sources of Terrorism

	 	 	Socioeconomic Factors

	 	 	Political Factors

	 	 	Cultural Factors

	 	Case Study 3.1 Repression of an Indigenous Terrorist Group: Chechnya and Russia

	 	External Sources of Terrorism

	 	 	Colonialism and Neocolonialism

	 	 	Regional Conflicts and Historical Enmities

	 	 	Failed/Failing States and Lawless Areas

	 	 	Penetration of Foreign Cultures and Lifestyles

	 	 	“Clash of Civilizations”

	 	Case Study 3.2 Regional Conflicts and Historical Enmities: India, Pakistan, and Jammu and Kashmir

	 	The United States as an Immediate Cause of Terrorism

	 	A Cause and Effect Explanation for Terrorism?

	 	The Range of Responses to Terrorism

	 	 	Internal Responses to Terrorism

	 	 	External Responses to Terrorism

	 	Case Study 3.3 Negotiating Directly with a Terrorist Organization: The Government of Sri Lanka and the Tamil Tigers

	 	Conclusion

	 	For Further Reading

	Chapter 4	PREVENTING TERRORISM: INTERDICTION AND INVESTIGATION

	 	Interdiction

	 	 	Deterrence in Theory and Practice

	 	 	Stopping Terrorists before They Strike

	 	 	Interdiction through “Pre-Crime” Arrests?

	 	 	Interdiction through Profiling?

	 	 	Technology-Based Interdiction

	 	 	Interdiction by Designation

	 	 	Regulating the Means of Attack

	 	 	Screening for Security

	 	 	Following the Money

	 	 	Complicating Factors

	 	Case Study 4.1 Interdiction at the Border: The Millennium Plot

	 	Gathering Intelligence to Prevent Terrorism

	 	Organizing Intelligence to Combat Terrorism

	 	 	Human Intelligence

	 	 	Electronic Surveillance

	 	 	Special Rules for Collecting Foreign Intelligence in the United States

	 	 	Signals Intelligence

	 	 	Covert Operations

	 	Case Study 4.2 Dirty Assets

	 	Analyzing Intelligence

	 	 	Intelligence Failure?

	 	 	An Intelligence Czar?

	 	Collecting Intelligence Abroad

	 	 	Postscript: A Note on Counterterrorism Investigations in Other Nations

	 	Case Study 4.3 Curveball: The Value of Vetting

	 	Conclusion

	 	For Further Reading

	Chapter 5	LAW ENFORCEMENT AND ITS METHODS

	 	The Benefits and Costs of Relying on Law Enforcement to Combat Terrorism

	 	Case Study 5.1 A Tale of Two Terrorists

	 	The Growth in Criminal Laws Directed at Terrorism

	 	 	Omnibus Diplomatic Security and Antiterrorism Act

	 	 	Antiterrorism and Effective Death Penalty Act

	 	 	USA PATRIOT Act

	 	 	Homeland Security Act

	 	 	Intelligence Reform and Terrorism Prevention Act

	 	Universal Jurisdiction for Terrorism Crimes

	 	Rendition

	 	Case Study 5.2 The Abduction of Humberto Álvarez-Machaín

	 	Case Study 5.3 The Extraordinary Rendition of Maher Arar

	 	Sleeper Cell Prosecution

	 	 	The Material Support Statutes

	 	 	Material Support and Sleeper Cells

	 	 	Preventive Charging and Detection

	 	 	Material Support Law: Is It Appropriate?

	 	International Cooperation and International Criminal Law

	 	Conclusion

	 	For Further Reading

	Chapter 6	PLANNING FOR HOMELAND SECURITY

	 	Early Planning for Homeland Security

	 	Case Study 6.1 Homegrown Terrorism: Azzam the American

	 	Creation of the Department of Homeland Security

	 	Planning for a Terrorism Incident

	 	Protecting Critical Infrastructure

	 	 	CI Preparedness and Response

	 	 	State and Local Government Planning

	 	The Perils of Implementation

	 	 	An Implementation Example: Planning for Airline Security

	 	 	Implementing Airline Security

	 	Case Study 6.2 The Shoe Bomber

	 	Public Health Infrastructure

	 	Case Study 6.3 Anticipating an Attack with Weapons of Mass Destruction: The Case of Bioterrorism

	 	Post–September 11: A Fragmented Bureaucracy and a Role for a Resilient Citizenry

	 	Conclusion

	 	For Further Reading

	Chapter 7	INCIDENT RESPONSE

	 	Federal Incident Response Plans and Exercises

	 	Decision Making in a Crisis: Triggering the NRP

	 	The Federal Public Health and Medical Services Response

	 	xvi Contents State and Local Incident Responses

	 	Regional Responses

	 	Case Study 7.1 Responding to the Plague Attack

	 	First Response: Who Provides It?

	 	Case Study 7.2 Lessons from the Anthrax Attacks: Implications for U.S. Bioterrorism Preparedness, by David Heyman

	 	Case Study 7.3 The Attack on the Pentagon, as Reported in the 9-11 Commission Report

	 	The Military Role in Incident Response

	 	 	The Role of the Federal Military

	 	 	The Role of the National Guard and Reserves

	 	 	Northern Command (NORTHCOM) and Civilian Controls

	 	Controlling People: Enforcing Quarantine, Evacuation Orders, Vaccination Programs, and Related Disorder

	 	Conclusion

	 	For Further Reading

	Chapter 8	INTERNATIONAL COOPERATION

	 	The Importance of International Approaches to Combating Terrorism

	 	Political Strategies: International Laws and Conventions

	 	Case Study 8.1 Sanctioning Libya

	 	Economic Strategies: Blocking Terrorist Finances and Securing International Trade

	 	 	Controlling Money Flows and Closing Loopholes

	 	 	Designations and Sanctions

	 	 	Securing International Trade against WMD

	 	Security Policies: Law Enforcement and Intelligence Sharing

	 	 	Europe

	 	Case Study 8.2 International Cooperation and the Millennium Bomb Plot

	 	 	Southeast Asia

	 	 	The Threat of Maritime Terror in Southeast Asia

	 	Conclusion

	 	For Further Reading

	Chapter 9	MEDIA, GOVERNMENT, AND TERRORISM

	 	The Media and the Terrorist: An Evolving Relationship

	 	Case Study 9.1 Grabbing Attention: The 1972 Munich Summer Olympic Games and Black September

	 	How Do Terrorists Employ Media Devices?

	 	Case Study 9.2 Suicide Sympathy in Israel

	 	Terrorists and the Internet

	 	 	E-mail Communications and Web Site Networking

	 	 	Recruiting and Data-Sorting Techniques

	 	 	Information and Resource Portal

	 	 	Organizing Platform

	 	What the Government Wants

	 	 	The Government and the Media: Competing Interests

	 	 	Crisis Response and Public Affairs

	 	What the Media Want

	 	Case Study 9.3 The Coverage Dilemma: The Unabomber

	 	Government Controls

	 	Conclusion

	 	For Further Reading

	Chapter 10 	MILITARY RESPONSES TO TERRORISM

	 	Terrorism and Military Force before the September 11 Attacks

	 	 	Iranian Hostage Crisis

	 	Case Study 10.1 The Iranian Hostage Rescue Operation

	 	 	Military Retaliation for Terrorist Attacks

	 	Case Study 10.2 Raid on Libya

	 	Case Study 10.3 The 1998 Attacks on Sudan and Afghanistan

	 	Military Responses to Terrorism since the Attacks of September 11

	 	 	Domestic Policy Changes

	 	 	Major Military Operations

	 	 	Special Operations Activities

	 	 	Targeted Killing

	 	Case Study 10.4 Unleashing the Predator

	 	 	Civil Affairs Operations

	 	Policy Dilemmas Posed by the Use of Force

	 	Conclusion

	 	For Further Reading

	Notes

	Index




Boxes, Tables, Figures, and Maps

 

Boxes


	Box 1.1	Defining Terrorism at the United Nations

	Box 1.2	The United States: A Leading Sponsor of Terrorism?

	Box 3.1	Public Diplomacy as a Response to Terrorism

	Box 4.1	Fact Sheet: Plots, Casings, and Infiltrations Referenced in President Bush’s Remarks on the War on Terror

	Box 4.2	The NSA and Data Mining: The Terrorist Surveillance Program (TSP) and the Call Data Program

	Box 7.1	Incident Response Network

	Box 7.2	Responding to Hurricane Katrina

	Box 8.1	The Hawala Remittance System

	Box 8.2	The Proliferation Security Initiative (PSI)

	Box 9.1	The Zapatistas and the Internet

	Box 9.2	Al Qaeda and the Media

	Box 9.3	Daniel Pearl

	Box 9.4	Steganography

	Box 9.5	The Homeland Security Advisory System

	Box 10.1	The Predator



Tables


	Table 1.1	Some Nineteenth- and Twentieth-Century Terrorist Organizations

	Table 1.2	Major Terrorist Incidents in the 1990s

	Table 2.1	Typology of Terrorist Motivations

	Table 3.1	Sources of Terrorism

	Table 3.2	Responses to Terrorism

	Table 4.1	U.S.-Designated Foreign Terrorist Organizations, as of October 2005

	Table 4.2	U.S. Intelligence Community, 2007

	Table 6.1	Department of Homeland Security

	Table 7.1	Emergency Support Functions (ESFs)

	Table 8.1	Major Terrorist Attacks since September 11, 2001

	Table 8.2	International and Regional Conventions on Terrorism

	Table 8.3	Key UN Security Council Resolutions Proscribing Terrorism, 1970–2005

	Table 8.4	U.S.-Designated State Sponsors of Terrorism

	Table 10.1	U.S. Military Activities in the War on Terrorism



Figures


	Figure 4.1	Office of the Director of National Intelligence

	Figure 5.1	Federal Criminal Prosecutions for International Terrorism Offenses, 1996–2006

	Figure 6.1	Department of Homeland Security, as of 2007

	Figure 7.1	National Response Plan

	Figure 7.2	Calling the Cavalry: How the Process Is Designed to Work



Maps


	Map 8.1	Strait of Malacca

	Map 10.1	Pakistan’s Tribal Areas

	Map 10.2	U.S. DoD Regional Commands




Preface

 

Six years after the September 11, 2001, terrorist attacks, terrorism and what to do about it remain in the vortex of policy, political, and legal debates and analyses in the United States. And it is not likely that there will be a significant downturn in the importance attached to combating terrorism anytime soon. Ironically, since the swift and effective U.S. campaign to remove the Taliban and al Qaeda from Afghanistan, al Qaeda has reportedly regrouped along the Pakistan-Afghanistan border, terrorist cells have developed a lethal and effective franchise in Iraq, and the world has witnessed the emergence of “homegrown” terrorism in London and Madrid. Meanwhile, the U.S. government continues to maintain that additional terrorist strikes on one or more domestic targets are likely, and it has argued successfully that the prospect of more terrorism targeting Americans justifies intrusive new measures to conduct surveillance, without a court order, of the electronic communications of those suspected of ties to terrorism.

Combating Terrorism: Strategies and Approaches seeks to lay out in straightforward terms the challenges confronting U.S. decision makers today and for the foreseeable future as they attempt to anticipate and respond to terrorist threats. The aim of this book is to bring into focus the dominant set of policy problems posed by terrorism in the twenty-first century. Students will find the book particularly useful in helping them to understand what is admittedly a disturbing and complicated subject and in reaching their own conclusions about which responses are likely to be effective. The book concentrates primarily on terrorist activity aimed at the United States, whatever its source.

Combating Terrorism has been written for undergraduate and graduate students studying terrorism and national or international security. It seeks to provoke thought and to generate understanding about some of this era’s most vexing problems. Although this book assumes basic knowledge of U.S. government institutions and processes, any upper-division student should be able to work effectively with the text. The book also should be readily understandable to the layperson who is seeking an approachable explanation and enhanced understanding of issues that appear virtually every day in the newspapers and on television.

The Approach and Organization of This Book

Before the mid-1990s, terrorism occupied little space in the curricula of higher education or even in the popular literature. Even though terrorism has been a facet of international relations and internal strife within nations throughout human history, any attention to incidences of terrorism was typically treated within a survey of international relations, a history or political science course focusing on ethnic or religious groups within a region or nation-state, a seminar on foreign relations, or a criminal law course. After the first attack on the World Trade Center in 1993 and the Oklahoma City bombing in 1995, terrorism gained some additional attention as an academic subject. After the attacks of September 11, 2001, and the launching of the “global war on terrorism” by the George W. Bush administration, the subject of terrorism became an overnight sensation; it has subsequently generated significant academic attention, both within traditional fields of study and as a new area. The newly emerging academic interest in terrorism is not likely to be short-lived. The growing disparity between the haves and have-nots, along with the demonstrated impact of asymmetric warfare waged by terrorists, signals that, like it or not, systematic and longer-term understanding of terrorism and the response to it will have to be part of higher education for many years to come.

This book is our contribution to this understanding of terrorism. A central strength of the book is its interdisciplinary approach. The problems posed by terrorism are multidimensional, and, to be successful, strategies developed as a response must draw on a variety of disciplines and perspectives. Thus uniquely, Combating Terrorism pays considerable attention to legal issues, including civil liberties problems, interdictions and extradition, money laundering, and international organized crime. The book’s ten chapters systematically describe and assess the range of strategies, policy options, and approaches that the United States employs—or could employ—for responding to terrorism. The introductory chapter defines the subject and provides its historical perspective, then assesses the strategies and approaches generally available to counter terrorism. Chapter 2 identifies and assesses the modern terrorist threat. The remaining eight chapters explore the approaches in depth, from looking at why terrorists might strike and what might be done to lessen the root causes of terrorism to using military force to combat terrorism. In between, law enforcement and investigation, planning for homeland security, responses to terrorist incidents, international cooperation, and the use of the media and public affairs function are considered.

Each chapter introduces the approach or strategy featured, suggests the issues and questions addressed in the chapter, and then presents case studies that explicate the themes. These case studies are designed to give students a quick study and analysis of a particular terrorist incident and provide further insight into the complexities of combating terrorism. The case studies bring the materials to life and provide excellent material for teachers to use in generating discussion, projects, or opportunities for writing papers or engaging in further research. Boxed features offer interesting asides and conclude with provocative questions to aid in student learning. Each chapter also summarizes what has been presented and concludes with a list of readings for additional information.

We, the authors, are closely affiliated with the Institute for National Security and Counterterrorism (INSCT), an academic center jointly sponsored by the Maxwell School of Citizenship and Public Affairs and the College of Law at Syracuse University. In keeping with the mission of INSCT, we bring political science, public affairs, law, and government service backgrounds to our abiding interest and deep commitment to the problems posed by terrorism. Also, as we do in our academic endeavors at Syracuse, we believe that the issues presented by terrorism are best understood and analyzed through the prism of varying disciplinary perspectives, a sentiment that motivated the writing of this book. The pages of this book reflect the influences of our different backgrounds. We hope that readers will agree with us that our differences strengthen the final product.
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	Chapter  1

	Combating Terrorism: An Introduction





 

At lunchtime on February 26, 1993, a twelve-hundred-pound bomb enclosed in a rented van exploded in the parking garage underneath the World Trade Center complex in downtown Manhattan. The blast killed six persons, injured over a thousand, and immeasurably harmed America’s notions of security from terrorism.

The men charged with engineering the bombing had entered the United States using fake passports or fake visas, or they had claimed political asylum. Their base, the Al-Salam Mosque in Jersey City, had been since 1990 a center for the teachings of Sheikh Omar Abdel Rahman, a blind Egyptian cleric who had adopted the most violent strands of Islamic thought. Sheik al-Rahman, along with eventual co-conspirator Ramzi Yousef, a highly trained terrorist from Pakistan and veteran of the Afghan jihad, were on a State Department list of persons suspected to have been involved in politically motivated violence, and thus they were by law excludable from the United States. Rahman had entered the country using a visitor’s visa from Sudan. By the time officials realized their mistake, he had claimed political asylum. After being taken into custody, Rahman was released, in part because of the overcrowded detention centers, and he was told to appear for a hearing on his asylum application within eighteen months. Yousef, who had entered the country using a fake Iraqi passport, had sought asylum on the basis that he would face persecution by Iraq if ordered to return. He also was released because of lack of detention space.

Once released, the perpetrators made preparations for the bombing. On November 30, 1992, Mohammed Salameh, a Palestinian from the West Bank who had entered the United States on a Jordanian passport and who was Yousef’s roommate, rented a storage locker in Jersey City under an alias. Federal Bureau of Investigation (FBI) agents would later testify that this locker contained chemicals and bomb-making devices. On February 23, 1993, Salameh and Nidal Ayyad, a chemical engineer who was born in Kuwait, but was a naturalized U.S. citizen educated at Rutgers University, rented a van from a rental agency in Jersey City. On February 25, Mohammad Salameh visited the rented locker.

Post-bombing activities further implicated these men. Less than two hours after the explosion on February 26, Mohammad Salameh appeared at the rental agency, claiming that his van had been stolen. Salameh then returned repeatedly over the next few days in an attempt to reclaim his deposit. Meanwhile, FBI agents recovered the vehicle identification number from a piece of the van that carried the explosives, which allowed them to trace the van to the rental office in Jersey City. Federal agents waited for Salameh’s return to the rental agency, watched him complete paperwork on the missing van, and then arrested him when he left the agency. When they searched Salameh’s rented locker, FBI agents found chemicals (including sulfuric acid and shotgun powder), beakers, tubing, and a fuse.

The other actors fled the country. Yousef, thought to have planned the bombing, fled to Pakistan on the day of the bombing, and continued to engage in terrorist activities. Eyad Ismoil, a childhood friend of Yousef and the driver of the bomb-carrying van, fled to Jordan the same day. After a two-year pursuit, Yousef was apprehended in Pakistan, and Ismoil was arrested in Jordan. In the interim, two related trials were held. On March 4, 1994, Mohammad Salameh, Nidal Ayyad, Mahmud Abouhalima, and Ahmad Ajaj were convicted of various offenses connected with the bombing of the World Trade Center. On October 1, 1995, ten defendants, including Sheikh Rahman and Yousef, were found guilty of charges related to a thwarted plan to blow up the United Nations headquarters and other New York City buildings, bridges, and tunnels. Evidence at this trial included statements in Yousef’s computer about a coordinated plan to bomb twelve U.S. jetliners within a forty-eight-hour period.
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