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Introduction

We live in an interesting age. Over the past thirty years, a concept called the “internet” has revolutionized how we work, play, shop, date, and stay in touch. Smartphones now put the world at our fingertips, and smart homes enable us to turn out the lights from a thousand miles away. Thanks to the internet, we are only one click away from our work, our friends, our shopping, and our information, any time of day and anywhere in the world. Over two decades, the internet has disrupted industry after industry, including: movies, telephones, calculators, watches, shopping, travel, recruiting, taxis, banking, medicine, television, newspapers, magazines, books, and many others.

But all this transformation comes with new challenges, and introduces new risks to our safety and our security. Thanks to the internet, “bad guys” can access hundreds, thousands, or millions of victims with a single click. In 2008 the Conficker worm infected over 10 million computers and placed them under the control of a single set of attackers. The BredoLab botnet gained control of over 30 million computers just a couple of years later. In 2017 the NotPetya attack crippled Maersk shipping by destroying almost all of their 50,000 computers. This one attack disrupted more than 20% of the world’s international trade, and cost Maersk more than $250 million in damages. In fact, the NotPetya attack was estimated to have destroyed more than 200,000 computers across more than twenty countries around the world, bringing companies and municipalities to their knees, and disrupting day-to-day life for many individuals.

These incidents have real costs that affect all of us as well as our employers. RiskIQ estimates that global online crime in 2018 cost businesses and individuals more than $1 million dollars a minute. Barkly estimated that in 2017, ransomware alone cost over $5 billion. Breaches of sensitive personal information abound, with millions of social security numbers, credit card numbers, bank accounts, personal identities, and health care data (that are all supposed to be kept secret) falling into the hands of criminals around the world. According to DarkReading, over 5,000 breaches in 2017 resulted in the compromise of almost 8 billion information records belonging to regular, innocent people like us. Finally, Statista has reported that between 20% and 50% of all the computers worldwide are infected with some type of malicious software, or malware. That is almost a billion computers doing work for the bad guys, every minute of every day.

But there is hope. In this increasingly complex and interconnected digital world, security has become a responsibility not just for business leaders or law enforcement, but for each and every one of us every single day. This book is about how to protect you from the dangers of the internet, while still taking advantage of its benefits, at work, at home, and on travel. This book describes the risks to your digital life, how security experts manage these risks, and how you can contribute to that effort by reducing the risk to yourself, your family, your coworkers, and your friends. So, with all of that said, Let’s get started!

Your Digital Life

Each of us exists at the center of a “digital life” that includes our home, our work, our relationships, our business, and our friends. This connected ecosystem includes computers, tablets, phones, and numerous other devices that connect us to home and work functions that we enjoy every day (as well as some that we may not enjoy). Most of these devices rely upon the internet to work, so they can communicate with computers, users, and servers hundreds or thousands of miles away. An illustration of this digital ecosystem is shown in Figure I.1.


[image: ]
Figure I.1: Your digital life surrounds you with awesome capabilities.

This digital ecosystem includes resources like computers, tablets, phones, devices, networks, and online accounts. We use these resources to access work functions including e-mail, calendar, contacts, collaboration tools, and work documents. We also use these resources to access home functions such as e-mail, personal documents, photos, e-commerce, social media, gaming, movies, and music. Sometimes our devices are dedicated to one function, such as a work computer, but frequently our devices are shared between work and home functions, like when we access our work e-mail from our personal phone or home computer.

For many of the functions that we desire, connectivity to the internet is required. We may get our connectivity to the internet through cellular networks, cable modems, satellite services, public Wi-Fi, or other network connections. To identify ourselves over the internet, we use digital identities—most often a username and a password—that identify us to distant computers and prove that we are who we say we are.

Cyber defenses that protect our digital lives must include protections that operate at multiple levels to provide comprehensive protection. These protections must include our devices, our networks, our applications, our online accounts, our online identities, and the online entities we trust with our private and personal information. All of these online resources must be constantly protected from compromise or abuse. Unfortunately, in today’s highly interconnected digital lives, a failure of protection in one place may end up having disastrous effects everywhere.


About This Book

This book is about protecting your online digital life at work, at home, and on travel. To achieve such protection, this book provides you with cybersecurity information you should know and can apply in your day-to-day life. This book should help you to answer some of the following cybersecurity questions as you use computers and the internet:


–How do I protect my home or work computer from compromise?

–How do I protect my other home connected devices like phones, tablets, and internet of things (IoT) connected devices?

–How do I protect my online accounts and passwords?

–What is wrong with using kiosk computers, or public Wi-Fi connections?

–What happens when I share information between my work and home computers?

–What rules do I need to follow for my work computer, laptop, or work smartphone?

–What happens when I use my work computer to do personal business?

–Why do I need to worry about online privacy?

–What does my cell phone have to do with my online security?

–What do Google, Facebook, or Amazon really know about me?

–What happens when I use my work computer for personal e-mail, Facebook, or LinkedIn?

–How safe is my credit card when it is in my purse or wallet?

–How safe is my connected home with Alexa, Nest, and Zigbee?

–What happens to cybersecurity when the lights go out?



To help you answer these questions and increase your personal cybersecurity awareness, this book contains guidance on the following cybersecurity topics:


–An understanding of today’s cyberthreats and the dangers they pose.

–How to understand cyber risk and use good practices to reduce it.

–Common cybersecurity attacks and how cyberattackers may target you.

–Approaches for protecting yourself at work, at home, and on travel.

–Online security resources that can help you reduce your cyber risk.

–Additional security awareness tips for protecting your digital life.




Who Should Read This Book

This book is intended for a general audience. Everyone should be able to read this book and find useful information about how to protect their online activities at work, at home, and on travel. Readers of this book include the following:


–People who are concerned about security their digital worlds, and the devices and accounts contained within them.

–People who want to understand the cyberthreats targeting them at work, at home, and on travel.

–People who want to understand how their devices, networks, and accounts may be compromised by cyberattackers.

–People who want to learn techniques to secure themselves and reduce their cyber risk.

–Leaders who want to reduce the cyber risk for their teams.



Everyone can use the content in this book to help secure their devices, networks, and accounts at work and at home. By improving their security awareness, people can make it more difficult for cyberattacks against them to succeed.


Contents of This Book

This book is primarily concerned with cybersecurity, while also considering supporting topics that may affect cyber safety. The chapters of the book are meant to be read in sequence, as they build upon one another to help you understand who, what, where, when, why, and how of successful cybersecurity. With that said, you can also flip through this book to specific sections to find useful explanations that may help you reduce your cyber risk.


–Chapters


	Chapter 1: Security Mindset

	Chapter 2: Common Cybersecurity Attacks

	Chapter 3: Protecting Your Computer(s)

	Chapter 4: Protecting Your Passwords

	Chapter 5: Protecting Your Home Network

	Chapter 6: Smartphones and Tablets

	Chapter 7: Protecting Your Web Browsing

	Chapter 8: Protecting Your E-Mail and Phone Calls

	Chapter 9: Protecting Your Identity, Privacy, and Family Online

	Chapter 10: Protecting Yourself on Travel

	Chapter 11: When Things Go Wrong

	Chapter 12: Considering Cybersecurity at Work

	Chapter 13: Final Thoughts



–Appendices

The appendices provide greater detail than the chapters and provide additional examples of security concepts described in this book.


	Appendix A: Common Online Scams

	Appendix B: The Worst Passwords Ever

	Appendix C: Online Security Resources



–Glossary

The Glossary provides an explanation of terms used in this book, expressed in plain language for the nontechnical reader.

–Index








Chapter 1

Security Mindset

In this book we are going to introduce you to the things you need to know to better protect your workplace and your home from technology related security attacks (cybersecurity). The best way to start is to understand our enemies. Later in the book we will examine what they may try to do and how we can protect ourselves.

To understand our enemies, we should put ourselves into their minds and understand their motivations, objectives, and techniques. Once we understand the adversary, we should think a little bit about ourselves. Where and when are we vulnerable? How do we make ourselves more vulnerable? What habits do we have that make the attackers’ jobs easier? How can we change some of those habits, and improve our security?

This chapter describes these topics by (1) considering the motivations of the hackers who attack us; (2) introducing malware (i.e., malicious software) and techniques that attackers use; (3) defining a “security mindset” that we should use in thinking about how to protect ourselves; and (4) introducing how security professionals think about security. By being security aware, we can understand what it is we do that attackers are looking to exploit.

What Do Hackers Want?

At the end of the day hackers are people, too. They are computer-literate people who are using computers to accomplish some goal they may think is “right,” whether that “right” is making money off cybercrime or pursuing an activist cause that is important to them or to do what they know is wrong. Other hackers are security professionals working to support the interests of their country, which may be at odds with the interest of our country. There are lots of motivations out there. The following list characterizes five types of hacker threats that are common on today’s internet:


–Commodity threats consist of automated cyberattacks that are placed “out there” by hackers that constantly scan the internet looking for vulnerable computers and devices to compromise. These attacks install malware on insecure computers or through malicious websites or e-mails, but without a specific mission or objective.

–Hacktivists take control of computers and install malware to accomplish some activist political goal, or to promote a cause. The group “Anonymous” is a good example, drawing attention to causes or issues the group considers to be important.

–Organized crime performs hacking to make money. It might make money by selling stolen information or access to computers to other groups, like nation-states or hacktivists. It might also make money by using stolen credit cards or medical records to perform fraudulent transactions that directly make them a profit.

–Espionage involves using hacking to further the interests of a corporate competitor or a foreign adversary. Espionage might include stealing corporate trade secrets and customer information or shutting down online services or manufacturing plants.

–Cyberwar involves using hacking to support national interests against a foreign country. Cyberwar might include stealing national security information, disabling foreign computers, or attacking infrastructure like the electric power grid.



Of the above techniques, espionage and cyberwar are perhaps the most devastating in their nature, as some nations have no qualms about wiping out hundreds or thousands of computers at their targets. For example, the attacks at Saudi Aramco and Sony Pictures disabled tens of thousands of computers, and were ultimately attributed to nation-state attackers. However, even hacktivism and cybercrime can be devastating, as we have seen through ransomware campaigns that took out entire medical networks or shut down manufacturing plants.


What Is at Stake Here?

Over the past several decades, there have been thousands of breaches encompassing billions of records containing personal information of people worldwide. These records have included names, addresses, phone numbers, social security numbers, credit card accounts, banking accounts, and health care information. How often have we gotten sent replacement credit cards in the mail, because our information had been compromised? Figure 1.1 shows some of the most recent large breaches, based on the numbers of compromised records.
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Figure 1.1: Breaches have exposed millions and millions of records.

Some of these breaches involve credit card numbers or banking information and were most likely perpetuated by cybercriminals looking to use that information for fraudulent transactions. Other breaches involved usernames and passwords and may have been performed by hackers looking to use those passwords to access other, more profitable, accounts (since people often reuse passwords for multiple online accounts). Other breaches involved health care information, which tends to be a treasure trove of highly personal data as well as financial details. Finally, some breaches involved potentially embarrassing personal information that could be used to blackmail individuals to get their cooperation. Here are some headlines regarding cyber breaches:


–Cable News Network (CNN), May 2016: “… LinkedIn was hacked four years ago … initially seemed to be a theft of 6.5 million passwords … turned out to be 117 million …”

–Hindustan Times (Major Indian English News Website), July 2017: “… details of over a million Aadhaar numbers published on Jharkhand govt website … personal details are now freely available.”

–Forbes Magazine, March 2018: “Equifax’s Enormous Data Breach Just Got Even Bigger … brings the total to 147.9 million Americans ... driver’s license number revealed … social security number exposed …”

–Fortune Magazine, June 2018: “... NameTest left the data of 120 million Facebook users exposed online for years …”

–GBHackers on Security (Cybersecurity Blog), August 2018: “Firebase Vulnerability Leaks 100 Million Sensitive Records – 2,300 Firebase Databases & 3,000 iOS and Android Apps Affected”




How Has Malware Evolved?

Cyberattackers generally accomplish their goals using malware. Malware is software that is designed to accomplish some nefarious goal, like giving someone remote control of a computer, or extracting usernames, passwords, credit card numbers, or other sensitive information from that computer. Over time, malware has gotten smarter, more sophisticated, and more capable. Figure 1.2 visualizes how malware has evolved over time to gain new capabilities and become more destructive.
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Figure 1.2: Malware evolves to become more sophisticated and destructive.

Some highlights of these different types of malware and their objectives are as follows:


–Static viruses embed themselves within computer programs or the computer’s boot (startup) process but they require human intervention to propagate, or replicate themselves and spread like a disease, from computer to computer.

–Network viruses use the network to propagate from one computer to another and may be able to spread without human intervention.

–Trojans and worms are standalone programs that can propagate and persist on their own without requiring a “carrier” like viruses.

–Botnet malware reports back to a controller network and enables the victim computer to be used as part of a larger “botnet” consisting of thousands or millions of computers all working together.

–Remote control malware permits the attacker to remotely control the victim computer, generally despite network security capabilities like antivirus or firewalls.

–Adware and clickware cause the victim computer to display or “click on” advertisements supporting the attacker, generating revenue from advertising fraud.

–Ransomware encrypts the files on the victim computer, demanding the victim pay a ransom (typically several hundred dollars) to get back access to their computer and its files.

–Cryptojacking malware uses the victim computer to perform “cryptomining” transactions using cryptocurrency (e.g., bitcoin) on behalf of the attacker, indirectly generating revenue for them.

–Automated malware can persist and propagate across a network on its own, potentially infecting more and more computers within a target organization, after the first machine is infected.

–Customized malware is customized for each victim, or changes itself as it propagates, so it can not be easily caught by antivirus software or traditional network security mechanisms.

–Embedded malware installs itself into the “firmware” of network-connected devices or computers, or is already installed from the factory, making the devices almost impossible to “clean up.”



Attackers use malware to accomplish their goals of promoting causes, making money, or supporting their nations’ interests. Over time, more sophisticated malware capabilities and techniques have become more commonplace, with static viruses being replaced by network viruses and Trojans, and so on. Today, it is not uncommon to run across cheap, network-connected devices that are compromised at the factory, or malware-infected applications in popular mobile app stores.


The Security Mindset

A security mindset is a way of looking at the world “through the eyes of the attackers” to see how they may seek to exploit the world to their advantage. Security attackers are generally smart, capable people whose interests run counter to ours. In short, they want to exploit what we want to protect. Isn’t this illegal? Frequently, it is. The problem is that these activities are hard to trace and often cross national boundaries, making legal investigation and prosecution difficult, if not impossible.

To understand the security mindset, we should ask ourselves the following questions:


–What do we possess that is valuable, like our personal information, our financial information, or our company data?

–What potential attackers might be interested in valuable data or capability? Attackers might include hackers, hacktivists, criminals, competitors, or foreign countries.

–How do we make ourselves vulnerable to attack by using our computers to surf the web, open e-mails, or share data with others?

–What can we do to make ourselves more resistant to attack by protecting access to our data, access to our computers, or access to our networks?

–What can we do to detect if we are targeted by an attacker or if an attacker has gained access to our accounts, networks, or computers?

–What can we do to reduce the impact of an attack or enable ourselves to recover in the event an attack against us succeeds?

–If the worst should occur—attackers get ahold of all of our computer data and destroy our access to it as well—how would we clean up the mess and recover?



By considering these questions, we can get inside the mind of the attacker, and think about how things could go wrong and how it might affect us. As the adage goes, “hope for the best but prepare for the worst.” When we adopt a security mindset, we think about the things that could go wrong and what we can do to reduce their likelihood, or their impact.

A security mindset involves thinking like an adversary who does not play by the rules and is willing to cheat.
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