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Foreword

When Neil Daswani and Christoph Kern invited me to write a foreword to the book you are
reading now, I accepted without hesitation and with a good deal of pleasure. This timely vol-
ume is solidly grounded in theory and practice and is targeted at helping programmers
increase the security of the software they write. Despite the long history of programming, it
seems as if bug-free and resilient software continues to elude us. This problem is exacerbated
in networked environments because attacks against the vulnerabilities in software can come
from any number of other computers and, in the Internet, that might mean millions of poten-
tial attackers. Indeed, the computers of the Internet that interact with each other are in some
sense performing unplanned and unpredictable tests between the software complements of
pairs of machines. Two machines that start out identically configured will soon become diver-
gent as new software is downloaded as a consequence of surfing the World Wide Web or as
updates are applied unevenly among the interacting machines. This richly diverse environ-
ment exposes unexpected vulnerabilities, some of which may be exploited deliberately by
hackers intent on causing trouble or damage and who may even have pecuniary motivations
for their behavior. So-called bot armies are available in the millions to be directed against

chosen targets, overwhelming the defenses of some systems by the sheer volume of the attack.

In other cases, known weaknesses are exploited to gain control of the target machines or to
introduce viruses, worms, or Trojan horses that will do further damage.

Programmers writing for networked environments have a particularly heavy responsibil-
ity to be fully aware of the way in which these vulnerabilities may come about and have a duty
to do everything they can to discover and remove them or to assure that they are eliminated
by careful design, implementation, and testing. It takes discipline and a certain amount of
paranoia to write secure software. In some ways it is like driving defensively. You must assume
you are operating in a hostile environment where no other computer can be trusted without
demonstrating appropriate and verifiable credentials. Even this is not enough. In a kind of
nightmare scenario, someone with a USB memory stick can bypass all network defenses and
inject software directly into the computer. Such memory sticks emulate disks and can easily
pick up viruses or worms when they are used on unprotected computers, and when reused
elsewhere, can propagate the problem. All input must be viewed with suspicion until cleared
of the possibility of malformation.

Vulnerability can exist at all layers of the Internet protocol architecture and within the
operating systems. It is naive to imagine that simply encrypting traffic flowing between pairs
of computers on the Internet is sufficient to protect against exploitation. An obvious example
is a virus attached to an e-mail that is sent through the Internet fully encrypted at the IP layer
using IPsec. Once the message is decrypted packet by packet and reassembled, the virus will
be fully ready to do its damage unless it is detected at the application layer by the e-mail
client, or possibly by the mail transport agent that delivers the e-mail to the target recipient.

It is vital to understand not only how various attacks are carried out, but also how the vul-
nerabilities that enable these attacks arise. Programs that fail to check that inputs are properly
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