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Introduction

Thank you for purchasing (or considering the purchase of) Mastering Exchange Server 2016; this
is the latest in a series of Mastering Exchange Server books that have helped thousands of
readers to better understand Microsoft’s excellent messaging system. Along the way, we hope
that this series of books has made you a better administrator and allowed you to support your
organizations to the best of your abilities.

When we started planning the outline of this book more than a year before its release,
Exchange Server 2016 appeared to be simply a minor series of improvements over Exchange
Server 2013. Of course, the further we explored the product, the more we found that was not
the case. Many of the improvements in Exchange Server 2016 were major improvements (such
as Outlook on the web) and sometimes even complete rewrites (such as in the case of the Client
Access services role) of how the product worked previously.

Another challenge then presented itself. The market penetration of Exchange Server 2013
was fairly dominant, but we found that many organizations still run Exchange Server 2010.
Therefore, we needed to explain the differences for not only Exchange Server 2013 administra-
tors but also for the Exchange Server 2010 administrators. On the other hand, Exchange Server
2003 reached end-of-life on April 8, 2014. As a result, Microsoft no longer provides security
updates, offers free or paid support options, nor provides updated online content such as KB
articles for Exchange Server 2003. Organizations with Exchange Server 2003 deployed after
April 8, 2014, are responsible for their own support of the product and accept the risk associated
with the deployment.

We took a step back and looked at the previous editions of the book to figure out how much
of the previous material was still relevant. Some of the material from the Exchange Server
2013 book is still relevant but needed updating. Some required completely rewriting chapters
to cover new technologies introduced in Exchange Server 2016 or technologies that have since
taken on more importance in deployments and management. We faced the challenge of explain-
ing two management interfaces, Exchange Management Shell and Exchange Admin Center,
as well as describing the new roles and features.

We started working with the Exchange Server 2016 code more than a year before we expected
to release the book. Much of the book was written using the RTM code that was first made avail-
able in October 2015, but as we continued writing the book, we made updates based on changes
introduced in Cumulative Update 1 (March 2016). So, you can safely assume when reading this
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book that it is based on the latest bits of Exchange Server 2016 that released in late summer 2016.
In writing this book, we had a few goals for the book and the knowledge we wanted to impart
to the reader:

¢ We wanted to provide an appropriate context for the role of messaging services in an orga-
nization, outlining the primary skills required by an Exchange Server administrator.

¢ We wanted the reader to feel comfortable when approaching an Exchange Server environ-
ment of any size. The content in this book can assist administrators of small companies
with only one server, as well as administrators who handle large Exchange Server farms.

¢ Wewanted the skills and tasks covered in this book to be applicable to 80 percent of all
organizations running Exchange Server.

¢ We wanted the book to educate not only “new to product” administrators but also those
“new to version” administrators who are upgrading from a previous version.

¢ We wanted the book to familiarize administrators with Office 365 environments and the
implementation of hybrid coexistence with on-premises Exchange Server deployments.

¢ We wanted to provide familiar references for administrators of previous versions, ensur-
ing that Exchange Server 2010 and 2013 administrators can easily find equivalent solutions
in Exchange Server 2016.

Microsoft listened to the advice of many of its customers, its internal consultants at Microsoft
Consulting Services (MCS), Microsoft Certified Systems Engineers (MCSEs), Most Valuable
Professionals (MVPs), Microsoft Certified Solutions Masters (MCSMs), and Microsoft Certified
Trainers (MCTs) to find out what was missing from earlier versions of the product and what
organizations’ needs were. Much of this work started even before Exchange Server 2016 was
released.

Major Changes in Exchange Server 2016

This book covers the many changes in Exchange Server 2016 in detail, but we thought we would
give you a little sample of what is to come in the chapters. As you can imagine, the changes are
once again significant, considering the tremendous effort that Microsoft sinks into the Exchange
Server line of products. Exchange Server is a significant generator of revenue for Microsoft and
is also a foundational service for Office 365. Microsoft has every reason to continue improving
this most impressive market leader of email and collaboration services.

The primary changes in Exchange Server 2016 since the latest release (Exchange Server 2013)
have come in the following areas:

¢ Client access services have been integrated into the Mailbox server role, and the Client
Access server role has been removed.

¢ Outlook Web App is now known as Outlook on the web, is optimized for tablets, and
provides platform-specific experiences for smart phones.
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¢ MAPI over HTTP is now the default protocol that Outlook uses to communicate with
Exchange, which allows a higher level of visibility of transport errors and enhanced
recoverability.

¢ With SharePoint Server 2016, you can enable Outlook on the web users to link to and share
documents stored in OneDrive for Business in an on-premises SharePoint server instead of
attaching a file to the message.

¢ The Hybrid Configuration Wizard (HCW) is provided as a download to support changes
in the Office 365 service and to provide a more stable deployment and consistent
experience.

¢ Significant enhancements for Data Loss Prevention (DLP) have been added. With a DLP
policy and mail flow rules, you can identify, monitor, and protect 80 different types of
sensitive information.

¢ Public folder integration into the In-Place eDiscovery and Hold workflow enable you

to search public folders in your organization and configure an In-Place Hold on public
folders.

¢ Anew eDiscovery search tool, called Compliance Search, provides improved scaling and
performance capabilities so you can search very large numbers of mailboxes in a single
search.

Of course, many more changes have been introduced in Exchange Server 2016, but the pre-
ceding list stands out to us as the most noteworthy improvements. Chapter 2, “Introducing the
Changes in Exchange Server 2016,” contains an exhaustive list of all significant changes, as well
as changes since specific versions of Exchange Server (for example, Exchange Server 2010 and
Exchange Server 2013).

How This Book Is Organized

This book consists of 25 chapters, divided into five broad parts. As you proceed through the
book, you'll move from general concepts to increasingly detailed descriptions of hands-on
implementation.

This book won’t work well for practitioners of the time-worn ritual of chapter hopping.
Although some readers may benefit from reading one or two chapters, we recommend that you
read most of the book in order. Even if you have experience as an Exchange Server administrator,
we recommend that you do not skip any chapter, because they all provide new information since
the previous iterations of Exchange Server. Only if you already have considerable experience
with these products should you jump to the chapter that discusses in detail the information
for which you are looking,.

If you are like most administrators, though, you like to get your hands on the software
and actually see things working. Having a working system also helps many people as they
read a book or learn about a new piece of software because this lets them test new skills as they
learn them. If this sounds like you, then start with Chapter 7, “Exchange Server 2016 Quick
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Start Guide.” This chapter will take you briefly through some of the things you need to know
to get Exchange Server running, but not in a lot of detail. As long as you're not planning to put
your quickie server into production immediately, there should be no harm done. Before you
put it into production, though, we strongly suggest that you explore other parts of this book.
Following is a guide to what’s in each chapter.

Part 1: Exchange Fundamentals

This part of the book focuses on concepts and features of Microsoft’s Windows Server 2012 R2,
Exchange Server 2016, and some of the fundamentals of operating a modern client/server email
system.

Chapter 1, “Putting Exchange Server 2016 in Context,” is for those administrators who have
been handed an Exchange Server organization but who have never managed a previous ver-
sion of Exchange Server or even another mail system. This will give you some of the basic
information and background to help you get started managing Exchange Server and, hope-
fully, provide a little history and perspective.

Chapter 2, “Introducing the Changes in Exchange Server 2016,” introduces the new features
of Exchange Server 2016 as contrasted with previous versions.

Chapter 3, “Understanding Availability, Recovery, and Compliance,” helps even experienced
administrators navigate some of the new hurdles that Exchange Server administrators must
overcome, including providing better system availability, site resiliency, backup and restora-
tion plans, and legal compliance. This chapter does not cover database availability groups in
detail; instead, that information is covered in Chapter 20, “Creating and Managing Database
Availability Groups.”

Chapter 4, “Virtualizing Exchange Server 2016,” helps you decide whether you should
virtualize some percentage of your servers, as many organizations are doing.

Chapter 5, “Introduction to PowerShell and the Exchange Management Shell,” focuses on
and uses examples of features that are enabled in PowerShell through the Exchange Server
2016 management extensions for PowerShell. All administrators should have at least a basic
familiarity with the Exchange Management Shell extensions for PowerShell even if you rarely
use them.

Chapter 6, “Understanding the Exchange Autodiscover Process,” helps you to come up to
speed on the inner workings of the magic voodoo that is Autodiscover, a feature that greatly
simplifies the configuration of both internal and external clients.

Part 2: Getting Exchange Server Running

This section of the book is devoted to topics related to meeting the prerequisites for Exchange
Server and getting Exchange Server installed correctly the first time. While installing
Exchange Server correctly is not rocket science, getting everything right the first time will
greatly simplify your deployment.

Chapter 7, “Exchange Server 2016 Quick Start Guide,” is where everyone likes to jump right
in and install the software. This chapter will help you quickly get a single server up and
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running for your test and lab environment. While you should not deploy an entire enterprise
based on the content of this one chapter, it will help you get started quickly.

Chapter 8, “Understanding Server Roles and Configurations,” covers the primary services
that run on the Exchange Server: mailbox services, transport services, and client access
services.

Chapter 9, “Exchange Server 2016 Requirements,” guides you through the requirements (per-
taining to Windows Server, Active Directory, and previous versions of Exchange Server) that
you must meet in order to successfully deploy Exchange Server 2016.

Chapter 10, “Installing Exchange Server 2016,” takes you through both the graphical user
interface and the command-line setup for installing Exchange Server 2016.

Chapter 11, “Upgrades and Migrations to Exchange Server 2016 or Office 365,” helps you
decide on the right migration or transition approach for your organization. It recommends
steps to take to upgrade your organization from Exchange Server 2010 or 2013 to Exchange
Server 2016 or to Office 365. Also included in this chapter are recommendations for migration
phases and hybrid coexistence with Office 365.

Part 3: Recipient Administration

Recipient administration generally ends up being the most time-consuming portion of
Exchange Server administration. Recipient administration includes creating and managing
mailboxes, managing mail groups, creating and managing contacts, and administering
public folders.

Chapter 12, “Management Permissions and Role-Based Access Control,” introduces one

of the most powerful features of Exchange Server 2016, Role-Based Access Control, which
enables extremely detailed delegation of permissions for all Exchange Server administrative
tasks. This feature will be of great value to large organizations.

Chapter 13, “Basics of Recipient Management,” introduces you to some concepts you should
consider before you start creating users, including how email addresses are generated and
how recipients should be configured.

Chapter 14, “Managing Mailboxes and Mailbox Content,” is at the core of most Exchange
Server administrators’ jobs since the mailboxes represent the direct customer (the end user).
This chapter introduces the concepts of managing mailboxes, mailbox data (such as personal
archives), and mailbox data retention.

Chapter 15, “Managing Mail-Enabled Groups, Mail Users, and Mail Contacts,” covers man-
agement of these objects, including creating them, assigning email addresses, securing
groups, and allowing for self-service management of groups, and it offers guidelines for
creating contacts.

Chapter 16, “Managing Resource Mailboxes,” discusses a key task for most messaging
administrators. A resource can be either a room (such as a conference room) or a piece of
equipment (such as an overhead projector). Exchange Server 2016 makes it easy to allow
users to view the availability of resources and request the use of these resources from within
Outlook or Outlook on the web.
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Chapter 17, “Managing Modern Public Folders,” introduces you to the new public folder
storage and management features in Exchange Server 2016. Although public folders are being
deemphasized in many organizations, other organizations still have massive quantities of
data stored in them. Microsoft has reinvented public folders in this latest release of Exchange
Server.

Chapter 18, “Managing Archiving and Compliance,” covers not only the overall concepts of
archiving and how the rest of the industry handles archiving but also the exciting archival
and retention features.

Part 4: Server Administration

Although recipient administration is important, administrators must not forget their responsi-
bilities to properly set up the Exchange server and maintain it. This section helps introduce you
to the configuration tasks and maintenance necessary for some of the Exchange Server 2016 ser-
vices as well as safely connecting your organization to the Internet.

Chapter 19, “Creating and Managing Mailbox Databases,” helps familiarize you with the
changes in Exchange Server 2016 with respect to mailbox database, storage, and basic siz-
ing requirements. Many exciting changes have been made to support large databases and to
allow Exchange Server to scale to support more simultaneous users.

Chapter 20, “Creating and Managing Database Availability Groups,” is a key chapter in this
book that will affect all administrators from small to large organizations. Exchange Server
2016 relies heavily on Windows Failover Clustering for its site resilience and high availability
functionalities. This chapter covers the implementation and management of high availability
solutions.

Chapter 21, “Understanding the Client Access Services,” introduces you to the critical client
access services and the related components running on the Mailbox server.

Chapter 22, “Managing Connectivity with Transport Services,” brings you up to speed on
the Transport services that run with the mailbox and client access services. This chapter
discusses mail flow and the transport pipeline in detail.

Chapter 23, “Managing Transport, Data Loss Prevention, and Journaling Rules,” shows you
how to implement a feature set that was first introduced in Exchange Server 2007 but has
since been greatly improved: the transport rule feature. This chapter also discusses message
journaling and Data Loss Prevention policies.

Part 5: Troubleshooting and Operating

Troubleshooting and keeping a proper eye on your Exchange servers” health are often neglected
tasks. You may not look at your Exchange servers until there is an actual problem. In this part, we
discuss some tips and tools that will help you proactively manage your Exchange Server environ-
ment, ensuring that you can track down problems as well as restore any potential lost data.

Chapter 24, “Troubleshooting Exchange Server 2016,” introduces you not only to trouble-
shooting the various components of Exchange Server 2016 but also to good troubleshoot-
ing techniques. This chapter also includes a discussion of some of the Exchange Server
2016 built-in tools, such as the Exchange Management Shell test cmdlets and the Remote
Connectivity Analyzer.
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Chapter 25, “Backing Up and Restoring Exchange Server,” includes discussions on
developing a backup plan for your Exchange Server 2016 servers as well as how to implement
appropriate backup solutions for Exchange Server configuration, databases, logs, and any
other relevant information.

Conventions Used in This Book

We use the code-continuation character on PowerShell commands to indicate that the line of text
is part of a previous command line.

Many of the screen captures in this book have been taken from lab and test environments.
However, sometimes you will see screen captures that came from an actual working environ-
ment. We have obscured any information that would identify those environments.

Any examples that include IP addresses have had the IP addresses changed to private IP
addresses even if we are referring to Internet addresses.

Remember, Exchange Server is designed to help your organization do what it does better,
more efficiently, and with greater productivity. Have fun, be productive, and prosper!

The Mastering Series

The Mastering series from Sybex provides outstanding instruction for readers with intermediate
and advanced skills, in the form of top-notch training and development for those already work-
ing in their field and clear, serious education for those aspiring to become pros. Every Mastering
book includes the following:

¢ Real-World Scenarios, ranging from case studies to interviews, that show how the tool,
technique, or knowledge presented is applied in actual practice

¢ Skill-based instruction, with chapters organized around real tasks rather than abstract
concepts or subjects

¢ Self-review test questions, so you can be certain you're equipped to do the job right
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Chapter 1

Putting Exchange Server 2016 in
Context

Email is one of the most visible services that Information Technology (IT) professionals provide;
most organizations have become dependent on “soft” information to run their business. As a
result, users have developed an attachment to email that goes beyond the hard value of the infor-
mation it contains. If there’s a problem with email, it affects users’ confidence in their ability to
do their jobs—and their confidence in IT.

Microsoft’s Exchange Server products play a key role in electronic messaging, including
email. This chapter is a high-level primer on Exchange Server-based email administration and
good administration practices, and it prepares you to put Exchange Server 2016 into the proper
context. An experienced email administrator may want to proceed to more technical chapters.
However, if you are new to the job or need a refresher, or maybe you just want to put email
services back into perspective, this chapter is for you!

IN THIS CHAPTER, YOU WILL LEARN TO:

& Understand email fundamentals

¢ Identify email-administration duties

Email’s Importance

If you're responsible for electronic messaging in your organization, no one has to tell you about
its steadily expanding use—you see evidence every time you check the storage space on your
disk drives or need an additional tape to complete the backup of your mail server. This section
discusses some aspects of electronic mail and the ever-changing nature of email. Even expe-
rienced Exchange Server administrators may want to review this section to better understand
how their users and requirements are evolving.

Billions of emails are sent every day (more than 200 billion worldwide, according to research
firm The Radicati Group). That’s a lot of email messages, on a lot of servers—many of them
Exchange servers.

Sure, sending simple text email and file attachments is the most basic function, but email sys-
tems (the client and/or the server) may also perform the following important functions:

¢ Actasa personal information manager, providing storage for and access to personal calen-
dars, personal contacts, to-do and task lists, personal journals, and chat histories.

¢ Provide the user with a single “point of entry” for multiple types of information, such as
voicemail, faxes, and electronic forms.
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*

Provide shared calendars, departmental contacts, and other shared information.

Provide notifications of workflow processes, such as finance/accounting activities, IT
events (server status information), and more.

Archive important attachments, text messages, and many other types of information.

Allow users to access their “email data” through a variety of means, including clients
running on Windows computers, Apple computers, Unix systems, web browsers, mobile
phones, and even a regular telephone.

Perform records management and enable long-term storage of important information or
information that must be archived.

Enable near-time communication of sales and support information with vendors and
customers.

These are just a few of the types of things that an email system may provide to the end user
either via the client interface or as a result of some function running on the server.

How Messaging Servers Work

At the core of any messaging system, you will find a common set of basic functions. These func-
tions may be implemented in different ways depending on the vendor or even the version of the
product. Exchange Server has evolved dramatically over the past 20 years, and its current archi-
tecture is almost nothing like Exchange Server 4.0 from 1996. Common components of most
messaging systems include the following:

*

A message transport system that moves messages from one place to another. Examples
include the Simple Mail Transport Protocol (SMTP).

A message storage system that stores messages until a user can read or retrieve them.
Messages may be stored in a client/server database, a shared file database, or even in indi-
vidual files.

A directory service that allows a user to look up information about the mail system’s users,
such as a user’s email address.

A client access interface on the server that allows the clients to get to their stored messages.
This might include a web interface, a client/server interface, or the Post Office Protocol
(POP).

The client program that allows users to read their mail, send mail, and access the directory.
This may include Outlook, Outlook on the web, and a mobile device such as a Windows
phone, an iPhone, or an Android device.

Working in tandem with real-time interactive technologies, electronic messaging systems
have already produced a set of imaginative business, entertainment, and educational applica-
tions with high payoff potential. All of this action, of course, accelerates the demand for elec-
tronic messaging capabilities and services.



WHAT IS EXCHANGE SERVER?

Most organizations that deploy an email system usually deploy additional components from
their email software vendor or third parties that extend the capabilities of the email system or
provide required services. These include the following;:

¢ Integration with existing phone systems or enterprise voice deployments to pull voice mes-
sages into the mailbox

¢ Message-hygiene systems that help reduce the likelihood of a malicious or inappropriate
message being delivered to a user

Backup and recovery, disaster recovery, and business continuity solutions
Message archival software to allow for the long-term retention and indexing of email data

Electronic forms routing software that may integrate with accounting, order entry, or other
line-of-business applications

¢ Mail gateways to allow differing mobile devices, such as BlackBerry devices, to access the
mail server, along with native access through Exchange ActiveSync

¢ Email security systems that improve the security of email data either while being trans-
ferred or while sitting in the user’s mailbox

¢ Alinkload balancer to balance the load between multiple Internet-facing servers or inter-
nal servers

What Is Exchange Server?

In its simplest form, Exchange Server provides the underlying infrastructure necessary to run
a messaging system. Exchange Server provides the database to store email data, the transport
infrastructure to move the email data from one place to another, and the access points to access
email data via a number of different clients.

However, Exchange Server, when used with other clients such as Outlook or Outlook on the
web, turns the “mailbox” into a point of storage for personal information management such as
your calendar, contacts, task lists, and any file type. Users can share some or all of this informa-
tion in their own mailbox with other users on the message system and start to collaborate.

The Outlook and Outlook on the web clients also provide access to public folders. Public
folders look like regular mail folders in your mailbox, except that they are in an area where they
can be shared by all users within the organization. A folder can have specialized forms associ-
ated with it to allow the sharing of contacts, calendar entries, or even other specialized forms.
Further, each public folder can be secured so that only certain users can view or modify data in
that folder.

The Unified Messaging features in Exchange Server 2016 further extend the functions of
Exchange Server in your organization by allowing your Exchange Server infrastructure to also
act as your voicemail system and direct voicemails and missed-call notifications automatically
to the user’s mailbox.

5
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While integrated voicemail solutions are nothing new for Exchange Server customers,
Microsoft is now providing these capabilities out of the box rather than relying on third-party
products.

Exchange Server 2016 tightens the integration of collaborative tools in its integration with
Skype for Business Server 2015, the Skype for Business client, and the Skype for Business mobile
client. Skype for Business provides a core set of Session Initiation Protocol (SIP)-based enter-
prise voice capabilities that allows it to act as a PBX in many cases. With Exchange Server, Skype
for Business, Outlook, and the Skype for Business client, users enjoy full Unified Messaging
with software-based telephony from their computer, including the voicemail and missed-call
notification provided by Exchange Server and Outlook. Furthermore, Skype for Business can log
chat and instant-message conversation logs to a folder in the user’s mailbox. Exchange Server
2016 further pushes this integration, embedding basic instant messaging (IM) and presence
capabilities into the Outlook on the web premium experience.

The capabilities of the client can be extended with third-party tools and forms-routing soft-
ware so that electronic forms can be routed through email to users’ desktops.

About Messaging Services

Electronic messaging is far more than email. Together, Exchange Server 2016 and its clients per-
form a variety of messaging-based functions. These functions include email, unified messaging,
message routing, scheduling, and support for several types of custom applications. Together
these features are called messaging services.

Many Modes of Access

For years, the only way to access your email system was to use a Windows, Mac, or Unix-based
client and access the email system directly. In the case of Outlook and Exchange Server, this access
was originally in the form of a MAPI client directly against the Exchange server. As Exchange
Server has evolved, it has included support for RPC over HTTP, MAPI over HTTP, Exchange Web
Services (EWS), and finally mobile device access (via ActiveSync). Exchange Server 2016 doesn’t
offer any radically new modes of mailbox access as Exchange Server 2007 did, but it does provide
ongoing support and refinement of existing Exchange Server 2007 technologies, such as Exchange
Web Services, that can provide additional mechanisms for accessing data in mailboxes and a move
away from RPC in client connectivity in favor of Outlook on the web and mobile devices.

Outlook on the web (formerly Outlook Web Access) has evolved quickly and, in Exchange
Server 2016, bears almost no resemblance to the original version found in Exchange Server 5.0 in
terms of features, functions, and the look of the interface. Exchange Server 2016 Outlook on the
web is a step beyond Exchange Server 2013. It expands the previous option configuration experi-
ence of the Exchange Control Panel (ECP), which gives users a much greater degree of control
over their mailboxes, contacts, and group memberships. ECP is built into the Outlook on the
web interface. Using ECP, end users can create and join distribution groups (where permissions
have been assigned), track their own messages throughout the organization, and perform other
functions that in Exchange 2010 and earlier versions required help-desk or IT professional inter-
vention. Another significant feature of Outlook on the web is the ability to use the web-based
interface when working offline and completely disconnected from the network.
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With Exchange Server 2016, Exchange ActiveSync (EAS) continues to offer significant part-
nerships with and control over mobile devices. Many vendors have licensed EAS to provide
their mobile devices with a high-performance, full-featured push mobile synchronization expe-
rience that extends beyond mobile phones and into tablet devices.

With all of these mechanisms for retrieving and sending email, it is not unusual for users to
access their mailboxes using more than one device. In some cases, we have seen a single user
accessing her mailbox from her desktop computer, her tablet device using Outlook Anywhere,
and her Windows Phone device.

In medium and large organizations, the fact that users are accessing their mailboxes from
more than one device or mechanism will affect not only hardware sizing but also, potentially,
your licensing costs.

How Messaging Services Are Used

Certainly, email is a key feature of any messaging system, and the Outlook Calendar is far better
than previous versions of Microsoft’s appointment and meeting-scheduling software. Outlook
2016 together with Exchange Server 2016 introduces even more synergy. Figure 1.1 and Figure 1.2
show the Outlook 2016 client Calendar and Inbox in action.

FIGURE 1.1
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Figure 1.3 shows the new Outlook on the web 2016 web browser client. Outlook on the web
provides the full, premium user experience for browsers other than Internet Explorer; it also

supports Mac OS X Safari, Firefox, and Chrome. Those coming from older versions of Exchange
Server will immediately notice a cleaner, less-cluttered interface and new functionalities such as
Offline Usage.
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FIGURE 1.2
The Outlook 2016
client Inbox on an

Inbox - Ed@adatum.com - Outlook (Product Activation Failed)

Send / Receive Folder View Tell me what you wan

= "_"j = x £ Reply = ¥ Moveto: 7 ¥ Move - > ”-
Exchange Server kN 2 Reply All S} To Manager - i Rules+ E= Address Boak
New New — _  Delete N - = T Ermal Tags Store
2016 mailbox Email ftems~ 457 e sty z N
New Delete Respond Quick Steps LM Move Find Add-ins ~
i <
4 Favorites Search Current Mailbox [.. O | Current Mailbox_~| | (S Reply €3 Reply All ( Forward
Inbox All Unread ByDste =  Hewest + Ankur Chay ss1- 27102016
Sent ltems 4 Two Weeks Ago ***Confidential™** test4
Draft.
e Ankur Chavda -} 0 Do Mot Forward - Recipients can read this
**Confidential*** test4 200/2016 message, but cannot forward, print, or copy
This message uses Microsoft content. The conversation owner has full
4 ed@adatum.com permission to their message and ol replies.
Inbox Ankur Chavda L]
test 271072016
At This message uses Microsoft
testd
Sent [tems
Deleted ltems
Junk Email
Outbox
RSS Feeds
Search Folders
=
[tems: 2 All folders are up to date,  Connected to: Microsoft Exchange 0 = - 1 + 100%
FIGURE 1.3 B Mail - Ed Meadows - 0L %+ - a x
Outlook on the web
L O] | adatum.com g ‘ = [

on an Exchange

Server 2016 .
. ET
mailbox

Search Mail and People O @) New | v

4 Favarites Inbox Al v
Inbox
Two weeks ago
Sent ltems
Ankur Chavda e
Drafts ***Confidential™ test4 2/10/2016
This message uses Microsoft Information Protection solu...
4 Ed Meadows
Ankur Chavda e
Inbox
test 2/1072016
Dratts This message uses Microsoft Information Protection solu... Click here to alwal
Sent ftems
Deleted ltems
Junk Email
Notes

Email clients are exciting and sexy, but to get the most out of Exchange Server 2016 you need
to throw away any preconceptions you have that messaging systems are only for email and
scheduling. The really exciting applications are not those that use simple email or scheduling
but those that are based on the routing capabilities of messaging systems. These applications
bring people and computers together for improved collaboration.

The Universal Inbox

Email systems are converging with their voicemail and enterprise voice-solution cousins. The
concept of unified messaging is nothing new to email users. For the past 20 years, third-party
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vendors have included email integration tools for voicemail, network faxing solutions, and
third-party integration. However, for most organizations, integrated voicemail remains the
exception rather than the rule. Exchange Server 2007 introduced integrated voice, which
Exchange Server 2016 continues to improve.

Organizations with IP-based telephone systems or telephone systems with an IP gateway
can easily integrate a user’s voicemail with the Exchange Server user’s mailbox. The Exchange
Server 2016 Unified Messaging features handle the interaction between an organization’s tele-
phone system and Exchange Server mailboxes. Inbound voicemail is transferred into the user’s
mailbox as a cross-platform-friendly MP3 file attachment; this message includes an Outlook or
Outlook on the web form that allows the user to play the message. As well, the voicemail text
can be transcribed into the body of the email message for quick reading by the user during
meetings or rapid glancing at the Inbox. Because the default format is MP3 in Exchange Server
2016 (it was a Windows Medlia file in Exchange Server 2007, using a custom codec), this file can
be easily played on mobile devices from any manufacturer, allowing easy on-the-go access to
voicemail. A short voicemail message may be anywhere from 40 KB to 75 KB in size, whereas
longer voicemail messages may range from 200 KB to 500 KB in size. One estimate that is fre-
quently used for the size of a voicemail message is around 5 KB per second of message.

Inbound voicemail increases the demands on your Exchange server from the perspective of
required disk space and possible additional server hardware. As an administrator, you need to
consider this.

JUST THE FAX, MA’AM

In Exchange Server 2007, the Unified Messaging features included the out-of-the-box capability
to capture incoming facsimile (fax) messages. There were some limitations, but it provided good
basic functionality. For outbound fax capability, organizations had to deploy some other solution,
typically a third-party fax package.

Since Exchange Server 2010, Microsoft made the decision to cut this feature. When talking with
the product group, it’s not hard to figure out why; the inbound-only fax functionality wasn’t enough
for the customers who needed fax integration. Exchange Server needed to either add outgoing
fax capability and beef up its feature set (and lose other desired functionality) or drop the exist-
ing functionality because the majority of Exchange Server 2007 customers needed a third-party
product anyway. Although it’s always disappointing to lose a feature, most of the organizations
we've talked to didn’t use it to begin with. We think that Microsoft definitely made the right call,
if you'll pardon the pun.

Architecture and Core Functionality Overview

Understanding a bit about how Exchange Server works from an architectural perspective will
help make you a better administrator. You don’t have to be able to reproduce or write your own
client/server messaging system, but it helps to know the basics.

THE EXTENSIBLE STORAGE ENGINE

The Exchange Server database uses a highly specialized database engine called the Extensible
Storage Engine (ESE). Generically, you could say it is almost like SQL Server, but this is tech-
nically not true. It is a client/server database and is somewhat relational in nature, but it is

9
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designed to be a single-user database (the Exchange server itself is the only component that
directly accesses the data). Further, the database has been highly tuned to store hierarchical
data, such as mailboxes, folders, messages, and attachments.

Without going into a lot of techno-babble on the database architecture, it is important that
you understand the basics of what the database is doing. Figure 1.4 shows conceptually what
is happening with the ESE database as data is sent to the database. In step 1, an Outlook client
sends data to the Exchange server (the Information Store service); the Information Store service
places this data in memory and then immediately writes the data out to the transaction log files

associated with that database.
E
O

Exchange database

Email client Exchange Server

Transaction log files

The transaction log that is always written to is the current transaction log for that particular data-
base (€00. log, for example). Each transaction log file is exactly 1 MB in size, so when the transaction
log is filled up, it is renamed to the next sequential number. For example, an old transaction log file
might be named like this: €000004032. log. We often get questions about the logic of the transaction
logs, and how they reserve space on the disk, whether they are empty or full. An easy way to look
at it is to compare a log file to a carton of milk. When you have a carton of milk, it always takes up
the same space in your fridge, empty or full. The same is true of the log files. Empty log files (current
log file and reserved log files) are empty, or partially full; the renamed, old, log files are full. However,
they take up the same amount of space on the disk.

The data, such as new email messages that enter the organization, is retained in RAM for
some period of time (maybe as little as 5 seconds or maybe even 60 seconds or more) before it
is flushed to the database file. The actual period that data is retained in memory will depend
on how much cache memory is available, what types of operations are happening in the data,
and how busy the server is. The important operation, though, is to make sure that as soon as
the data is sent to the Exchange server, it is immediately flushed to the transaction log files.

If the server crashes before the data is written to the database file, the database engine (the
store process) will automatically read the transaction log files once the server is brought back
up and compare them to the data that’s stored in the corresponding mailbox databases. Any
inconsistency is resolved by replaying the missing data operations from the transaction logs
back into the database, assuming that the entire transaction is present; if it’s not, the opera-
tions are not written (and you can be confident that the operation wasn't completed at the time
the crash happened). This helps ensure that the integrity of the mailbox database is preserved
and that half-completed data operations aren’t written back into the database and allowed to
corrupt good data.

The transaction log files are important for a number of reasons. They are used by Microsoft
replication technologies (as you'll learn in Chapter 19, “Creating and Managing Mailbox
Databases”), but they can also be used in disaster recovery. The transaction logs are not purged
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off the log disk until a full backup is run; therefore, every transaction that occurred to a data-
base (new data, modifications, moves, deletes) is stored in the logs. If you restore the last good
backup to the server, Exchange Server can replay and rebuild all the missing transactions back
into the database—provided you have all the transactions since the last full backup.

In early versions of Exchange Server, you had two separate mail store objects: the storage
group, which was a logical container that held an associated set of transaction logs, and the
mailbox database, a set of files that held the actual permanent copies of user mailboxes. You often
had multiple mailbox databases per storage group, meaning that one set of transaction logs con-
tained interwoven transaction data for multiple databases (which could have detrimental effects
on performance, space, and backups).

In Exchange Server 2016, you still have mailbox databases. However, storage groups were
removed in Exchange Server 2010; each mailbox database now has its own integral set of trans-
action log files. In fact, mailbox databases—which were once tightly coupled with specific serv-
ers—can have copies on multiple servers in the organization, even spread across multiple sites.
This functionality was introduced by moving the mailbox databases from the Server hierarchy
to the Organization hierarchy, essentially rendering them a shared object that can become active
on any server in the organization. The database availability group container is now available to
contain servers that participate in the replication of mailbox databases with each other.

EXCHANGE AND ACTIVE DIRECTORY

We could easily write two or three chapters on how Exchange Server interacts with

Active Directory, but the basics will have to do for now. Exchange Server relies on Active
Directory for information about its own configuration, user authentication, and email-specific
properties for mail-enabled objects such as users, contacts, groups, and public folders. Look
at Figure 1.5 to see some of the different types of interactions that occur between Exchange
Server and Active Directory.

FIGURE 1.5
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Because most of the Exchange Server configuration data for an Exchange server is stored
in Active Directory, all Exchange Server roles must contact a domain controller to request its
configuration data; this information is stored in a special partition of Active Directory data-
base called the configuration partition. The configuration partition is replicated to all domain
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controllers in the entire Active Directory forest. Note that you can have only a single Exchange
organization per Active Directory forest.

Each of the Exchange Server components uses Active Directory for different things. Some of
those functions include:

Mailbox Components For mailbox operations, Exchange Server must query Active
Directory to authenticate users, enumerate permissions on mailboxes, look up individual
mailbox limits, and determine which mailboxes are on a particular server. They also require
access to global catalog servers to look up email addressing information, distribution list
membership information, and other data related to message routing,.

Client Access Components For client access, Exchange Server requires access to Active
Directory to look up information about users, Exchange ActiveSync, and Outlook on the web
user restrictions.

Controlling Mailbox Growth

As users have become more savvy and competent at using Outlook and the features of
Exchange Server, and email messages themselves have become more complex, the need for
email storage has grown. Back in the days of Exchange Server 4.0, an organization that gave its
users a 25 MB mailbox was considered generous. With Exchange Server 2003, a typical user’s
mailbox may have a storage limit of 300 to 500 MB, with power users and VIPs requiring even
more. At TechEd 2006, Exchange Server gurus were tossing about the idea that in the future a
default mailbox limit would be closer to 2 GB as users start incorporating Unified Messaging
features. Current discussions now look forward to and assume unlimited-sized mailboxes
within the next few years.

We all see users with mailbox sizes in the gigabyte range, but is your organization prepared
for a typical user with an unlimited mailbox size? What sort of concerns will you face when
your average user has 25 GB, 50 GB, 100 GB, or even unlimited content (not just email!) in their
mailbox?

Certainly, the need for more disk storage will be the first factor that organizations need to
consider. However, disk storage is reasonably cheap, and many larger organizations that are
supporting thousands of mailbox users on a single Mailbox server already have more disk space
than they can practically use. This is due to the fact that they require more disk spindles to
accommodate the number of simultaneous I/Os per second (IOPS) that are required by a large
number of users. While early versions of Exchange Server were primarily performance-bound—
meaning that they would require more drive performance before they required more disk
capacity—versions since Exchange Server 2007 have solidly pushed that to being capacity-bound.
With the performance characteristics and capacities of modern drives, it becomes feasible to eco-
nomically provision Exchange Server storage in support of large mailboxes.

For most administrators with large amounts of mail storage, the primary concern they face is
the ability to quickly and efficiently restore data in the event of a failure. These administrators
are often faced with service-level agreements that bind them to maximum restoration times. In
even the most optimal circumstances, a 300 GB mailbox database will take some time to restore
from backup media. However, these issues have largely been mitigated by the use of database
availability groups (DAGs), which ensure constant copies of mailbox databases that reside on
other servers, essentially providing a constant live backup of mailbox databases on other servers,
and in other datacenters.

Microsoft recommends that you do not allow an Exchange Server mailbox database to
grow larger than 200 GB unless you are implementing continuous-replication technologies in
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Exchange Server 2016. If you use database availability groups to replicate databases to multiple
servers, the maximum database size recommendation goes up (way up) to 2 TB. However, the
maximum supported database size is actually 64 TB. If you require more than the maximum
recommend database storage, Exchange Server 2016 Standard Edition allows you to have up to 5
mailbox databases and Exchange Server 2016 Enterprise Edition allows you to have up to 100.

The solution in the past was to restrain the user community by preventing them from keep-
ing all of the mail data that they might require on the mail server. This was done by imposing
low mailbox limits, implementing message-archival requirements, keeping deleted items for
only a few days, and keeping deleted mailboxes for only a few days.

However, as Unified Messaging data arrives in a user’s mailbox and users have additional
mechanisms for accessing the data stored in their mailbox, keeping mail data around longer is
a demand and a requirement for your user community. The Exchange Server 2016 archive mail-
box feature also drives the need for more storage, as message archival moves away from the PST
files and back into Exchange Server in the form of archive mailboxes. Those archive mailboxes
can be segregated to a dedicated mailbox database and be set to a different backup schedule and
their own set of management practices.

Personal Folders or PST Files

While we're on the subject of PST files, let’s discuss this pesky feature of client management.
The Outlook Personal Folder, or PST files, can be the very bane of your existence. Outlook allows
users to create a local database, named Personal Folder, in which users can create folders and
archive email. Although this seems like a good feature on the surface, there are a few downsides:

¢ Oncedataisinauser’s PST file, you, as the server administrator, have lost control of it. If
you ever had to find all copies of a certain message, perhaps for a lawsuit, you would be out
of luck. PSTs can become a management and security nightmare as data is suddenly dis-
tributed all over your network.

The data in PST files take up more space than the corresponding data on the server.

The default location for a PST is the local portion of the user’s profile; this means it is stored
on the local hard disk of their computer and is not backed up.

¢ PST files can get corrupted, become misplaced, or even be lost entirely. PSTs are not
designed for access over a network connection; they’re meant to be on the local hard drive,
which wastes space, as well as complicates the backup and management scenarios.

¢ Starting with Exchange Server 2010, Personal Archives stored on the server can be popu-
lated from PST files, therefore offering a true alternative to those pesky local files.

Email Archiving
Sometimes, managing a mail server seems like a constant race between IT and users to keep
users from letting their mailbox run out of space. Users are pack rats and generally want to keep
everything. If there is a business reason for them to do so, you should look at ways to expand
your available storage to accommodate them.

However, as databases become larger and larger, the Exchange server will be more difficult
to manage. You might start requiring hundreds and hundreds of gigabytes (or even terabytes) of
storage for email databases. Worse still, performing backups and data recovery take longer.
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Exchange Server 2016 provides some archiving features, such as the Personal Archive. Also,
large mailboxes could be moved to an Office 365 subscription, in a hybrid coexistence model.

For those organizations that are not opting to head out to the cloud or do not choose Office
365 as their email solution, this is where email archiving becomes useful. The last time we
counted, several dozen companies were in the business of supplying email archiving tools and
services. Archiving products all have a lot of functions in common, including the ability to keep
data long term in email archival, to allow the users to search for their own data, and to allow
authorized users to search the entire archive.

If you look at how email is archived, archive systems generally come in one of three flavors:

¢ Systems that depend on journaling to automatically forward every email sent or received
by specified users on to the archive system.

¢ Systems that perform a scheduled “crawl” of specified mailboxes, looking for messages
that are eligible to be moved or copied to the archive.

¢ Systems that move data to the archive by copying the log files from the production Mailbox
servers and then replaying the logs in to the archive. This is called log shipping.

Each of these methods has its advantages and disadvantages with respect to using storage,
providing a complete archive, and dealing with performance overhead.

In the previous section, we discussed briefly the archive mailbox as an alternative to the
management of PST files. However, its ability goes beyond the manual move of email mes-
sages to a dedicated location on the server. For any user who requires email archival, a Personal
Archive can be created for that user. As email ages past a certain point, the mail is moved from
the active mailbox to the archive mailbox by using Archive Policies. The user can still access
and search the archive mailbox from Outlook on the web or Outlook, though. The email data
remains on the Exchange server and, therefore, does not require an additional email archival
infrastructure.

We often are asked if this information can be made available offline; keep in mind that it
cannot. Personal Archives cannot be included in Offline Stores (OST) files. This is by design,
and we're kind of glad that it works this way, because we are continuously trying to reduce the
email footprint on the client computers. OST files get very large, very fast, and can cause plenty
of headaches as well. Note that with Outlook 2013 and Outlook 2016, you can adjust how many
days, weeks, months, or years to sync offline.

IF I USE A THIRD-PARTY SOLUTION, DOES IT MATTER HOW I ARCHIVE?

Every third-party archival vendor is going to tell you how their product is best and give you long
technical reasons why their approach is so much better than the competition’s. The dirty little
secret is that all three approaches have their pros and cons:

Journaling is based on SMTP. If content doesn’t run across SMTP, it won't get journaled
and, therefore, won't get archived. Journaling is great for capturing messaging and calen-
daring traffic that involves multiple parties or external entities, but it won’t capture what
happens to messages and other mailbox data once they’re in the mailbox. Journaling can
also place an additional load on the Hub Transport servers, depending on the amount and
type of messaging traffic your users generate.
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Crawling can capture changes only at certain intervals; it can’t capture every single
change, even though it overcomes many of the limitations of journaling. For example, if one
user sends a message to another in violation of policy and both hard-delete their copy of the
message before the next crawl interval, that message won’t be detected and archived. The
more often you schedule the crawl, the more of a performance impact your Mailbox servers
will suffer.

Log shipping is the best of all options; it captures every transaction and change, allowing
you to capture the entire history of each object while offloading the performance hit from
your Exchange servers. However, the Exchange Server product team does not like the con-
cept of log shipping and tries to discourage its use—mainly because there are vendors who
try to inject data back into Exchange Server by modifying logs. This, needless to say, results
in mailbox data that won’t be supported by Microsoft.

Public Folders

The end-user experience for public folders has not changed in Exchange Server 2016, though
the architecture has changed in recent years—mainly the storage of the public folders, which

is now in a mailbox database, instead of the public folder database. Public folders are for com-
mon access to messages and files. Files can be dragged from file-access interfaces, such as File
Explorer, and dropped into public folders. The whole concept of public folders has many organi-
zations in a quandary as they try to figure out the best place for these collaborative applications.
Increasingly, applications that were once “best suited” for a public folder are now better suited
for web pages or portals, such as SharePoint workspaces. Although the whole concept of public
folders is perceived as being deemphasized since Exchange Server 2007, Microsoft continues

to support public folders, and many organizations will continue to find useful applications for
public folders for the foreseeable future.

A key change in public-folder storage occurs in Exchange Server 2016, one that finally breaks
the paradigm of dedicated public folder databases and public folder replication. Although we
discuss this change in Chapter 2, “Introducing the Changes in Exchange Server 2016,” we just
briefly note here that public folders are now stored in mailbox databases and can be replicated
as mailbox database copies in a database availability group.

You can set up sorting rules for a public folder so that items in the folder are organized by a
range of attributes, such as the name of the sender or creator of the item or the date that the item
was placed in the folder. Items in a public folder can be sorted by conversation threads. Public
folders can also contain applications built on existing products such as Word or Excel or built
with Exchange Server or Outlook Forms Designer, client or server scripting, or the Exchange
Server API set. You can use public folders to replace many of the maddening paper-based pro-
cesses that abound in every organization.

For easy access to items in a public folder, you can use a folder link. You can send a link to
a folder in a message. When someone navigates to the folder and double-clicks a file, the file
opens. Everyone who receives the message works with the same linked attachment, so everyone
reads and can modify the same file. As with document routing, applications such as Microsoft
Word can keep track of each person’s changes to and comments on file contents. Of course, your
users will have to learn to live with the fact that only one person can edit an application file at a
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time. Most modern end-user applications warn the user when someone else is using the file and
if so allow the user to open a read-only copy of the file, which of course can’t be edited.

Things Every Email Administrator Should Know

The information in this section is something that we often find even our own email administra-
tors and help-desk personnel unaware of. Sometimes the most important skill any technology
administrator has is not a specific knowledge of something but generic knowledge that they can
use to quickly find the right answer.

A Day in the Life of the Email Administrator

We know and work with a lot of email administrators, and we can honestly say that no two
people have the same set of tasks required of them. Your CEO, director of information technol-
ogy, or even your supervisor is going to ask you to pull rabbits out of your hat, so don’t expect
every day to be the same as the last one. (And invest in some rabbits.) Keep up with your tech-
nology and supporting products so that you can be ready with answers or at the very least intel-
ligent responses to questions.

DAILY ADMINISTRATIVE TASKS

So, what are some typical tasks that you may perform as part of your duties as an email admin-
istrator? These tasks will depend on the size of your organization, the number of administra-
tors you have running your Exchange Server organization, and how administrative tasks are
divided up.

Recipient Management Tasks These are certainly the biggest day-to-day tasks that
most Exchange Server administrators in medium and large organizations will experience.
Recipient management tasks may include:

Assigning a mailbox to a user account
Creating mail-enabled contacts

Creating and managing mail groups

* & ¢ o

Managing mail-enabled object properties such as users’ phone numbers, assigning
more email addresses to a user, or adding/removing group members

Basic Monitoring Tasks These ensure that your Exchange servers are healthy and func-
tioning properly:

Checking queues for stalled messages

Verifying that there is sufficient disk space for the databases and logs
Making sure that the message-hygiene system is functioning and up-to-date
Running and verifying daily backups

Reviewing the event logs for unusual activity, errors, or warnings
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Checking Performance Monitor to gauge how the Exchange servers are performing
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Daily Troubleshooting Tasks These include the following:

¢ Reviewing nondelivery report messages and figuring out why some mail your users
are sending might not have been delivered

¢ Looking up errors and warnings that show up in the event logs to determine if they
are serious and warrant corrective action

¢ Looking at mail flow in the organization to identify why delivery to some recipients
is taking a long time

Security-Related Tasks Some of these are performed daily, while others are performed
only weekly or monthly:

¢ Looking at server and service uptimes to ensure that servers are not rebooting
unexpectedly

¢ Reviewing the event logs for warnings that may indicate users are inappropriately
accessing other users’ data

¢ Saving the IIS (Internet Information Services) and SMTP and connectivity logs or
even reviewing their content

Email Client Administration Tasks These include the following:

¢ Troubleshooting Autodiscover connectivity and client issues

¢ Diagnosing problems with mobile or tablet devices that use Exchange ActiveSync
connectivity

Application Integration Tasks These are performed on an as-needed basis and may
include the following;:

¢ Establishing and diagnosing SMTP connectivity with email-enabled third-party
applications such as web servers

¢ Configuring, testing, and troubleshooting Unified Messaging interoperability with
voice and Session Initiation Protocol (SIP) systems

¢ Configuring, testing, and troubleshooting connectivity with SharePoint Server site
mailboxes

COMMUNICATING WITH YOUR USERS

Communicating with your users is probably one of the most important things you do. Keeping
your users informed and delivering good customer service are almost as important as deliver-
ing the IT service itself. Keeping users informed of full or partial service outages such as mobile
or iPhone support or web connectivity may not score any immediate points, but users appreciate
honest, forthright information. Remember how you felt the last time you were waiting for an
airplane to arrive that kept on being delayed and delayed, and all the airline could do was be
evasive?
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Also, remember to have multiple avenues of communication available to your users. For
example, you may need to get out to your users the message that you will be having downtime
on the weekend. Postings on your company intranet or even the bulletin board in the cafeteria
or on the wall of the elevator are good ways to keep your users informed.

PREPARING REPORTS

Maybe we have just worked in large IT environments for too long now, but it seems to us that
information technology is more and more about reports and metrics. We are frequently asked
to provide reports, statistics, and information on usage—not necessarily information on perfor-
mance (how well the system performed for the users) but other types of metrics. Depending on
your management, you may be asked to provide the following;:

Total number of mailboxes and mailbox sizes
Top system users and top source/destination domains
Antispam and message-hygiene statistics

Disk space usage and growth

* ¢ 6 o o

System availability reports indicating how much unscheduled downtime may have been
experienced during a certain reporting period

¢ Total number of messages sent and received per day
¢ Average end-to-end email delivery time

Exchange does not provide you with a way to easily access most of this data. The mailbox
statistics can be generated using the Exchange Management Shell, but many of these will actu-
ally require an additional reporting product, such as System Center 2012 R2.

Something that you can do to prepare for a reporting requirement is to ensure that you are
keeping two to four weeks” worth of message-tracking and protocol logs.

SCHEDULED DOWNTIME, PATCHES, AND SERVICE PACKS

As the discussion over moving to “the cloud” becomes more prevalent in most industries, the
common argument that keeps on coming back in favor for moving Exchange Server services
to some version of Exchange Online or Office 365 is server availability. No one likes downtime,
whether it is scheduled or not. Management may actually be holding you to a specific service-
level agreement (SLA) that requires you to provide so many hours of uptime per month or to
provide email services during certain hours. Unscheduled downtime is anything that happens
during your stated hours of operation that keeps users from accessing their email.

Even a small organization can provide very good availability for its mail services, and with-
out large investments in hardware. Good availability begins with the following:

¢ Server hardware should always be from a reputable vendor and listed in the Microsoft
Server Catalog.

¢ Server hardware should be installed using the vendor recommended procedures and
updated regularly. Problems with servers are frequently caused by outdated firmware and
device drivers.

¢ Once the server is in production, it should not be used as a test bed for other software. Keep
an identically configured server that uses the same hardware for testing updates.
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Don’t underestimate the importance of training and documentation. In general, the industry
formula for providing better availability for any system is to spend more money to purchase
redundant servers and build failover clusters. But often better training for IT personnel and
a simple investment in system documentation, as well as system policies and procedures, can
improve availability—and for less money.

@ Real World Scenario
INTERNAL STAFF TRAINING IS JUST AS IMPORTANT AS YOUR INFRASTRUCTURE

Company LMNO P invested hundreds of thousands of dollars in their infrastructure to improve
server uptime. Three months into the operation of the new system, an untrained operator acci-
dentally brought down a 15,000-mailbox database availability group (DAG) simply because he had
been asked to do a task he had never done before and the organization did not have documenta-
tion on how to proceed. So keep in mind that documentation, training, and procedures are very
important in improving uptime.

Even the biggest mailbox servers in large database availability groups need some scheduled
downtime. Even if it is scheduled in the wee hours of the morning, undoubtedly someone,
somewhere, somehow will need access when you are working on the system. Thankfully, the
DAG solution for high availability ensures that users may never notice the scheduled server
downtime, since mailbox services can be switched over to another member server in the DAG.
That being said, when you are driving your car with no spare tire in the trunk, you are more
vulnerable to a flat tire. The same is true of the DAG, because when a member server is offline
for maintenance, the DAG loses a potential mailbox server that is capable of taking over in the
event of server failure.

When your scheduled downtime will affect components that can impact server availability
for your users, that downtime should be well communicated. Also, you should document
your scheduled downtime as part of your operational plans and let your user community
know about these plans. The specific time window for maintenance should always be the
same; for some organizations, this might be 6:30 Pm to 10:30 pM on Thursday once per month,
whereas other organizations might schedule downtime from 11:00 rm Saturday until 4:00 Am
every Sunday.

The number-one reason for downtime is to apply updates and fixes to the operating system
or to the applications running on the server. Microsoft releases monthly security updates for
the operating system and applications if vulnerabilities are discovered. Every few months,
Microsoft releases updates for Exchange Server 2016 that fix bugs or that may even add slight
functionality. New for Exchange Server 2016, Microsoft uses a quarterly update release cycle.
Each quarter, a cumulative update (CU) is released for Exchange Server 2016. You can install the
CU in your environment to update it with the latest updates and fixes, and you do not need to
install previous CUs before you install the latest CU.

Microsoft’s updates are usually downloaded to your servers shortly after they are released.
The server can download them directly from Microsoft, or they can be downloaded from
Windows Software Update Service (WSUS), Microsoft System Center Configuration Manager
2012 R2, or another third-party server inside your network. Whichever you choose, it is impor-
tant that you make sure that the machine is a server and not a workstation. For example, make
sure the automatic updates component of Windows Server is configured correctly. Figure 1.6
shows the Change Settings options for Windows Update.
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Configuring auto-

matic updates

FIGURE 1.6 5 Change settings == -
®© « 1 [# « Windows Updste » Change settings v @] [ search Control Panel A
Choose your Windows Update settings
When your PC is online, Windows can automatically check for important updates and install them using these
settings. When new updates are available, you can also choose to install them when you shut down your PC.
Important updates
Download updates but let me choose whether te install them v
Updates will be automatically downloaded in the background when your PC is not on a metered
Internet connection.
Recommended updates
[ Give me recommended updates the same way | receive important updates
Microsoft Update
[ Give me updates for other Microsoft products when | update Windows
Note: Windows Update might update itself automatically first when checking for other updates. Read our
privacy statement online.

For production Exchange servers, you should configure the server with the option Download
Updates But Let Me Choose Whether To Install Them. This is an important setting because if
you choose the Install Updates Automatically (Recommended) option, the server will automati-
cally apply any update within a day or so of downloading it. This is not a desirable action for
a production mail server. Instead, you want the server to download the updates and notify
you via the updates icon in the system tray. You can then investigate the updates and schedule
appropriate downtime to apply them manually.

Finding Answers

This topic deserves special attention. One of our jobs is working in Tier 3 support for a large
organization. The thing we respect the most about the administrators who actually run the sys-
tem and handle the trouble tickets is that they do their homework prior to coming to us with a
problem.

Too often techies make up an answer when they are not sure about something. Don’t do that!
When you are asked a question that you don’t know the answer to, it is okay to say you don't
know the answer—but make sure to follow that up by indicating that you will find the answer.
Knowing the right resources (where to get answers) is just as important as the technical knowl-
edge it takes to implement the answer. Key players in your organization will respect you much
more when they know that you are willing to accept the limitations of your knowledge and have
the appropriate resources to find the resolution to a problem or the answer to a question.

HELPFUL RESOURCES

Exchange Server has to be one of the most documented and discussed products (short of maybe
Windows) that Microsoft produces. This means that most of the questions that we have about
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Exchange Server can usually be answered via the right search or by looking in the right place.
The most obvious place to start when you have a problem or a question is to perform an Internet
search, but many other resources are available:

Exchange Server Documentation There is a world of free information on the Internet, but
let’s start right on the local hard disk of your Exchange Server or any place you have installed
the admin tools. Microsoft has done an excellent job of providing better and better documen-
tation for Exchange Server over the past few years. The Exchange Server 2016 documentation
is comprehensive and so readable you will wonder if it is really from Microsoft. A link to the
documentation can be found in the installation directory of Exchange Server. Look for the
following file:

C:\Program Files\Microsoft\Exchange Server\v15\Bin\ExchHelp.url

You can also run it from the Microsoft Exchange Server 2016 folder on the Start menu. Either
option will open a web browser that navigates to the TechNet reference library for Exchange
Server.

Exchange Server Release Notes Another good resource for “I wish I had known that”
types of things is the release notes. You should be able to find a link to the release notes here:

C:\Program Files\Microsoft\Exchange Server\v15\

Exchange Server Forums If you have a question for which you have done your due dili-
gence in searching and researching the problem but you don't have an answer, it is time to
ask the world. A good place to start is the Microsoft forums, also known as social.technet
.microsoft.com. You can find the Exchange Server section here:

http://social.technet.microsoft.com/forums/en-US/category/exchangeserver/

When you post your question, please take a moment to think about what information the
other readers are going to need to answer your question. Although you can post a vague
question such as “Exchange is giving me an error,” doing so is only going to result in (at best)
delays while other forum participants have to request specific information from you. Instead,
post the exact error message and any error codes you are seeing. Also, indicate, at minimum,
what version of the software you are using (including service pack), the role of the server,
and what operating system you are using.

You Had Me at EHLO This is the Microsoft Exchange Team’s blog. This is the best site

on the Internet for getting the inside scoop on how Exchange Server works, best practices, and
the future of Exchange Server. You can read articles written by Exchange Server developers
and Customer Support Services engineers. When changes to the product are announced, or
customers request changes in the product, you will hear first from the product group engi-
neers about the way they have chosen to deal with the issue.

http://blogs.technet.com/b/exchange/

MSExchange.Org Website One of the best sites on the Internet for free, easy-to-access con-
tent about Exchange Server is www.msexchange.org. The articles are written by Exchange
Server gurus from all over the world and are usually in the form of easy-to-read and easy-to-
follow tutorials. There is also a forums section where you can post questions or read other
people’s questions.
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CALLING FOR SUPPORT

If your system is down or your operations are seriously hindered and you don’t have a clue what
to do next, it is time to call in the big guns. Sure, you should do some Internet searches to try to
resolve your problem, but Internet newsgroups and forums are not the place to get support for
business-critical issues.

Microsoft Product Support Services (PSS) is Microsoft’s technical support organization. Its
home page is http://support.microsoft.com. Professional support options (ranging from
peer-to-peer support to telephone support) can be found at the following URL, where a web
browser-based wizard guides you through your support options:

https://gettechsupport.microsoft.com/default.aspx?locale=en-us&supportregion=en-
us&pesid=14886

If you do not have a Microsoft Premier agreement, Microsoft telephone support may seem
to be a bit expensive, but believe me, when an Exchange server is down and the users are
burning you in effigy in the company parking lot, a few hundred dollars for business hours
support is cheap.

When you call and get a support technician on the phone, don't be surprised or offended if
they start at the beginning and ask you a lot of elementary questions. They have to double-check
everything you have done before they can look into more advanced problems. Frequently, one of
these basic questions will help you locate a problem that you were convinced was more compli-
cated than it really was. Though the beginning of the call may be underwhelming, the techni-
cian will stay with you on the phone until the problem is resolved or some kind of an acceptable
resolution is put in place.

We always encourage people to call PSS if they truly need assistance. But PSS engineers are
not mind readers, nor do they know every bit of Exchange Server code. You will do both your-
self and the PSS engineer a big favor if you have all of your ducks in a row before you call. Do
the following before you call:

¢ Attempt a graceful shutdown and restart of the server in question, if applicable.
¢ Perform a complete backup if possible.

¢ Have a complete, documented history of everything you have done to solve the problem.
At the first sign of trouble, you should start keeping a chronological log of the things you
did to fix the problem.

¢ Find out if you are allowed to initiate support sessions with remote support personnel
through a tool like Skype for Business 2015 or WebEx.

¢ Beata telephone that is physically at the server’s console, or be in a place where you can
access the server remotely via the Remote Desktop client. Your support call will be very
brief if you cannot immediately begin checking things for the PSS engineer.

¢ Have the usernames and passwords that will provide you with the right level of adminis-
trative access. If you don’t have those, have someone nearby who can log you in.

¢ Save copies of the event logs. Be prepared to send these to PSS if requested.


http://support.microsoft.com
https://gettechsupport.microsoft.com/default.aspx?locale=en-us&supportregion=en-us&pesid=14886
https://gettechsupport.microsoft.com/default.aspx?locale=en-us&supportregion=en-us&pesid=14886
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¢ Know the location of your most recent backup and how to access it when needed.

¢ Keep copies of all error messages. Don’t paraphrase the message. Screen captures work
great in this case. Pressing Alt+Print Scrn (or using the Snipping tool) and saving the
screen capture as a file works great, too. We usually create a document with screen cap-
tures along with notes of what we were doing when we saw each message.

Be patient; telephone support is a terribly difficult job. A little kindness, patience, and under-
standing on your part will most certainly be returned by the PSS engineer.

Tools You Should Know

Out of the box, Exchange Server is an excellent product, but sometimes the base software that
you install can use some assistance. Some of these tools are actually installed with Exchange
Server, whereas you may need to download other tools.

PowerShell and the Exchange Management Shell Even here in the very first chap-

ters, we are extolling the virtues of PowerShell. PowerShell enables some basic Windows
management functions, such as managing event logs and services, to be performed via a
command-line interface. This interface is simple to use and easy to learn, even for a GUI
guy. The Exchange Server team pioneered the adoption of PowerShell when they built the
entire Exchange Server 2007 management interface, known as the Exchange Management
Shell (EMS), as an extension to PowerShell. Exchange Server 2013 and Exchange Server 2016
continue to follow this pattern.

Although almost every chapter in this book will include at least some information about using
EMS to perform Exchange Server management tasks, we have dedicated all of Chapter 5,
“Introduction to PowerShell and the Exchange Management Shell,” to helping you learn your
way around EMS.

Exchange Management Shell Test Cmdlets The Exchange Management Shell has a
series of command-line tools that are very good for testing and diagnosing problems.
These include tools for testing Outlook on the web connectivity, Unified Messaging con-
nectivity, Outlook connectivity, and even mail flow. They are installed when you install the
Exchange Server 2016 Management Tools. For more information, at the EMS prompt, enter
Get-Excommand test*.

Microsoft Remote Connectivity Analyzer (Previously Exchange Remote Connectivity
Analyzer) Available at www. testexchangeconnectivity.com, the Remote Connectivity
Analyzer is likely going to be the most useful tool in your troubleshooting arsenal. Initially
started as a side project by two Microsoft employees, this website acts as the ultimate connec-
tivity troubleshooting catch-all. The basic troubleshooting scenarios for Exchange Server 2016
(on-premises) are shown in Figure 1.7.

Those of you who have used “analyzers” from Microsoft in the past may remember the
Exchange Best Practices Analyzer (ExBPA). The Remote Connectivity Analyzer should not
be confused with the ExBPA. In fact, a new version of the ExBPA has not been released for
Exchange Server since Exchange Server 2010.


www.testexchangeconnectivity.com
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FIGURE 1.7
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Microsoft Remote
Connectivity
Analyzer

[ Microsoft Remote Conn X+

O 8 microsoft.com
Select the test you want to run.

Exchange Server | SfB / Lync | Office 365 | Client | Message Analyzer

Microsoft Exchange ActiveSync Connectivity Tests

® Exchange ActiveSync
(J Exchange ActiveSync Autodiscover

Microsoft Exchange Web Services Connectivity Tests
O synchronization, Notification, Availability, and Automatic Replies
(O Service Account Access (Developers)

[l Microsoft Office Outlook Connectivity Tests
ca ~

= O outlock Connectivity
() Outlock Autediscover

Internet Email Tests
O Inbound SMTP Email
O outbound SMTP Email
(JPOP Email

O 1Map Email

= Next

The Bottom Line

Understand email fundamentals.

To gain the best advantage from Exchange Server 2016,

you should have a good grounding in general email applications and principles.

Master It What two application models have email programs traditionally used? Which
one does Exchange Server use? Can you name an example of the other model?

Identify email-administration duties.

Installing an Exchange Server system is just the

first part of the job. Once it’s in place, it needs to be maintained. Be familiar with the various
duties and concerns that will be involved with the care and feeding of Exchange Server.

Master It What are the various types of duties that a typical Exchange Server adminis-
trator will expect to perform?



Chapter 2

Introducing the Changes in
Exchange Server 2016

Email clients used to be fairly simple and text based. Email servers had few connectivity
options, no high-availability features, and no integrated directory. Then, beginning in the mid-
1990s, we saw a big push toward providing email service to most of our user communities. We
also saw email go from an occasionally used convenience to a business-critical tool. Business
management and users demanded more features, better availability, and more connectivity
options as the email client and server evolved.

Microsoft released Exchange Server 4.0 (the first version of Exchange Server) in 1996, and
the product has been evolving ever since. Exchange Server 2016 is the eighth major release
of the Exchange Server family and represents continued evolution of the product. The
features and functions of this new release include not only features requested from many
thousands of Microsoft’s customers but also requirements shared internally at Microsoft
by Microsoft Consulting Services and their own IT department, which supports more than
100,000 mailboxes.

We'll explore how some product features have evolved to this latest release, providing con-
text for functionalities that were added, removed, modified, renamed, or reinvented. As of
this writing, most Exchange Server customers are still using Exchange Server 2013 rather than
Exchange Server 2016. Therefore, we’ll focus on the changes that have been made to Exchange
Server since Exchange Server 2013.

IN THIS CHAPTER, YOU WILL LEARN TO:

¢ Understand the changes in Exchange server architecture

¢ Understand the changes in the Exchange Server roles

Getting to Know Exchange Server 2016

It seems that we approach any new release of Exchange Server with a sense of both excitement
and trepidation. We look forward to the new features and capabilities that are introduced with a
newer version of the product. Certainly, the new site-resiliency features, compliance functional-
ities, resource management, management features, and security features will allow us to deliver
better, more reliable messaging services to our end users.

On the other side of the coin is the feeling that we have to learn a whole new series of fea-
tures inside and out so that we can better use them. Sure, we know Exchange Server 2013 pretty
well, but there will be new details to learn with Exchange Server 2016. Sometimes we have to
learn these implementation or management details the hard way.
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However, this milestone in the evolution of Exchange Server is a good one. We can’t help
but be excited about learning about this new version and sharing what we have learned. We
hope that you will feel the same sense of excitement. We have picked a top-ten list of new
features that we like and hope that you will investigate further as you start to learn Exchange
Server 2016. Some of these are summarized in this chapter and many of these you will find in
more detail in later chapters.

Simplicity of server roles: Mailbox and Edge Transport

Proxy traffic from and to Exchange Server 2016

Outlook on the web (formerly Outlook Web App)

MAPI over HTTP as the default protocol

Document collaboration with SharePoint 2016 and OneDrive for Business
Wizard for hybrid Office 365 environments

New conditions and actions for Data Loss Prevention (DLP) policies
Public folder support for In-Place eDiscovery and In-Place Holds

Compliance Search with eDiscovery

® 6 6 6 O 6 O O 0 o

Redesigned architecture for mailbox searches

LEARN THE EXCHANGE MANAGEMENT SHELL (AND WEAR SUNSCREEN!)

To those of you who have been around the Internet long enough to remember the “Wear Sunscreen”
email, that was supposedly the 1997 commencement address to MIT given by Kurt Vonnegut but
was in reality a column written by the Chicago Tribune’s Mary Schmich, we give you “Learn the
Management Shell (and Wear Sunscreen)” to help you prepare for Exchange Server 2016, project
management best practices, and the world in general:

¢ If we could offer you one important tip when learning Exchange Server 2016, it would be that
you should get to know the Exchange Management Shell (EMS). Sure, it looks intimidating and
nearly everything you will ever need to do is in the Exchange Admin Center. Many Exchange
Server gurus will back us up on the value and usefulness of the EMS, whereas they might not
agree with us on things such as using real-time block lists, making full backups daily, and
keeping lots of free disk space available.

& Make regular Exchange Server data backups.
¢ Document.

& Don't believe everything you read from vendors; their job is to sell you things.
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¢ Don't put off maintenance that might affect your uptime.

¢ Ifyougetin trouble, call for help sooner rather than later. A few hundred dollars for a phone call
to your vendor or Microsoft Product Support Services is better than a few days of downtime.

¢ Share your knowledge and configuration information with coworkers.

€ Accept certain inalienable truths: disks will fail, servers will crash, users will complain, viruses
will spread, and important messages will sometimes get caught in the spam filter.

&  Get to know your users and communicate with them.

¢ Implement site resiliency and high availability for mailboxes and for public folder mailboxes.

& Make regular backups of your Active Directory.

& Ifaconsultantis telling you something that you know in your gut is wrong, double-check their

work or run their recommendation by another colleague. Second opinions and another set of
eyes are almost always helpful.

& Think twice. Click once.
But trust me on the EMS.

In this chapter, we will cover the features of Exchange Server 2016 not only to give experi-
enced Exchange Server administrators the proper perspective on Exchange Server 2016 but also
to educate newly minted Exchange Server administrators on just how powerful Exchange Server
has become. Some features we’ll discuss in this chapter aren’t brand new, but they are so key to
the product and have been so greatly improved in this release that we are compelled to mention
them at the outset.

Exchange Server Architecture

Over the last several releases, a number of significant changes have been made to the architec-
ture of Exchange Server. These changes positively improve the performance and scalability of
Exchange Server, but they also result in some pretty significant differences in the platform on
which you support Exchange Server.

Windows Server 2012 R2 and Exchange Server 2016

Because of some of the underlying requirements of Exchange Server 2016, you must run
Windows Server 2012 or Windows Server 2012 R2. The following editions of Windows Server
will support Exchange Server 2016:

& Windows Server 2012 Standard Edition

& Windows Server 2012 Datacenter Edition
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& Windows Server 2012 R2 Standard Edition
& Windows Server 2012 R2 Datacenter Edition

It may also be safe to assume that Exchange Server 2016 will also be supported on Windows
Server 2016. However, at the time of this writing, Windows Server 2016 is still only available as a
technical preview. Because of this, Exchange Server 2016 has not yet been qualified on Windows

Server 2016.
Exchange Server 2016 also has several other requirements. These requirements include:

Windows Management Framework 4.0
Microsoft NET Framework 4.5.2

A forest function level of Windows Server 2008 or higher

* 6 & o

All domain controllers must be running Windows Server 2008 or later

The supported Outlook clients for Exchange 2016 include:

¢ Outlook 2016 with the latest service packs and updates
¢ Outlook 2013 with the latest service packs and updates
¢ Outlook 2010 with the latest service packs and updates

Outlook for Mac for Office 365

The management tools for Exchange Server 2016 can be installed on a computer that has one
of the following operating systems:

Windows Server 2012 Standard or Datacenter
Windows Server 2012 R2 Standard or Datacenter
Windows 10 64-bit

Windows 8.1 64-bit

* ¢ 6 o

Note that Exchange Server 2016 and Exchange Server 2007 cannot coexist in the same
environment.

To install Exchange Server 2016 with Exchange Server 2010, the Exchange Server 2010 server
must be running Update Rollup 11 for Exchange 2010 SP3 or later.

To install Exchange Server 2016 with Exchange Server 2013, Exchange 2013 Cumulative
Update 10 or later must be installed on all Exchange Server 2013 servers in the organization.

Server Roles

Exchange Server 2013 had three server roles: the Client Access server role, the Edge Transport
server role, and the Mailbox server role. In Exchange Server 2016, there are now just two server
roles. The Client Access server role has been retired. Now, the two server roles are the Mailbox
server role and the Edge Transport server role. The Mailbox server role includes all of the
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components that a Client Access server role provided with Exchange Server 2013. The Mailbox
server role now provides these services:

Client Access protocols
Transport service

Mailbox databases
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Unified messaging

The Edge Transport server role is designed to enable you to deploy a messaging server in a
perimeter network, outside of an Active Directory Domain Services (AD DS) environment. This
assists in minimizing the attack surface of your Exchange environment. It also assists by adding
a point of security for messages that include viruses and spam, keeping them out of the internal
network.

Exchange Server 2016 also gives you the ability to proxy traffic from an Exchange Server
2013 environment, as well as from Exchange Server 2016 to Exchange Server 2013. This flex-
ibility enables you to control the process of migrating to Exchange Server 2016, such as with a
phased mailbox approach. It is also beneficial for interoperability between Exchange Server 2013
and Exchange Server 2016 because any mailbox server can proxy clients to the correct server,
regardless of whether the server is running Exchange Server 2013 or Exchange Server 2016. We
talk more about migrations and interoperability in Chapter 11, “Upgrades and Migrations to
Exchange Server 2016 or Office 365.”

HIGH-AVAILABILITY DECISIONS

High-availability decisions do not need to be made at installation time. High availability for
Exchange Server 2016 databases is added incrementally after the initial deployment of the Mailbox
server. There is no clustered Mailbox server installation option; however, administrators create
Database Availability Groups (DAGs) to implement high availability. High availability is discussed
in detail in Chapter 20, “Creating and Managing Database Availability Groups.” Mailbox databases
can be added to database availability groups at any point in the game. The databases can be removed
from database availability groups as well, as needed. Essentially, the high-availability decisions
can be done incrementally after a deployment has occurred and reversed if they no longer serve
the needs of the organization. It is important to note that a DAG can contain only servers that
run the same version of Exchange Server. Adding an Exchange Server 2016 to a DAG that contains
Exchange Server 2013 servers is not supported, and vice versa.

THE MAILBOX SERVER ROLE

The Mailbox server role is responsible for so much, yet changes in the architecture have ensured
that it requires few resources to perform all its necessary tasks. We will discuss, in later chap-
ters, the database benefits with regard to the database schema and memory utilization in
Exchange Server 2016. Recent improvements are designed to enhance the ability of a Mailbox
server to do so much more with so much less.
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Another very significant change in the Mailbox server role is the number of Client Access
features that are now handled by this role. In Exchange Server 2016, a Mailbox server handles
the data rendering for client requests, runs all of the client access protocols, and still maintains
all mailboxes.

The Mailbox server role is responsible for the following functionality (this list isn't
exhaustive):

Hosts mailbox databases
Hosts public folder database

Provides transport-related services, including proxying (note that transport was originally
handled by a Hub Transport server role that went away in Exchange Server 2013)

¢ Provides client connectivity for all clients (note that client access was handled by the Client
Access server role in Exchange Server 2013 but is now handled by the Mailbox server role
in Exchange Server 2016)

THE EDGE TRANSPORT SERVER ROLE

The amount of spam, malicious email, and viruses that some organizations receive is stag-
gering. Even small organizations are receiving tens of thousands of pieces of spam, dozens of
viruses, and hundreds of thousands of dictionary spamming attacks each week. Some organiza-
tions estimate that more than 90 percent of all inbound email is spam or other unwanted con-
tent. Keeping this unwanted content away from your Exchange servers is important. A common
practice for messaging administrators is to employ additional layers of message hygiene and
security. The first layer is usually some type of appliance or third-party SMTP software package
that is installed in the organization’s perimeter network. The problem with these third-party
utilities is that the administrator has to become an expert on an additional technology. An easier
method that some organizations choose is to use a cloud-based solution. The Exchange Online
Protection (EOP) service from Microsoft is a popular cloud-based message protection solution.

Exchange Server 2016 includes a server role named Edge Transport. The role remains similar
to the role from Exchange Server 2010 and Exchange Server 2013. The Edge Transport server
role is recommended for perimeter networks outside of an AD DS environment. Although it is
possible to install the Edge Transport role on a domain server, none of the Exchange services
used for Edge Transport require AD DS. The Edge Transport server role uses Active Directory
Lightweight Directory Services (AD LDS) to store configuration and recipient information.

An Edge Transport server will handle all inbound and outbound messaging traffic for a
Mailbox server. This includes mail relay and smart host services for the Exchange environment.
You can deploy multiple Edge Transport servers to enable redundancy and failover capabili-
ties in the perimeter network. You can also load balance incoming messages by distributing the
SMTP traffic to multiple Edge Transport servers.

IS THE EDGE TRANSPORT SERVER ROLE REQUIRED?

A common misconception is that the Edge Transport role is required for an Exchange Server orga-
nization. This is not the case, especially for organizations that choose to use a cloud-based message
protection solution. Inbound email can be sent directly to the Mailbox server, or you can continue
to use your existing third-party antispam/message-hygiene system to act as an inbound message
relay for Exchange Server.




EXCHANGE SERVERARCHITECTURE | 31

The Edge Transport server is a stand-alone message transport server that is managed using
the EMS and the same basic management console that is used to manage Exchange Server 2016.
A server functioning in an Edge Transport role should not be a member of the organization’s
internal Active Directory domain, although it can be part of a separate management forest used
in a perimeter network.

Content filtering and Microsoft Forefront Security for Exchange are implemented on the
Edge Transport server through content filtering and other antispam features. You can also run
the features on the mailbox server if you do not have Edge Transport servers.

An example of how an organization might deploy an Edge Transport server is shown in
Figure 2.1. Inbound email is first delivered to the Edge Transport servers that are located in the
organization’s perimeter network, where the message is inspected by the content filter, Forefront
Security for Exchange, and any message transport rules. The inbound message is then sent on to
the internal servers. Additionally, the Exchange Server Mailbox servers are configured to deliver
mail, leaving the organization to the Edge Transport servers rather than configuring the internal
servers to deliver mail directly to the Internet.

FIGURE 2.1 Internal network
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The Edge Transport server is a fully functional SMTP message-hygiene system with many of
the same features that are found in expensive message-hygiene software packages and appli-
ances. The following features are included:

¢ Per-user safe-sender, safe-recipient, and blocked-sender lists are automatically replicated
from the user’s mailbox to the Edge Transport server. Recipient filtering is enabled when
valid recipients are synchronized to the Edge Transport server’s local Active Directory
Lightweight Directory Services (AD LDS) database.
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Sender and recipient filtering can be configured via administrator-controlled lists.

Integrated Microsoft content filter is included for spam detection. Spam can be rejected,
deleted, quarantined, or delivered to the user’s Junk email.

¢ Multiple message-quarantines allow messages that are highly likely to be spam to be quar-
antined and sent to a quarantine mailbox on your Exchange server. A separate quarantine
exists in the form of the user’s Junk email folder for messages that are still tagged as spam
but with a lower Spam Confidence Level.

¢ Microsoft Forefront Security for Exchange Server is available for the Edge Transport server
when Enterprise client access licenses are used. However, this will be a short-lived solu-
tion, since Microsoft has announced that the entire suite of Forefront products is being
decommissioned. Instead, many organizations use EOP or another third-party solution.

¢ Daily content filter and virus signature updates are available for organizations using
Microsoft Forefront Security for Exchange Server.

¢ Real-time block lists and the IP Reputation Service allow an IP address to be checked to see
if it is a known source of spam. Reputation filters can be updated on a daily basis.

¢ Sender ID filters allow for the verification of the mail server that sent a message and
whether it is allowed to send mail for the message sender.

¢ Sender reputation filters allow a sender to be temporarily placed on a block list based on
characteristics of mail coming from that sender, such as message content, sender ID verifi-
cation, and sender behavior.

Client Connectivity

With Exchange Server 2013, Outlook clients connected to the Exchange Server by using RPC
over HTTP (Outlook Anywhere). This enabled Outlook to connect to an Exchange server,
regardless of its location, by using the Outlook Anywhere service.

Beginning with Exchange Server 2016, Outlook clients connect to the Exchange server by
using MAPI over HTTP. RPC over HTTP is still available, but is official de-emphasized (mean-
ing that it may not be included in future releases of Exchange Server). MAPI over HTTP is the
default communication method between the client and the server.

MAPI over HTTP increases reliability and stability of the client connection. This protocol
enables a higher level of visibility to errors that might occur between the client and server, as
well as enhanced recoverability. MAPI over HTTP also includes support for a pause and resume
function, which enables the clients to change networks while maintaining a connection to the
Exchange Server. MAPI over HTTP can also reduce the total number of client connections,
which can be helpful from a performance perspective.

While MAPI over HTTP is the default connection protocol for new Exchange Server 2016
environments, if you install Exchange Server 2016 in an environment with Exchange Server
2013, the protocol will not be used automatically. This is because MAPI over HTTP is not
enabled by default in Exchange Server 2013 and was introduced with Exchange Server 2013
Service Pack 1.

Hybrid Improvements

Exchange Server 2016 can be implemented with Office 365 for a hybrid on-premises and
cloud-based service. When configuring a hybrid organization with Exchange 2016, you will be



EXCHANGE SERVERARCHITECTURE | 33

prompted to download the Hybrid Configuration Wizard. This wizard is included to assist con-
figuring the hybrid environment.
The wizard has been updated for Exchange Server 2016 to include the following features:

¢ Easy updates for changes in Office 365 services
¢ Assists in troubleshooting a hybrid environment configuration
¢ Improved diagnostic information to resolve problems

Support for both Exchange Server 2013 and 2016 hybrid environments

Hybrid deployments should be performed by using Azure Active Directory Connect (AAD
Connect). AAD Connect provides functionality to synchronize multiple on-premises AD DS
forests with a single Office 365 account.

In a hybrid environment, Exchange ActiveSync clients will be automatically directed to
Office 365 if the user’s mailbox is moved to the cloud. To support this automatic redirection, the
ActiveSync client must support HTTP 451 redirects. After the client has been redirected, the
Exchange profile on the device will be updated to use the new URL of the Exchange Online service.
At this point, the client will not contact the on-premises environment for mailbox information.

OneDrive for Business Integration

With Exchange Server 2016 and SharePoint 2016, Outlook on the web users can link to and

share documents that are stored in OneDrive for Business or on an on-premises SharePoint
server. Instead of attaching a file to an email message, users can link to documents directly from
Outlook on the web. Users can collaborate in an on-premises deployment just as they can with
Oftice 365.

If a user receives a Word, Excel, or PowerPoint file that is stored in OneDrive for Business or
SharePoint 2016, the recipient can view and edit the file directly from Outlook on the web. For an
on-premises environment, a server must be running Office Online Server, which is in preview at
the time of this writing, in the on-premises organization.

After editing the file within Outlook on the web, the recipient can save or upload the file to
OneDrive.

Performance

The new architecture of Exchange Server 2016 combines the core features into a single server
role. As part of that architecture, the search functionality has also been redesigned. In previ-
ous versions of Exchange Server, the searching functions were not fault-tolerant and were per-
formed synchronously. In Exchange Server 2016, searching is performed asynchronously and is
decentralized. Search functions are distributed across all Exchange Servers in the organization,
and retries are attempted if servers are too busy.

The search scalability has also been improved. Previously, up to 5,000 mailboxes could be
searched simultaneously from the web app. With Exchange Server 2016, this has increased to
10,000 mailboxes. When using the EMS, there is no limit to the number of mailboxes that can be
searched.

Improved Policy and Compliance Features

Exchange Server 2016 has made significant improvements to both Data Loss Prevention (DLP)
and eDiscovery.
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DATA LOSss PREVENTION (DLP)

In Exchange Server 2016, transport rules have been updated with several new predicates and
actions. Also, the coolest new feature to hit transport rules is DLP policies. DLP policies are
designed to prevent users from sharing sensitive information with unauthorized users.

Every transport rule has three components: conditions, actions, and exceptions. The condi-
tions specify under which circumstances the rule applies, whereas the exceptions specify under
which conditions it will not apply. Exchange Server 2016 has the ability to identify, monitor, and
protect 80 different types of sensitive information based on conditions and actions.

A new condition, “Any attachment has these properties, including any of these words,”
will cause a trigger if an attached Office document contains the defined words. This condi-
tion enables you to integrate the transport rules with SharePoint, Windows Server 2012 R2 File
Classification Infrastructure, or a third-party classification system.

A new action, “Notify the recipient with a message,” will send a customizable message to
the recipient. For example, you can notify the recipient if the email was rejected or quarantined
based on the contents.

The existing action “Generate incident report and send it to” has been updated so that the
report can be messaged to multiple distribution lists.

The actions are the interesting part of the transport rule. Figure 2.2 shows the conditions on
the New Rule window of the Transport Rule Wizard; this screen has three parts. The first part is
checking on which object to take action, the second is simply checking the actions to take, and
the third part specifies more details about the action.
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eDISCOVERY AND PUBLIC FOLDERS

The market for third-party tools to support Exchange Server has grown rapidly. At one point,
there were more than 60 third parties providing email archive solutions for Exchange Server.
The sheer volume of email that users receive and their demand to keep historical email have
made these tools very attractive.

Exchange Server 2010 introduced, and Exchange Server 2016 continues, a premium feature

that allows for the integration of email archiving. The email archiving feature is actually a series

of features that interact directly with the user’s mailbox:

Archive Mailbox An archive mailbox is a secondary mailbox for a user that is used to store

long-term email (archive email). An archive mailbox can be used in place of . pst files. Users
can copy email messages from their primary mailbox to their archive mailbox. Archive mail-
boxes help users deal with large volumes of email while staying within mailbox size limits.
The archive mailbox is defined on a user-by-user basis because not all users need an archive
mailbox. The content in the archive mailbox can be accessed by users using the Outlook 2010
or later client or Outlook on the web.

Retention Policies Retention policies define the types of mail and how long the mail can be

retained within the user’s primary mailbox. Retention policies take the place of messaging
records management (MRM) in Exchange Server 2007 and Exchange Server 2010. Retention
policies can be defined to control when items are permanently deleted or when they are
moved into the archive mailbox. With Outlook 2010 or later, end users can participate in the
retention process by applying retention tags to messages or an entire folder.

eDiscovery (aka Multi-Mailbox and Federated Search) The eDiscovery features enables

7

an authorized user to search for content across multiple data sources (both the user’s “active”

mailbox as well as their “personal archive mailbox”) within an organization. You are able to
search for information across Exchange, SharePoint, and Skype for Business archives, as well
as use the eDiscovery Center in SharePoint 2013 to search for content in Exchange Server.
Discovery managers can also export mailbox content to a . pst file from the SharePoint

2013 eDiscovery console. You can opt to use the Exchange Admin Center (EAC) to perform
eDiscovery or opt to use SharePoint’s eDiscovery Center. The eDiscovery Center offers some
expanded capabilities, such as the ability to search and preserve content across multiple
sources from a single console.

Exchange Server 2016 also introduces support for integrating public folders into eDiscovery.
With In-Place eDiscovery, you can query public folders in the organization and put holds on
public folders. Similar to placing a mailbox on hold, public folders support query-based and
time-based holds. As of this writing, you can only search and hold all public folders. The
ability to choose individual public folders to search and hold is expected in a later release.

In-Place Hold In-Place Hold enables an administrator to place a hold on a user’s mailbox so
that deleted and edited items are held during the hold period. This would be necessary in the

event of legal action or an investigation regarding the conduct of one or more of your users.

Ultimately, the Exchange Server 2016 archiving and retention policies are intended to replace
the messaging records-management features that were introduced in Exchange Server 2007.
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eDISCOVERY AND COMPLIANCE SEARCH

A new feature of eDiscovery in Exchange Server 2016 is Compliance Search. Compliance Search
is performed from the EMS, so there is no limit to the number of mailboxes that can be searched.
For In-Place eDiscovery, you can search up to 10,000 mailboxes with a single search. Each
Exchange Server organization can run up to two In-Place eDiscovery searches simultaneously.

To perform a Compliance Search, you must be assigned the Mailbox Search management role
or be a member of the Discovery Management role group. The new EMS cmdlets available with
Compliance Search are

& Get-ComplianceSearch
New-ComplianceSearch
Remove-ComplianceSearch
Set-ComplianceSearch

Start-ComplianceSearch

* 6 & o o

Stop-ComplianceSearch

Message Transport Rules

Message transport rules are quite similar to Outlook rules and can even be created using a
wizard similar to the one used to create Outlook rules. However, these rules are quite a bit
more powerful and are run on Mailbox servers. Because all messages are processed by a
Mailbox server regardless of whether they are inbound, outbound, or for local delivery, you
can build powerful policies to control the messages and data that flow within your organiza-
tion. Transport rules can also be defined at your organization’s perimeter by using the Edge
Transport server role in Exchange Server 2016.

New and Improved Outlook on the Web

Those of us who gushed when we saw the Outlook Web Access (OWA) interface in

Exchange 2003 thought a web interface could not get much better. For Outlook on the web

in Exchange 2013, the Exchange team started over from scratch to build a much more func-
tional interface than ever before. For Exchange 2016, it has been updated and enhanced fur-
ther! First, the name has changed! The new name is Outlook on the web. Here are some of the
features in Outlook on the web:

Platform-specific experiences for iOS and Android

Premium Android experience with Chrome on Android version 4.2 or later
Email improvements to the Inbox view and reading pane

Contact linking with LinkedIn

Updated calendar, including email reminders

Search suggestions

Thirteen new themes

® 6 & 6 ¢ 6 0o o

Preview URL links within messages
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¢ Inline video playback from URLs

& Document collaboration with SharePoint 2016 and OneDrive for Business

Overview of Changes Since Exchange Server 2013
Since Exchange Server 2013, the primary changes to Exchange Server 2016 are

¢ Combined services (HT, CAS, MBX) in the Mailbox server role
¢ Integration with OneDrive and SharePoint 2016
¢ Additional policy and compliance features

Outlook Web App redesigned as Outlook on the web

These are the key feature differences since Exchange Server 2013 and have been discussed in
this chapter. Knowing some of the changes and introduction of features can be half of the battle
to upgrading your knowledge on a newly released product.

Now, Where Did That Go?

As new and better functions and APIs have been introduced, naturally some functions are
no longer emphasized or supported. We've already mentioned a few features that have been
removed, but there are many more. There has been a lot of confusion surrounding what will
continue to be supported in Exchange Server 2016 and what will no longer work. The phrase “no
longer supported” itself tends to generate a lot of confusion because an unsupported function
may continue to work because it has not truly been removed. Your mileage may vary when it
comes to features that are no longer supported.

What's been removed from Exchange Server really depends on your perspective. Are you an
Exchange Server 2010 expert? Is Exchange Server 2013 your comfort zone? We’ve broken down
the next section of removed features based on your perspective.

Features No Longer Included

As Exchange Server has evolved into its current form, the code has experienced significant
changes. Some features and APIs have been completely removed. Although most of these
features will not affect the majority of Exchange Server deployments, you should keep them
in mind and thoroughly evaluate your existing messaging environment to make sure you are
not dependent on a feature that has no equivalent in Exchange Server 2016. If you require any
of the features or APIs that were not carried over from Exchange Server 2010 or 2013, you may
need to keep an older version of Exchange Server in operation.

EXCHANGE SERVER 2016 ESCHEWS EXCHANGE SERVER 2007

Only Exchange Server 2010 and Exchange Server 2013 can coexist with Exchange Server 2016 in
the same organization. If you still require features provided by the Exchange Server 2007 platform,
you will not be able to transition to Exchange Server 2016 until you can replace that particular
feature requirement with newer software.
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EXCHANGE SERVER 2010 FEATURES REMOVED FROM EXCHANGE SERVER 2016

The following features were included with Exchange Server 2010 but are no longer available in
Exchange Server 2016:

Unified Messaging directory lookups using Automatic Speech Recognition.

Managed Folders for messaging retention management, including the Port Managed
Folder Wizard.

Antispam agents from the GUIL With Exchange Server 2016, antispam can be managed
only from the EMS.

Connection and Attachment filtering on Mailbox server roles. The only way to enable
Connection Filtering is to use an Edge Transport server in a perimeter network.

The ability to link a send-and-receive connector has been removed.

Outlook Web App has been renamed to Outlook on the web. Additionally, spell check, cus-
tomizable filters, message flags, chat contact lists, and search folders have been removed
from the web client.

Outlook 2003 and 2007 are not supported. Outlook clients must use either Outlook
Anywhere (RPC over HTTP) or MAPI over HTTP.

The Exchange Management Console and Exchange Control Panel have been replaced by
the Exchange Admin Center.

The Hub Transport and Unified Messaging server roles have been removed. Both server
roles are included as features in the Mailbox server role.

EXCHANGE SERVER 2013 FEATURES REMOVED FROM EXCHANGE SERVER 2016

The following features are being de-emphasized with Exchange Server 2016 and may not be
included in future versions:

*

*

*

Third-party replication APIs.
RPC over HTTP for client connections.
Database Availability Group support for failover cluster administrative access points.

Client Access server role. The functions of this role have been included in the Mailbox
server role.

The MAPI/CDO library has been replaced by Exchange Web Services, ActiveSync, and
REST APIs.

Clearing Up Some Confusion

We mentioned earlier that Exchange has certainly been hyped a lot during the design and beta-
testing process. This has generated a lot of buzz in the information technology industry, but this
buzz has also generated a lot of confusion and some misinformation. Here we’ll clear up the
confusion by answering a few of the common questions about Exchange 2016.
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Do I have to have two servers to run each of the server roles? In the days of Exchange
Server 2010, many organizations deployed different roles to different servers in large organi-
zations. Many administrators reserved the consolidated server approach for small environ-
ments. However, the performance capabilities of Exchange Server 2016 surpass the previous
versions to such an extent that all services are run within the Mailbox server role.

Is there a 32-bit version of Exchange Server 2016? No, a 32-bit version of Exchange Server
2016 is not available.

Is the Edge Transport server required? No, Edge Transport servers are not required. You
can use any third-party message-hygiene system in your perimeter network, you can direct
inbound and outbound mail through your internal servers, or you can do both.

Is EMS knowledge required? Do I have to learn scripting? Most common administra-
tive tasks can be performed through the Exchange Admin Center web-based interface.
Command-line management and scripting for Exchange Server 2016 have been greatly
improved through the use of the EMS. Many tasks are simpler or more powerful through the
EMS, but it is not necessary to learn scripting in order to start working with Exchange Server
2016. We strongly encourage you to get to know many of the powerful features of the EMS as
you get comfortable with Exchange Server 2016. A number of advanced administration tasks
do not have a graphical user interface option.

What is happening with public folders? The use of public folders with Exchange Server
2016 is still available and supported. However, for years, there has been talk about moving
away from public folders, potentially removing support for them at some point. At the time
of this writing, there isn’t any information to indicate that this is coming soon (or coming at
all). But you may want to examine your public folder applications with an eye toward migrat-
ing them to systems such as Microsoft SharePoint Server 2016 to take advantage of the latest
collaboration features. Also, remember that the traditional public folder databases are no
longer available in Exchange Server 2016 and that you must now store all public folders in a
public folder mailbox.

The Bottom Line

Understand the key changes in Exchange Server 2016. Significant updates were made to
the Exchange Server 2016 architecture to continue the improvement to the scalability, secu-
rity, and stability. The Mailbox role handles mailboxes, public folders, transport, and client
connectivity. Compliances features, such as compliance search and eDiscovery, are greatly
enhanced and simplified. The disk I/O requirements continue to be reduced, enabling orga-
nizations to run their Exchange servers on lower-performing storage.

Master It You are planning your email data storage strategy, especially for long-term
storage. You want to minimize or eliminate the use of . pst files. Which technology
should you use to maintain email data indefinitely?

Understand the Mailbox role’s expanded duties. Over the last couple of versions of
Exchange Server, the Exchange server roles have been updated. In each version, a server role
was consolidated, enabling organizations to reduce their server footprint and simplify their
environments.

Master It You are planning a training session for your junior administrators to prepare
them in their SMTP connectivity troubleshooting tasks. Which server role should you
recommend they inspect when attempting to troubleshoot email delivery problems?






Chapter 3

Understanding Availability,
Recovery, and Compliance

The modern business world is getting more complex, not less; email in turn evolves to keep up.
As an Exchange Server administrator or implementer, you need to know more about a wider
variety of topics without losing your core competency in Exchange Server.

IN THIS CHAPTER, YOU WILL LEARN TO:

Distinguish between availability, backup and recovery, and disaster recovery
Determine the best option for disaster recovery

Distinguish between the different types of availability meant by the term high availability

* & & o

Implement the four pillars of compliance and governance activities

Changing from a Technology to a Business Viewpoint

You've probably heard the old proverb that “every cloud has a silver lining.” It can be a comfort
to know that good can usually be found during even the worst occasions. When a mailbox data-
base server’s RAID controller goes bad and corrupts the drive array containing the executive
mailboxes, you have the opportunity to validate your backup strategy and demonstrate that it
works perfectly under pressure.

However, the unacknowledged corollary is Murphy’s Law: “Anything that can go wrong will
go wrong.” Every feature, functionality, and component that is added to a messaging infrastruc-
ture increases complexity and the number of potential failures. If you think for a moment about
the spread of email and how it has changed from a luxury to a utility, you can see that electronic
messaging administrators have become victims of their own success.

Gone are the days where you simply had to worry about editing and publishing the correct
DNS records for your domains, provisioning and configuring your T1 routers, and wrestling
with server hardware. Today’s challenges involve meeting more goals, supporting more com-
plex environments, meeting business requirements, and analyzing risks. These are common
scenarios:

¢ Ensuring that mailbox servers have the proper storage back-end design to allow backups to
happen within a defined window

¢ Ensuring that your users continue to have access to their mailboxes even when a server
fails, a flaky router takes a site offline, or power fails for an entire rack of servers
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¢ Ensuring that a plan exists for quick recovery and restoration of your core messaging capa-
bilities when the storage is offline or corrupt

¢ Ensuring that the messages users send to external clients are in compliance with all busi-
ness policies and regulations

¢ Determining the risks associated with failing to provide disaster-recovery plans and the
risks associated with a failure to meet service-level agreements

¢ Balancing business costs versus risks associated with providing recovery, ensuring com-
pliance, and providing a specified level of service

What’s in a Name?

Backup and recovery, high availability, disaster recovery, and compliance and governance—you have
likely heard of these many times. Each plays a role in the overall protection strategy for your
organization’s data.

Each of these topics must be evaluated by every modern Exchange Server administrator
and professional, along with appropriate business stakeholders, even if they are not actively
addressed in every deployment of Exchange Server 2016. When you do need to address them
in your planning, Exchange Server 2016 provides a variety of options to ensure that the deploy-
ment meets the particular needs of your business. One size and one set of capabilities do not fit
all organizations. To make the best use of the tools that Exchange Server gives you, you must
clearly understand the problems that each capability is designed to solve. It doesn’t help to use
a screwdriver when you need a hammer—and you can’t solve a disaster-recovery problem by
using an eDiscovery search.

In this section, a common vocabulary will be presented for discussing these topics. This
will enable you to get the most from our discussions of the new features and functionality in
Exchange Server 2016 that are covered in later chapters. You should clearly understand how
Microsoft intended Exchange Server 2016's features to be deployed and used, so that you have
confidence that they will meet your business goals.

Backup and Recovery

Let us begin with a topic that is one of the core tasks for any IT administrator, not just Exchange
Server administrators: backup and recovery.

Backup is the process of preserving one or more point-in-time copies of a set of data, regard-
less of the number of copies, frequency and schedule, or media type used to store them.

As an administrator, you need to make sure your backups include all of the components you
need to get Exchange Server services up and running again. That means more than just the
databases. You should also consider the following components:

¢ Active Directory Domain Services. Exchange Server relies on Active Directory, so it is
critical that Active Directory is highly available and backed up. Your Active Directory
administrators probably handle this. But no matter who handles it, you should ensure that
the backups are in place.

¢ Operating system for the Exchange servers (System State as a minimum). Prior to
virtualization, backing up the Exchange server operating systems was quite important
because building a new physical server (or rebuilding a physical server) from scratch was
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time-consuming. Today, with virtualization, building a new server is quite fast. Some
organizations opt to deploy new servers and forgo the backup of the operating system for
some servers. However, without a backup of the operating system or system state, you will
lose customizations such as in IIS and the Registry.

¢ File system. The file system has log files, configuration files, and other data that can be
helpful in a disaster-recovery situation.

¢ Database and database log files. The Exchange databases are a critical piece of your back-
ups because all of the email data is stored in the databases!

As you can see, backing up all of the components can quickly become complicated. It is
important to have the right backup tools at your disposal. As part of your disaster-recovery
planning, you should look at the available tools, including third-party tools, to figure out which
tools best meet your requirements and provide the best administrative experience.

With Exchange Server, there are four main types of database backups:

Full Backups (Normal) Full backups capture an entire set of target data; in early versions
of Exchange Server, this is a storage group with the transaction log files and all the associ-
ated mailbox databases and files. Beginning with Exchange Server 2010 and continuing in
Exchange Server 2013 and Exchange Server 2016, each mailbox database is a separate backup
target, since there is now an enforced 1:1 relationship between mailbox databases and trans-
action logs (it was “strongly recommended” in earlier versions). Full backups take the most
time to perform and use the most space. If circular logging is disabled for a mailbox data-
base, full backups must be executed on a regular basis. A successful full backup informs
Exchange Server that the databases and transaction logs have been preserved and that saved
transaction logs can be purged. Circular logging will be discussed in more depth later.

Copy Backups Copy backups are exactly like full backups, except that saved transaction
logs are not purged.

Incremental Backups Incremental backups capture only a partial set of the target data—
specifically, the data that has changed since either the last full backup or the last incremental
backup. For Exchange Server, this means any new transaction logs. Incremental backups are
designed to minimize how often full backups are performed, as well as minimize the space used
by any particular backup set. As a result, a backup set that includes incremental backups can
be more time-consuming and fragile to restore; successful recovery includes first recovering
the latest full backup and then each successive incremental backup. Incremental backups also
instruct Exchange Server to purge the saved transaction logs after the backup is complete.
Incremental backups are not available when circular logging is enabled.

Differential Backups Differential backups also capture only a partial set of the target
data—specifically, the data that has changed since the last full backup. No other backups
(incremental or differential) are considered. For Exchange Server, this means any transaction
logs generated since the last full backup. Differential backups are designed to minimize how
many recovery operations you have to perform in order to fully restore a set of data. In turn,
differential backups use more space than incremental backups, but they can be recovered
more quickly and with fewer opportunities for data corruption; successful recovery includes
first recovering the latest full backup and then the latest differential backup. A differential
backup does not purge saved transaction logs. Differential backups are not available when
circular logging is enabled.
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Also known as restoration, recovery is the process of taking one or more sets of the data
preserved through backups and making it once again accessible to administrators, applications,
and/or end users. Most recovery jobs require the restoration of multiple sets of backup data,
especially when incremental and differential backups are in use. Two metrics are used to deter-
mine if the recovery time and the amount of data recovered are acceptable:

Recovery Time Objective Recovery Time Objective (RTO) is a metric commonly used to help
define successful backup and restore processes. The RTO defines the time window in which
you must restore Exchange Server services and messaging data after an adverse event. You
may have multiple tiers of data and service, in which case it could be appropriate to have a
separate RTO for each tier. Often, the RTO is a component of (ideally, an input into, but that’s
not always the case) your service-level agreements. As a result, the RTO is a critical factor in the
design of Exchange Server mailbox-database storage systems; it’s a bad idea to design or
provision mailbox databases that are larger than you can restore within your RTO.

Recovery Point Objective Recovery Point Objective (RPO) is a metric that goes hand in
hand with the RTO. While the RTO measures a time frame, the RPO sets a benchmark for
the maximum amount of data (typically measured in hours) you can afford to lose. Again,
multiple tiers of service and data often have separate RPOs. The RPO helps drive the backup
frequency and schedule. It’s worth noting that this metric makes an explicit assumption that
all data within a given category is equally valuable; that’s obviously not true, which is why it
is important to properly establish your categories. Remember, though, if you have too many

classes or categories, you'll just have confusion.

One thing to note about Exchange Server 2016 databases is that they support only online
backups and restores created through the Windows Volume Shadow Copy Service (VSS). VSS
provides several advantages compared to other backup methods, including the ability to inte-
grate with third-party storage systems to speed up the backup and recovery processes. The
most important benefit VSS gives, though, is that it ensures that the Exchange Server informa-
tion store flushes all pending writes consistently, ensuring that a backup dataset can be cleanly
recovered.

We will use the phrase “backup set” several times. A backup set is a copy of all of the various
backups that are required to perform a particular recovery. This will almost always include at
least the last full backup and may include one or more incremental or differential backups

How MucH DATA GETS COPIED?

One thing that Volume Shadow Copy Service does not natively provide is the ability to reduce
the amount of data that must be copied during a backup operation. VSS simply creates either a
permanent or temporary replica (depending on how the invoking application requested the replica
be created) of the disk volume; it’s then up to the application to sort out the appropriate files and
folders that make up the dataset. Usually, this is the entire disk volume, but depending on the
selected VSS writers it may only be a portion of a disk volume or specific files on a disk volume.
Many Exchange Server-aware backup applications simply copy the various transaction log files
and mailbox database files to the backup server.
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Some applications, however, are a bit more intelligent; they keep track of which blocks
have changed in the target files since the last backup interval. These applications can copy just
those changed blocks to the backup dataset—typically some percentage of the blocks in the
mailbox database file as well as all the new transaction log files—thus reducing the amount of
data that needs to travel over the network and be stored. Block-level backups help strike a good
balance between storage, speed, and reliability. As you go forward with VSS-aware Exchange
Server-compatible backup solutions, be sure to investigate whether they offer this feature.
Microsoft’s System Center Data Protection Manager does offer this feature.

Disaster Recovery

Regular backups are important; the ability to successfully restore them is even more important.
This capability is a key part of your extended arsenal for problem situations. Restoring the occa-
sional backup is fairly straightforward but assumes that you have a functional Exchange server
and the dependent network infrastructures. What do you do if an entire site or datacenter goes
down and your recovery operations extend beyond a single Exchange Server mailbox database?
The answer to this question is a broad topic that can fill many books, blog postings, and web-
sites of its own.

Disaster recovery (DR) is the practice of ensuring that critical services can be restored when
some disaster or event causes large-scale or long-term outage. A successful DR plan requires the
identification of critical services, dependencies, and data, creation of documentation that lists
the necessary tasks to re-create and restore them, and modification of the relevant policies and
processes within your organization to support the DR plan.

It’s not enough to consider how to rebuild Exchange servers and restore Exchange Server
mailbox databases. Exchange Server is a complex application with many dependencies, so your
plans need to accommodate the following issues:

Network Dependencies These include subnets, IP address assignments, DNS, load balanc-
ers, DHCP services, switch configurations, network/Internet access, and router configurations.
Are you rebuilding your services to have the same IP addresses or new ones? Whatever you
decide, you'll need to make sure that required services and clients can reach the Exchange
servers.

Active Directory Services These include associated DNS zones and records. Exchange
Server cannot function without reliable access to global catalog servers and other domain
controllers. Which forests and domains hold objects Exchange Server will need to reference?
Does your existing replication configuration meet those needs during a DR scenario? What
would happen if an Active Directory user account that was associated with a mailbox was
accidentally deleted?

Third-Party Applications These include monitoring, backup, archival, or other programs
and services that require messaging services or interact with those services. Don't just
blindly catalog everything in production; be sure these systems are also being addressed as
part of the disaster-recovery plan.
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CHAPTER3 UNDERSTANDING AVAILABILITY, RECOVERY, AND COMPLIANCE

There’s a blurry line between disaster recovery and the associated concept of business continu-
ity (also called business continuance). Business continuity (BC) is the ability of your organization
to continue providing some minimum set of operations and services necessary to stay in busi-
ness during a large-scale outage, such as during a regional event or natural disaster (for exam-
ple, a hurricane or earthquake). In a business continuity plan, your organization will identify
and prioritize the most critical services and capabilities that need to provide at least some level
of operational capacity as soon as possible, even without full access to data or applications.

It’s important to note that the business continuity plan is designed and implemented along-
side your disaster-recovery efforts. In many organizations, they will be maintained by two
separate groups of professionals. It is imperative that these groups should have good lines of
communication in place.

@ Real World Scenario
DRAWING THE LINE BETWEEN DISASTER RECOVERY AND BUSINESS CONTINUITY

There’s a lot of confusion over exactly how disaster recovery and business continuity relate to each
other. We have good news and bad news: The good news is that it’s a simple relationship. The bad
news is, “It depends.”

Both types of plans are ultimately aimed at the goal of repairing the damage caused by extended
outages. The biggest difference is the scope; many business-continuity plans focus very little on
technology and look instead at overall business processes. In contrast, disaster-recovery plans of
necessity have to be concerned with the finer details of IT administration. The reality is that both
levels of focus are often needed—and must be handled in parallel, with coordination, and in sup-
port of any additional ongoing crisis management.

We'll try to clarify the difference by providing an example. Acme Inc. is a national manufacturer
and supplier of various goods, mainly to wholesale distributors but with a small and thriving mail-
order retail department for the occasional customer who needs quality Acme products but has no
convenient retail outlet in their locale. Acme’s main call center has a small number of permanent
staff but a large number of contract call center operators.

Unfortunately, Acme’s main order fulfillment center—for both bulk wholesale orders, as well as
the relatively small amount of mail-order traffic—gets hit by a large fragment in a meteor shower,
causing a fire that rapidly transforms the entire site into smoking rubble even as all personnel are
safely evacuated. The call center and supporting datacenter are completely destroyed and, conser-
vatively, will take several months to fully rebuild. Obviously, Acme is going to suffer some sort
of setback, but with proper planning they can minimize the effects. What types of actions would
Acme’s BC and DR plans each be taking?

Acme’s Business Continuity Plan Acme is concerned with getting the minimum level
of operational function back online as quickly as possible. In this case, it’s going to take a
while before they can resume call center operations. Their immediate needs are to establish
at least some level of messaging support for the temporary call center workers the BC plan
brings in. Their BC plan does not assume that they will have in-house capability, so it makes
provisions—if required—to use hosted Exchange Server services as a short-term stopgap so
that communications with customers and wholesalers will proceed until Acme’s IT staff can
bring up sufficient Exchange servers to switch back to on-premises services.



