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              Introduction
 
              Computers, the internet, mobile computing, cloud, internet of things (IoT), and remote computing are transforming how we live and work every day. Internet technologies have opened up entirely new business sectors for entertainment, communication, collaboration, advertising, medicine, recruiting, travel, publishing, and product delivery.
 
              Using these technologies, global teams can now collaborate worldwide in real-time, and permit hundreds, thousands, or even millions of people to simultaneously share knowledge and experience. Internet technologies enable employees of “virtual businesses” to collaborate and deliver value without ever actually meeting face-to-face. By tearing down obstacles to information sharing and dissemination, internet technologies have reduced costs and accelerated business solution delivery.
 
              However, this transformation introduces its own sets of challenges and new risks to organizations, businesses, and people. Thanks to these new technologies and globally connected networks, the “bad guys” can use the internet to access thousands of computers, millions of accounts, and terabytes or petabytes of data – with only a few keystrokes or clicks. And that is not all that is at stake.
 
              Over the past three decades, cyberattacks have destroyed computers, disrupted international trade, and resulted in billions of dollars in damage. Organized crime, hacktivists, corporate competitors, foreign adversaries, and countries have been incredibly successful at using compromised computers to carry out their cyberattacks. The daily lives of millions of individuals have been disrupted, as well as daily operations of organizations and governments around the world. Ransomware has disrupted entire businesses, multinational corporations, and even municipalities. Imagine entire cities unable to deliver essential services because the city government’s computers are all being held hostage by an attacker thousands of miles away. Data breaches have compromised personally identifiable information, protected health information, and personal financial information for millions of individuals and their families.
 
              Cyberattacks, while their impacts may be considerable, can be managed. While “perfect” cybersecurity remains a bit of a pipe dream, “good enough” cybersecurity is achievable – even on a limited budget and with limited resources. Organizations can achieve practical, cost-effective cybersecurity that is effective against attackers ranging from casual hackers to determined nation-states. Cybersecurity is everyone’s responsibility, but there are things organizations can do to protect themselves and their people from cyber threats, today.
 
              This book is about how to protect an organization from the dangers of the internet, while taking advantage of the benefits of the internet to support the organization’s business objectives. This book describes the risks to an organization, its employees, partners, and customers. It explains how an organization can manage its cyber risks, and how it can train its people to be a part of the organization’s successful risk management, while also protecting themselves, their families, their coworkers, and their friends.
 
              
                About This Book
 
                This book helps an organization protect its employees, external partners, customers, families, and friends. This protection is holistic, and extends to work, home, and travel. This book provides information on how to structure and operate an effective cybersecurity program that includes people, processes, technologies, security awareness, and training. It helps organizations answer the following cybersecurity questions:
 
                
                  	 
                    How do cyber threats target my organization?


                  	 
                    How can my organization identify its cybersecurity risks?


                  	 
                    What do hackers and cyberattackers want from my organization?


                  	 
                    How do cyberattacks penetrate organization cyberdefenses?


                  	 
                    How do organizations make a business case for cyberdefense investment?


                  	 
                    What are the regulatory drivers for cyber protections?


                  	 
                    What should organizational cybersecurity policies look like?


                  	 
                    What technologies may be used for an organizational cyberdefense?


                  	 
                    What does it take to operate organizational cyberdefenses?


                  	 
                    What can an organization do to increase its employees’ cyber awareness?


                  	 
                    What are the elements of a cyber training and awareness program?


                  	 
                    How can an organization measure its cyber performance?


                  	 
                    What happens when cyber failures occur?


                  	 
                    How will organizational cybersecurity be changing in the future?


                
 
                To help answer these questions, and to reduce an organization’s cybersecurity risk, this book contains guidance on the following topics:
 
                
                  	 
                    An understanding of today’s cyberthreats and the dangers they pose.


                  	 
                    Common cybersecurity attacks and how attackers target an organization.


                  	 
                    How to understand cyber risk and use good practices to manage it.


                  	 
                    Guidance for defining organization cybersecurity policy and procedures.


                  	 
                    Elements of organization cyberdefenses and their operations.


                  	 
                    Approaches for protecting employees, customers, partners, and their data.


                  	 
                    Strategies for training organization executives, IT professionals, security staff, specialists, and partners in good cybersecurity practices.


                  	 
                    Techniques for measuring cyber performance and handling failures.


                  	 
                    Future trends in cyberattacks and cyberdefenses.


                
 
               
              
                Who Should Read This Book?
 
                This book is intended for people interested in protecting organizational IT infrastructure and digital information from cyberattacks. Readers of this book include:
 
                
                  	 
                    Leaders who 

                    
                      	
                        Have oversight responsibility for securing their organizations, and the devices and accounts used at their organizations.


                      	 
                        Want to improve their organizations’ cybersecurity posture through policy, technology, security awareness, training, and operations.


                    


                  	
                    Professionals who 

                    
                      	
                        Establish or operate cyberdefense programs at their organizations.


                      	 
                        Need to understand cyberthreats targeting their organizations and their people at work, at home, and on travel.


                      	 
                        Need to understand how cyberattackers penetrate organizational defenses and how to counter those attacks.


                      	 
                        Want to learn techniques to reduce their organizations’ cyber risk.


                    


                  	
                    IT professionals who are responsible for ensuring information technology solutions have adequate cybersecurity while delivering value to the organization.


                  	 
                    Educators who teach at the undergraduate or graduate levels, and instructors who conduct security awareness workshops, seminars, or training classes.


                  	 
                    Students who are learning about business, information technology, or cybersecurity and who need to understand the challenges of delivering effective cybersecurity solutions.


                
 
                Everyone can use the book’s content to help understand organizational cybersecurity and the challenges in coordinating people to improve overall cyber awareness and performance. By improving cyber understanding and awareness, organizations can make cyberattacks and cybercrime more difficult.
 
               
              
                Contents of This Book
 
                This book is primarily concerned with cybersecurity for organizations, while also considering the technical elements that make up organizational cyberattacks and cyberdefenses. The book chapters are meant to be read in sequence, as they build upon one another to help you understand the who, what, where, when, why, and how of successful organizational cybersecurity. With that said, readers can also flip through this book to specific sections to find useful discussions on topics of interest for an organization and its cyberdefense program.
 
               
              
                Chapters
 
                This book contains the following chapters:

                
                  	 
                    Chapter 1: The Digital Organization describes various aspects of the modern digital organization, including how the rise of IT transformed how modern organizations operate and why they need to be secured.
 

                  	 
                    Chapter 2: Ever-Present Cyber Threats explores cyber threats and the people behind those threats. It examines the challenges of identifying attackers (the attribution problem) and why enforcement action against attackers is so difficult (the prosecution problem).
 

                  	 
                    Chapter 3: Cyber Risk Management details the risk management process in terms of assets, vulnerabilities, threats, risks, risk severity, risk treatments, and countermeasures.
 

                  	 
                    Chapter 4: Cyberdefense Concepts describes security controls, audits, assessments, and cybersecurity capabilities. It defines what a control is and how controls can be used to protect IT systems such as networks or applications.
 

                  	 
                    Chapter 5: Cybersecurity Drivers describes how laws, regulations, cyberdefense standards, contractual obligations, liabilities, and insurance will drive the requirements for an organization’s cybersecurity program.
 

                  	 
                    Chapter 6: Cyber Program Management considers how the organization can operate its cyber program within the larger organization, and in the context of other, competing, business priorities.
 

                  	 
                    Chapter 7: Cybersecurity Capabilities details the concepts of cybersecurity capabilities and cybersecurity frameworks. It describes how security professionals can employ the capabilities delivered by available security technologies to deliver cyber controls that mitigate cyber threats and risk.
 
                    Chapter 8: Cybersecurity Operations describes some of the processes that should be implemented by the organization’s cyber program to operate its cybersecurity capabilities and cyber controls so they are effective.
 

                  	 
                    Chapter 9: Cyber Awareness explains how our daily actions can affect our security posture at work, at home, and on travel.
 

                  	 
                    Chapter 10: Organization Cyber Awareness considers how the interwoven activities of personnel, customers, partners, service providers, vendors, and guests affect an organization’s security posture.
 

                  	 
                    Chapter 11: Cyber Training explains how cyber awareness and organization cyber awareness can drive an organization cyber training program that is tailored for the needs of all employees, executives, IT staff, security staff, partners, and specialists.
 

                  	 
                    Chapter 12: Measuring Cyber Performance describes how the organization can measure its cybersecurity performance through security metrics, dashboards, reporting, assessments, and audits. It also explores the challenge of knowing when cyberdefense is “good enough.”
 

                  	 
                    Chapter 13: When Things Go Wrong considers what happens when the cyberattackers succeed and the organization must move into “crisis mode.”
 

                  	 
                    Chapter 14: Looking to the Future examines evolving IT trends such as mobile computing, cloud computing, the internet of things (IoT), blockchain, and cybercurrency. It analyzes how these trends might interact with evolving cyber threats such as supply chain vulnerability and machine speed cyberattacks.


                

               
              
                Appendices
 
                This book contains the following appendices:

                
                  	 
                    Appendix A: Common Malware Threats provides descriptions of some common malware approaches, including adware, spyware, and ransomware. It also describes common malware cyberattack methods such as phishing, spear phishing, and industrial espionage.
 

                  	 
                    Appendix B: Cyber Awareness and Cyber Training Topics presents potential cyber awareness and cyber training topics for consideration when developing an organization cyber training program.
 

                  	 
                    Appendix C: Example Cyber Policy provides an example organization cybersecurity policy, organized according to the functional areas used for managing cybersecurity capabilities in this book.
 

                  	 
                    Appendix D: Online Cybersecurity Resources provides a selected compilation of references that can help provide insight into security awareness issues and available cybersecurity training resources.
 

                

               
              
                Glossary
 
                The Glossary provides an explanation of some key cybersecurity terms used in this book, expressed in plain language for the professional or casual reader.
 
               
             
           
         
      
       
         
           
            Chapter 1 The Digital Organization
 
          
 
          Information technology (IT) touches how we stay connected, how we learn and share, and how we conduct business for our work and our family. Thanks to IT, organizations are increasing productivity, reducing costs, streamlining operations, and taking care of people in ways never before possible in history. Some would say the revolution is just getting started.
 
          Don Tapscott famously documented this transition in his 1995 best-selling book The Digital Economy: Promise and Peril in the Age of Networked Intelligence.1 He coined the term “digital economy” to describe the business consequences of this revolution, examining how digitization would affect healthcare, manufacturing, marketing, government, publishing, broadcasting, advertising, human resources, and communication. He also considered some of the looming challenges that would come from this transition in the areas of privacy, regulation, democracy, and society. Figure 1.1 depicts the digitization challenges and digital impacts of his digital economy.
 
          
            [image: ]
              Figure 1.1: Digitization has fundamentally transformed how organizations operate and how employees perform their jobs – along with how organizations implement cyber protections.

           
          While Don Tapscott didn’t necessarily envision social media businesses like Facebook and Twitter, he certainly understood many of the issues that arose in the decades following the publication of his book.
 
          This chapter describes various aspects of the modern digital organization, including how the rise of IT has transformed everyone’s digital life, how modern organizations operate, and need to be secured. It considers how IT has transformed the modern workplace and how that workplace may continue to be transformed in the future. It considers how IT changes the stakes for the modern organization, and the risks that come from those stakes. It considers how people are both a weak link as well as the principal strength in protecting the digital organization. In closing, this chapter will present some historical data related to cyber failures and thoughts on the benefits and threats of computers and ever-present surveillance they can enable.
 
          
            Everyone’s Digital Life
 
            Each of us exists at the center of a “digital life” that includes our work and co-workers, our home and family, and our friends. This connected ecosystem includes computers, tablets, phones, and other resources connecting us to the work and home functions that we use every day. Many of these devices rely upon the internet to work, communicating with computers, servers, and users hundreds or thousands of miles away. Figure 1.2 illustrates this digital ecosystem.2
 
            
              [image: ]
                Figure 1.2: Our interconnected digital life requires multiple levels of cyberdefenses for comprehensive protection against modern cyberattacks.

             
            We use these digital ecosystem resources to access work functions including e-mail, calendar, contacts, collaboration tools, and work documents. We also use these resources to access home functions such as e-mail, personal documents, photos, e-commerce, social media, gaming, movies, and music. Sometimes our devices may be dedicated to one function, such as a work computer, but frequently devices and networks may be shared between work and home functions. Examples of this sharing are when we access our work e-mail from a personal phone, or when we send personal e-mail messages from a work computer.
 
            For many of these functions, connectivity to the internet is required. We may get our internet connectivity through office networks, cellular networks, cable modems, satellite services, public Wi-Fi, or other methods. We often use digital identities such as a username and password, or multifactor methods to identify ourselves and prove who we are. Billions of dollars in commerce are conducted each year using online services and online identities, including online banking, e-commerce, healthcare, and collaboration.
 
            Cyberdefenses protecting our digital life must include multiple levels of defense to provide comprehensive protection. These protections must extend to our devices, our networks, our applications, our accounts, and the external partners we trust for our online activities. These protections must be comprehensive, while also unobtrusive, so that we can conduct our online business while also staying protected. People involved in these protections often remain the “weakest link” in the chain of cyberdefense security. Everyone must know how implemented protections work and how to use them so that their online activities can be safe and protected.
 
           
          
            IT and the Modern Workplace
 
            Few jobs anywhere have been untouched by IT over the past three decades. For many careers, the disruption has been dramatic and almost continuous since the explosion of personal computing back in the 1980s and the rise of the internet in the 1990s. Digitization has fundamentally changed operational processes and workflows, fundamentally changing how organizations operate and the work their employees need to perform. McKinsey Global Institute3 has used the term “digital transformation” to describe these concepts, estimating that most organizations are, even today, operating at a fraction of their “digital potential.”
 
            But what is a digital organization? The effects digitization can have on organizations stem from how network-connected digital data differs from the papers and analog recordings that preceded it. These changes can be summed up as follows.
 
            
              Instant Data Replication
 
              Once data is captured in a digital form and placed onto a network like the internet, it can be made instantly available wherever it is needed, for whomever needs it. It is no longer necessary for data to be manually duplicated (carbon forms, anyone?), nor is it necessary for it to be passed among different teams or departments by hand. Similarly, this replication means that large, geographically diverse teams, can have shared situational awareness without having to spend time synchronizing their status.
 
             
            
              Real-Time Data Processing
 
              Just as instant data replication means that everyone can have a shared picture of reality, IT permits the data surrounding that shared picture to be analyzed and processed in real time. It is no longer necessary to wait for nightly reports or monthly analysis – IT systems can re-calculate their results in real time, as the inputs change and evolve. And highly powerful computers can perform sophisticated data analytics, in near-real time.
 
             
            
              Automated Workflow
 
              Once data is digitized, the workflow around that data and the decisions that must be made regarding it can be automated. With automation, the computer and the network, rather than humans, will enforce the workflow process, reducing errors and dramatically reducing workloads. This automation, in turn, frees up the people to focus on the exception cases and situations where judgment is required, rather than just the processes.
 
             
            
              Digital Service Delivery
 
              Once the previous three capabilities (i.e., Instant Data Replication, Real-Time Data Processing, and Automated Workflow) are in place, entire services can be delivered electronically with no human intervention whatsoever. These services can include presenting options, taking orders, processing payments, and delivering the resulting services or products. As Amazon has shown with their robot warehouses, even picking, packing, and shipping can be done almost entirely by machine.
 
             
            
              Dynamic Social Networking
 
              Employees are no longer limited to the information provided to them by the organizational hierarchy, or the notes they find in the company newsletter. Collaboration and networking tools enable employees, partners, and customers to dynamically share information about what they are doing, where they are struggling, and what help they need. These tools enable people to dynamically self-organize to understand, analyze, and solve problems, multiple times per day.
 
             
            
              Advanced Digital Capabilities
 
              Emerging advanced digital capabilities include analytics, machine learning, voice recognition, and machine vision. These capabilities may enable entirely new business functions and opportunities, as we have seen with capabilities like Amazon’s Alexa and Tesla’s self-driving cars.
 
             
            
              Digital Transformation
 
              Thanks to digitization, we now have real-time stock trading at the National Association of Security Dealers (NASDAQ), vendor marketplaces like eBay and Amazon, and ride-sharing services like Lyft and Uber. Digitization has disrupted entire industries, including advertising, communication, transportation, and photography (remember Kodak?). These changes have in turn dramatically affected how people do their jobs. Paper processes have given way to e-mail and online collaboration, file cabinets have given way to data warehouses, and clerks and typists have been replaced with customer service representatives and scanning services. Entire organizations have gone paperless – like the United Services Automobile Association (USAA) did in the 1990s – to leverage the benefits of digitization across their businesses and business functions.
 
              Today, digitization coupled with cloud services has led to the rise of the “fully digital, fully virtual” business. A business using only digital technology no longer needs offices, files, on-premise business systems, or warehouses. Employees scattered around the world can come together using internet collaboration tools, develop products, deliver services, and troubleshoot problems without ever meeting face-to-face. Back-end business functions like payroll, collaboration, communication, sales, and customer service can be delivered over the network, along with storage, archiving, and analysis. By fully leveraging digitization, a business can be freed of many of the old constraints on facility, geography, labor force, and community.
 
             
           
          
            What’s at Stake?
 
            John Gall, in his treatise The Systems Bible,4 noted that with complex systems, “the real world is what is reported to the system” and “a system is no better than its sensory organs.” What happens when the entire organization is digital, along with all of its people, connections, collaborations, statuses, and products? In short, everything becomes vulnerable to digital abstraction, digital distortion, and digital attack.
 
            
              [image: ]
                Figure 1.3: Digitization of critical information for the organization introduces cyber risks that must be considered and mitigated.

             
            Digital vulnerability can include corruption, compromise, or deletion of critical data, status, connections, or processes within the digital organization. Depending on the organization, this damage can range from being a minor inconvenience (for the largely non-digital organization) to being an existential threat (for the entirely digital organization). These vulnerabilities translate into organization risks that must be accounted for and considered at an organizational level.
 
            When an organization digitizes, critical information for the organization is converted to digital form and generated, stored, processed, and acted upon digitally. Figure 1.3 depicts examples of such digital information. Critical digital information can include any or all of the following:
 
            
              	 
                Employee Identities. Who employees are, along with their personal information about where they live, where they work, e-mail addresses, and online identities.


              	 
                Employee Payroll. How much money employees make, along with their bank accounts where that money is deposited.


              	 
                Organization Charts. The structure of the organization, including department structures and reporting relationships.


              	 
                Internal Correspondence. Internal communications on potentially proprietary and sensitive topics, as well as commentary and opinions that may be embarrassing if publicly released or taken out of context.


              	 
                Strategy and Financials. Organizational strategic plans and unreleased financial data (particularly for publicly traded organizations).


              	 
                Intellectual Property. Intellectual property such as inventions, products, services, designs, specifications, and processes that may be proprietary to the organization.


              	 
                Products and Services. Details on products and services offered by the organization, including upcoming offerings and competitive intelligence.


              	 
                Pricing and Discounts. Information about pricing for the organization’s products and services, including guidance on sales and discount policies.


              	 
                Sales Metrics. Metrics regarding sales pipelines, revenues, terms, conditions, discounts, refunds, and overall profitability.


              	 
                Customer Lists. Lists of customers and customer contacts, along with information regarding contact points, meetings, schedules, and follow-up actions.


              	 
                Credit Cards and Banking. Details about customer and partner financial accounts, including credit cards, bank accounts, billing cycles, account balances, and payment records.


              	 
                Partnerships. Information about partners and partnerships, including partnership terms and conditions, strategic objectives, shared pipelines, and points of contact.


              	 
                Accounts and Credentials. Login accounts and credentials for customers, partners, and employees that may be used with organization systems and may be exploited elsewhere due to credential re-use.


              	 
                Regulated Data. Other data that may be regulated or restricted by local or national governments. This data may be related to identity, privacy, healthcare, finances, or numerous other protected criteria.


            
 
            Breach, alteration, or destruction of any of this information can result in situations that are awkward, embarrassing, or time-consuming at best. At worst, such damages will be expensive, disruptive, and may be even disastrous to the organization, to say nothing of the careers of its leadership. Digitization, for all of its positive power, introduces new risks to the organization and its business that must be considered and mitigated. These risks include complex computing environments, complicated compliance requirements, and the ever-present lack of sufficient resources to do everything that is required or desired.
 
           
          
            The Rise of Cybercrime
 
            Digitization challenges have led to whole new industries of cybercriminal activity. Why try to rob a bank using guns when the internet enables a cybercriminal to steal using a computer, and from the comfort of the criminal’s own home? With cybercrime (and its cousin, cyber espionage), data is the property, currency, and objective, and such data is often deceptively accessible using the global internet.
 
            In his book Spam Nation,5 Brian Krebs observed that, thanks to weaknesses in the credit card transaction processing system, “cybercrooks [are] hitting one major retail chain after another, laughing all the way to the cash machine.” Brett Kingstone, in The Real War Against America,6 wrote that “the cost to the U.S. economy from the continued theft of our technology may eventually reach more than $250 billion per year.” And Brett’s cost estimates are from more than a decade ago. More recently, the Center for Strategic and International Studies (CSIS) estimated the 2018 global cost of cybercrime to be $450 billion, with another $150 billion per year lost to cyber espionage. That’s real money.
 
            Cybercrimes range from theft of credit card numbers to medical records, bank accounts, user credentials, proprietary technologies, industrial hardware, and military secrets. Many of these thefts are perpetrated by individuals and criminal syndicates, while others are performed by international state-sponsored intelligence agents. Cybercrime is big business, and it is only getting bigger.
 
           
          
            Protecting the Organization
 
            Digitization creates entirely new ways for things to go wrong, creating new business risks that must be considered by leadership alongside other security, operational, and organizational risks. If digitization is so risky, why do it at all? Simple! Because the advantages of digitization and connectivity – agility, speed, cost reduction, quality, resilience, and new capabilities – are so compelling that organizations simply have no alternative if they are to endure and remain relevant. Digitization must be employed, and the organization must find a way to do it “safely” by employing appropriate defenses to protect it. Protection can include many things – often categorized as people, process, and technology factors – for guarding the digital organization and its data from harm.
 
            Protection of digital systems, networks, and data has become an industry unto itself. Just as one can go to the security aisle of the local home improvement store and find locks, keys, cameras, and alarm systems, the cybersecurity industry has created a dizzying array of technologies and capabilities for protecting today’s computers, networks, devices, accounts, and digital data. At an organizational level, cyber protection technologies can approach or even exceed the complexity of the IT systems they are protecting. Protections may include interconnecting digital “walls,” “gates,” sensors, and response components, all working together under the purview of the organization’s cyber defenders. These defensive capabilities generally fall into the following categories.
 
            
              	 
                Preventive: Preventive technologies are the most obvious security measures, since they are intended to prevent malicious activity from occurring. Endpoint security tools can prevent malware from running on protected computers, e-mail filtering can prevent malicious messages from getting through, and network firewalls can prevent malicious network traffic from entering the organization. Prevention is attractive, since it means harmful things are blocked or prevented from occurring.


              	 
                Detective: However, prevention can seldom provide complete protection. An old joke goes that all malicious computer behavior can be prevented, if you just turn the computer off. Any time people are permitted to do things, there will be scenarios where it is possible for malicious behavior to occur, and prevention may not always be feasible, practical, or economical. In those cases, detection can fill the gap by detecting such behavior or its consequences. This detection can then generate an alert for later response by cybersecurity personnel.


              	 
                Response: Once the organization has the ability to detect certain types of malicious behavior, it then needs cybersecurity tools, operational resources, and trained personnel who can mount a response to the detection alert. Responses typically occur when signs of malware, malicious user behavior, or malicious network traffic occur in the organization. Response personnel will then investigate the alert, contain the threat, and remediate the damage that was done.


              	 
                Recovery: When the organization responds to cybersecurity alerts, it may also find that it has to perform recovery actions to restore normal operations after the cyberattack. Computers compromised by malware may need to be removed from the network and then cleaned or re-imaged with known, good software. User accounts may have to be locked and their passwords changed. Malicious network traffic may have to be blocked and their sources and destinations identified. Corrupted data may have to be restored from backups or corrected to remove the corruption.


            
 
            A balanced cyberdefense consists of elements of all four of these categories, working together to prevent, detect, respond to, and recover from a variety of cyberattack scenarios. These scenarios may range from untargeted malware (e.g., viruses, trojan horses, worms, spyware, adware) to nation-state sponsored ransomware attacks. A balanced cyberdefense should be designed to block the most common cyberattacks while also being able to detect and respond to those attacks that slip through the initial defenses. A balanced cyberdefense should also include recovery capabilities that allow the organization to restore its computers, data, IT systems, and applications, should a failure occur. An all-hazards defense will include robust cyberdefense capabilities that can help protect and restore IT systems against a wide range of possible hazards, ranging from remote cyberattacks to natural disasters.
 
           
          
            The People Factor
 
            People are, simultaneously, both the strongest and the weakest link in any defense. Looking at their weaknesses, humans are fallible, error-prone, and easily distracted. They are also good-intentioned, helpful, and hesitant to disagree. These human characteristics are anathema to operating a disciplined and rigorous defense, particularly one that must resist attack from malicious and professional attackers who are intent on achieving success at any cost.
 
            Ironically, one of the greatest challenges in effective cyberdefense has to do with managing the complexity of the defense itself. In his book The Mythical Man-Month,7 Frederick P. Brooks Jr. points out that complex systems have an irreducible number of errors – for every glitch one fixes, the fix introduces other bugs or glitches. What does Brooks’ observation have to do with cyberdefense? Everything!
 
            
              
                No complex cyberdefense system can be expected to perform perfectly, all the time – especially when the system is created, installed, maintained, and operated by people.

              

            
 
            Cyberdefenses must be designed around the assumption that failures will occur. E-mail will bypass screeners; malware will evade anti-virus software; network connections will be allowed to traverse the network; and cyberdefenders will miss alerts. Things are going to go wrong, and people are going to make mistakes that cause the first-line cyberdefense to fail.
 
            What happens after the first line of cyberdefense fails? Is there a second line of cyberdefense? How about a third line of cyberdefense? The most effective organizations will have answers to these questions, so that a single failure or a single mistake is the beginning of the defense, not the end.
 
           
          
            Real-World Cyber Failures
 
            In practice, cyberdefense seldom works out so elegantly that layers of defenses seamlessly interact with each other and their human masters, blocking cyberattackers at every turn while keeping employees, partners, and customers safe every day. While the reality is that every day, millions of cyberattacks are in fact thwarted successfully, it only takes a couple of failures to make headlines and affect millions of people. In a world where a person’s entire genetic code can fit onto a portable drive, cyberattackers can easily obtain and extract records for millions or even billions of individuals in a single cyberattack. These records may be as simple as an e-mail address, as secret as a password, or as comprehensive as a complete medical or financial history. Figure 1.48 is a ten-year summary of 288 breaches, where each breach consisted of more than 30,000 records per breach. Combined, these breaches exposed over 28 billion records.
 
            
              [image: ]
                Figure 1.4: Cyberattacks have exposed over 28 billion records containing e-mail information, social security numbers, credit card information, health, and personal information.

             
            As shown in the lower left of Figure 1.4, the breaches are broken into the following five categories of breach:
 
             
              	 
                E-mail and online information

 
              	 
                Social Security Number (SSN) and personal details

 
              	 
                Credit card information

 
              	 
                Health and personal records

 
              	 
                Full [record] details

 
            
 
            Each cell counts millions of breached records, by two consecutive calendar years. Some of these breaches involved credit card numbers or banking information and were most likely perpetuated by cybercriminals looking to use that information for fraudulent transactions. Some breaches involved usernames and passwords and may have been performed by hackers looking to use those passwords to access other, more profitable accounts (since people often reuse passwords for multiple online accounts). Some breaches involved health care information, which tends to be a treasure trove of highly personal data, as well as financial details. Finally, some breaches involved potentially embarrassing personal information; this information might be used to blackmail individuals to get their cooperation.
 
            
              
                Most breaches involved social security numbers and e-mail – approximately 22.5 billion records.

              

            
 
            Figure 1.59 shows further analysis of the data in Figure 1.4, considering the primary origins of the breaches that occurred.
 
            
              [image: ]
                Figure 1.5: Cyberattacks are due, in part, to poor security, accounts being hacked, people making mistakes, people losing devices, and people inside the organization conducting malicious attacks.

             
            As shown in the lower left of Figure 1.5, the breaches are broken into the following five categories of primary origins:
 
             
              	 
                Poor security

 
              	 
                Hacked (accounts/devices being hacked)

 
              	 
                Oops! (people making mistakes)

 
              	 
                Lost device (people losing devices)

 
              	 
                Inside job (people inside organization conducting malicious attacks)

 
            
 
            Each cell counts millions of breached records, by two consecutive calendar years. The totals may not match Figure 1.4 perfectly, due to rounding and other factors. As can be seen in the table, these breaches range from thousands of records to millions of records to over a billion records for the largest breaches. Organizations under attack include those with less than a few dozen people to thousands of people to international organizations with tens of thousands of people. Market sectors attacked include energy, industrials, consumers, health care, financials, information, telecom services, the government, utilities, education, and others.
 
            
              
                Most breaches involved hacked accounts and poor security – approximately 25.4 billion records.

              

            
 
            In general, the number of exposed records continues to trend upward, even with an increased emphasis on implementing sophisticated cyberdefenses and increasing societal cyber awareness. As things get more complicated, the likelihood of exposing records increases, despite all the attention.
 
           
          
            What Does It All Mean?
 
            As Bruce Schneier pointed out in his book Data and Goliath,10 “the benefits of computers knowing what we’re doing have been life-transforming … [but] … the threats of surveillance are real, and we’re not talking about them enough.” What happens when:
 
            
              	 
                Apple or Google is tracking everywhere you go, every day, thanks to your mobile phone reporting its location to them?


              	 
                Yahoo is analyzing every e-mail you send or receive for its advertising potential?


              	 
                Facebook is analyzing your social network to understand which of your friends is most influential on your behavior, and then is suggesting to its advertisers that they reach out to your friends to try to turn you into a buyer for their products?


              	 
                These surveillance capabilities are applied to your friendships, your preferences, or your politics?


              	 
                This so-called “private” data ends up in the hands of criminals, unfriendly states, or is simply published on the open internet, for everyone to see?


            
 
            These possibilities are endless, and frightening.
 
           
         
      
       
         
           
            Chapter 2 Ever-Present Cyber Threats
 
          
 
          Once an organization becomes digital, it is transformed both for better and for worse. For better, because it is more agile, more responsive, and more capable than it ever was before. For worse, because those same transformative digital capabilities introduce a new vulnerability … to cyberattack. With this new vulnerability comes new questions, new concerns, and new risks. What threats do cyberattacks pose to digital organizations? Who are the hackers carrying out these cyberattacks? What do these hackers want? How are they making money? How do they accomplish their goals? What do their real-world cyberattacks look like? How do organizations’ cyberdefenses counter their attacks? These questions, and their answers, help us to better characterize the hackers we are up against, how they operate, and what we can do about them.
 
          This chapter explores ever-present cyber threats and the people behind those threats. It considers the different types of hackers, their motivations, and objectives. It describes the objectives hackers may have against their victims and the methods they may use to accomplish their objectives. It examines the challenge of identifying cyberattackers (the attribution problem), and why enforcement action against hackers is so difficult (the prosecution problem). It illustrates what real-world cyberattacks look like when perpetrated by real-world hackers against real-world victims to accomplish real-world objectives. The chapter then examines how cyberdefenses may seek to disrupt, detect, delay, and defeat these cyberattacks before they can be successful. By thoroughly understanding these threats, an organization can focus its attention on the defensive techniques that may be most helpful or promising.
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