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          Abstract
 
          Digital forensics is a process of interpreting electronic or digital data to preserve any kind of evidence. Forensic investigation is done by storing, categorizing, and authenticating information to understand a sequence of events. The objective of acquiring this information is to get empirical evidence against hackers and intruders. For example, in forensics involving operating systems, we can swap pages or scan deleted files to obtain useful information. This chapter reviews the work being done in various domains of digital forensics, highlighting the need for these forensic tools to investigate and interpret evidence. Authors review many open-source forensic tools that can help professionals and experts to perform forensic investigations on data obtained from operating systems, networks, computers, and other devices. This is further highlighted with a case study, which makes use of two forensic tools – Autopsy and Wireshark – to analyze files and network traffic, respectively. Finally, this chapter focuses on future directions and research work being carried out in forensic investigations.
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            1 Introduction
 
            Digital forensic investigation is the part of measurable learning that incorporates the ID, recuperation, examination, approval, and introduction of realities regarding advanced proof found on PCs or comparable advanced stockpiling media gadgets. Probably the most significant danger confronting organizations and enterprises today is cyber-assaults and risks [1]. It could even be considered as a demonstration of cyber psychological oppression, in which a remarkable effect can be felt in both concerning cost and human feeling [2]. At whatever point something like this happens, two of the most widely recognized inquiries that get posed are: How could it occur? And by what means could this be prevented from happening again later? There are no straightforward responses to this, and relying upon the seriousness of the cyber-assault, it could take weeks and even longer time to decide the reactions to these two inquiries.
 
            
              1.1 Learn digital forensics
 
              The awareness of digital forensics evolved into manufacturing an establishment of information and abilities around PC criminology. The main points of focus are email and program crime scene examination, network crime site analysis ideas, and many more [3]. The task of crime scene investigation becomes possibly the most critical factor in today’s world. For instance, any leftovers of the cyber-assault and any evidence collected at the site should be gathered and investigated [4].
 
              It is important to remember that the area of crime scene investigation, particularly as it categorizes with Information Technology, is exceptionally expansive and contains many sub-strengths [5]. These encompass advanced legal sciences, portable crime scene investigation, database criminology, intelligent access legal sciences, and so forth, to simply name a few. This chapter gives an outline of the field of PC crime scene investigation. The focus is basically on what it is about, its significance, and the general advances that are associated with leading a PC criminology case [6].
 
             
            
              1.2 Definition of digital forensics
 
              The term “legal sciences” means applying a type of reasonable process for the collection, investigation, and introduction of gathered proofs. All evidence is meaningful when a cyber-assault has occurred [7].
 
              When a cyber-assault happens, gathering all significant proof is of extreme significance to address the inquiries which were raised in the above statement [8]. It is important to remember that the legal sciences inspector/specialist is exceedingly intrigued by a specific bit of proof, which is referred to explicitly as “idle information.”
 
              In the cybersecurity world, these sorts of information (otherwise called “encompassing information”) is not effortlessly observed or open upon first look at the location of a cyber-assault. It takes a much different degree of examination by the PC crime scene investigation master to uncover them [9]. This information has numerous utilizations; however, access to it is very restricted.
 
             
            
              1.3 Need for forensic sciences
 
              The significance of PC legal sciences to a business or an organization is enormous [10]. For example, there is regular reasoning that the use of safeguard devices like firewalls and switches is enough to impede any cyber-assault. To the security expert, the person in question realizes this is false, given the amazingly refined nature of the present cyber programmer. This reason is additionally false from the viewpoint of PC legal sciences. While these bits of equipment do give data in a specific way concerning what is unfolded in a cyber-assault, they don’t have that more profound layer of information needed to give those insights concerning what precisely occurred [11]. This underscores the requirement for the association additionally to execute those security components (alongside equipment above), which can give these bits of information (instances of this are security gadgets that utilize human-made consciousness, AI, business examination, and so on.).
 
              Along these lines, conveying this sort of security model in which the standards of PC crime scene investigation are likewise embraced is additionally alluded to as “Barrier in Depth.”
 
              With some information, there is a lot more significant likelihood that the proof introduced will be considered acceptable in an official courtroom, consequently bringing the culprits who propelled cyber-assault to equity [12].
 
              Likewise, by joining the principles of a “Resistance in Depth,” the business or organization can come into consistency promptly with the government enactments and orders (for example, those of HIPAA, Sarbanes-Oxley). They necessitate that numerous types and sorts of information (even inactive information) be filed and put away for review purposes. On the off chance that an element flops any consistent measures, they can confront severe budgetary punishments [13].
 
             
            
              1.4 Expertise in digital forensics
 
              To fill in as a scientific science expert, a competitor ought to have, at any rate, a four-year college education in criminological science or a characteristic science. Measurable science programs offer different regions of specialization, and advanced science is one of them. Even though four-year college education programs are the base, numerous businesses lean toward people who have ace degrees [14, 15].
 
              Students with understudies in a measurable science program with a computerized legal accentuation may finish courses in cybersecurity, computerized criminological innovation, and practices, propelled criminology, and critical thinking in cybersecurity, among others. Numerous schools and colleges offer scientific science programs through distance learning [16].
 
              Most measurable experts are required to finish hands-on preparation before really beginning their professions. This is where people get an advantage, from actual work understanding at work. As significant for what it is worth to have a degree right now, reports suggest that probably not enough. What is more, the competitor ought to have the accompanying abilities.
 
              
                	 
                  Analytical abilities: The applicant must have the right stuff expected to dissect and take care of an issue.


                	 
                  Computer/tech abilities: Because most of the advanced scientific work is based around PCs, the up-and-comer must be comfortable with PCs, PC programming, and comparable fields.


                	 
                  Knowledge of cybersecurity: Digital or criminological science is tied in with unravelling Cyber Crimes, so, significantly, the individual knows about settling wrongdoings as well as how to forestall them.


                	 
                  Organizational aptitudes: The scientific professional must be sorted out genuinely and intellectually so the person in question can compose information and present it to other people.


                	 
                  Communication aptitudes: The competitor must have the option to convey unreservedly because the person in question will most likely be a piece of a group.


                	 
                  The longing to learn: Technology keeps on developing, and the computerized tech must be willing and ready to stay aware of preparing to vary.


              
 
             
            
              1.5 History of digital forensics
 
              It is difficult to pinpoint when the PC wrongdoing scene examination began. Most authorities agree that the field of PC criminology began to progress more than 30 years back. The region began in the United States, in gigantic part when law usage and military operators started seeing culprits get specific. In the end, the fields of information security, which base on guaranteeing information and assets, and PC lawful sciences started to interlace [17].
 
              All through the next decades, and up to today, the field has exploded. The law prerequisites and the military continue having tremendous vicinity in information security and the PC logical field at the area, state, and government level. Private affiliations and ventures have gone with a similar example – using inner information security and PC criminological specialists or employing such specialists or firms, subordinate upon the circumstance. The private legal industry has watched the prerequisite for PC quantifiable evaluations in like manner authentic discussions, causing an impact in the e-disclosure field [18].
 
              The PC criminological field keeps on developing regularly. An ever-increasing number of substantial legal firms, boutique firms, and private agents are picking up information and involvement with the ground. Programming organizations keep on creating more up-to-date and progressively vigorous scientific programming programs [19]. Also, law requirements and the military proceed to distinguish and prepare increasingly more of their workforce in the reaction to violations, including innovation [20].
 
             
           
          
            2 Objectives of digital forensics
 
            There are many objectives of digital forensics, some of which are the following:
 
            
              	 
                It helps with suggesting the objective behind the crime and personality of the principal criminal.


              	 
                Planning strategies at a speculated crime site helps you to guarantee that the evidence obtained is not defiled.


              	 
                To professionalize and propel the study of digital security, computerized and PC crime scene investigation, and different territories of criminology.


              	 
                To give a reasonable, positive procedure for confirming the competency of digital security, advanced and PC legal sciences inspectors.


              	 
                To set high legal sciences and moral principles for digital security, computerized and PC crime scene investigation, analysts.


              	 
                To direct innovative work into new and developing advances and techniques in the different fields of legal sciences.


              	 
                To give digital security, computerized and PC crime scene investigation also prepare program (formal preparing, enrolment, courses, workshops, and gatherings) that will provide individuals with the competency to know about the present and create standards and to ensure digital security.


              	 
                Providing a comprehension of the specialized ability of programmers and the countermeasures against such malevolent assaults help the federal, state, and local governments, the private area, budgetary organizations, law requirement offices, the judiciary, and people in the anticipation and discovery of digital security.


              	 
                To distribute articles in the print and electronic media on computerized and PC legal sciences.


            
 
           
          
            3 Types of forensics and related work
 
            Digital forensics needs the following steps:
 
            
              	 
                Identification


              	 
                Preservation


              	 
                Analysis


              	 
                Documentation


              	 
                Presentation


            
 
            Identification involves finding the presence of evidence, where and how it is stored. Storage could be on mobile phones, PDAs, and computers. Preservation is the isolation and preservation of data, also the prevention of tampering with the digital evidence and storage media. This is followed by the reconstruction of data fragments to conclude what has been found.
 
            Here, the investigation agents redesign the piece of data and get inferences based on evidence found. It takes much time to identify the evidence and affirm the proprietors of crime. Next, a record is created for all the data collected. The involvement of proper documentation and the use of sketching and crime scene mapping can help to recreate the crime scene. At last, the process of documentation and presentation of inferences is made.
 
            Digital forensics into various types:
 
            
              	 
                Disk forensics: In this type of forensics, data is extracted from storage media by searching for deleted, archived, and modified files. This can help in the identification and collection of evidence.


              	 
                Network forensics: In this type of forensics, computer network traffic is monitored and analyzed to collect evidence [21, 22]. This is used for gathering information, evidence, and detection of intruders. Authors describe the OSCAR [23] methodology for network forensics, which is an acronym, where O stands for Obtaining information (getting general data about the incident and the situation it occurred in including the date and time). The main tasks should be written down, and priority should be assigned. S stands for Strategize, which deals with the planning part. Prioritization should be done once evidence is acquired. This is done by giving the explosiveness of sources and their value to the process of search. C stands for Collect Evidence, which involves gathering evidence based on the planning done in the previous stage. D stands for Documentation, as it is necessary to safely guard and log the accesses made to systems as well as the actions taken. The last letter R stands for the report, in which the results of the investigation are conveyed to the client. The report should be understandable by even non-technical people.


              	 
                Wireless forensics: This comes under network forensics, and it aims to make use of tools to capture and analyze information and traffic from wireless networks [24].


              	 
                Database forensics: It concerns the research and analysis of databases and their related metadata.


              	 
                Email forensics: It involves the recovery of emails, including the deleted ones from the inbox, contacts [25], etc. With the growth in e-commerce and digitalization, it is essential to protect ourselves from fraudulent emails. Emails have become a primary means of communication among people. Thus, it is essential to have email forensics to analyze what is going on. The different types of crimes in emails are as follows: 

                
                  	
                    Phishing [26]: It is an attempt to obtain an individual’s information such as usernames and passwords, by disguising oneself as a trustworthy identity. Emails usually contain links that can redirect a user to a suspicious website. Thus, the redirection of traffic is a malicious intent to steal a user’s sensitive data.


                  	 
                    Pharming: Done using counterfeit emails that redirect the receiver to anonymous websites.


                  	 
                    Spoofing- In this, the user gets a mail, and he/she believes it is from a reliable source. But it is from an unknown user who uses a forged address to mail the user.


                


              	 
                Memory forensics: It works by gathering information from system memory (system registers, cache, RAM) so that raw dump can be used to analyze the data [27]. This sort of examination comes in handy when the intruder does not write data to a non-volatile storage of the system during the attack as it can help to recover encrypted keys of hard drive and network connections. It can also help to trace previous network connections in parts of memory that are free but not overwritten or check if network interfaces are being used in promiscuous mode.


            
 
            Figure 1 shows the different kinds of forensic techniques available today.
 
            
              [image: ]
                Fig. 1: Categories of forensics.

             
            Thus, it is an essential branch of digital forensics, complementing other methods such as network forensics [26] as it can help to recover encrypted keys of hard drive and network connections. It can also help to trace previous network connections in parts of memory that are free but not overwritten or check if network interfaces are being used in promiscuous mode.
 
            
              	 
                Mobile phone forensics: It, for the most part, manages the assessment and examination of mobile phones [27]. Utilizing this, we can get hold of contacts, call logs, sent messages, recordings, and so on. Mobile phone crime scene investigation is a part of computerized criminology that assists with gathering advanced information from a portable under forensically stable conditions. Portable can refer to different gadgets, too, for example, workstations and tablets. Mobile phone legal sciences can be trying for a few reasons: It might be hard to isolate a gadget from the system. Most cell phones can associate utilizing GSM, Bluetooth, and so forth. They may reconnect progressively on the off chance that essential availability comes up short. Batteries might be non-removable, or encryption may prompt challenges in obtaining information. Standard interface devices, for example, console or screen, may not be available. In this way, a wide assortment of apparatuses is expected to burrow information from mobile phones.


              	 
                Cloud forensics: Cloud forensics includes the use of digital forensics with cloud computing [28]. Thus, various tools can be used to investigate crimes committed over the cloud. As data is spread between various data centers to ease load-balancing and scalability issues, data needs to be indexed efficiently. This would help to prevent duplication and improve performance. Thus, examination becomes easier as pieces of evidence left by attackers are difficult to destroy [29].


              	 
                Cyber forensics: It involves the analysis of any kind of crime committed over the internet. Cyber Crimes can be committed against a person or property. It can also be done against a government. Thus, cyber forensics helps to counteract any such activities.


              	 
                Operating system forensics: An OS is present in all computers as well as handheld devices. Thus, it is essential to have such tools that can monitor any kind of activities going on [30]. This ensures that no malicious acts take place and, thus, no data loss.


            
 
            Nowadays, digital evidence is required to trace any kind of illegal activities like phishing, espionage, and illegal downloads. Various tools [31, 32, 33, 34, 35] are being used to incorporate IT systems with the facility of tracing the footsteps of intruders. Security measures applied to computers as well as handheld devices can help to protect from any cyber-attacks [36]. Autopsy [37] is one of the software tools used by law firms and the military to gather digital proofs against any attack. It has a GUI named Sleuth Kit, a Unix and Window library for forensic investigation. It becomes more comfortable as the results of the analysis and examination are displayed on the GUI. An Autopsy is commonly used when multiple files and machines are being worked upon, and a central location is used for storing data. Software like SQL can be further used for accessing such stored information. The integrity of evidence can be maintained by performing hashing. It is available free of cost and has a simple GUI to operate.
 
            The use of the MD5 hash function for each file makes sure that the integrity of evidence is maintained [38]. This would also make search faster on the disk. While data can be previewed dynamically, recovered files can also be deleted.
 
            The networks become complicated with time, and many assaults become active to take data and seize machines. In the case of network forensics [65], it is essential to capture packets across the network. Therefore, tools like Wireshark come in handy. Wireshark helps to capture such packets and analyze them so that any attack can be detected. It plays an essential role in network forensics. It can monitor the IP and MAC addresses across the network. TShark is the GUI of Wireshark used to see the caught packets. It has become a popular sniffing tool [31]. Sometimes, investigators re unable to find relevant data when undercover investigations are going on. Section 4 describes some other popular forensic tools commonly used by forensic experts in investigations [61, 62].
 
           
          
            4 Popular forensic tools used for investigations
 
            
              4.1 X-ways forensics [34]
 
              It is a propelled stage for computerized legal sciences inspectors. It runs on all accessible renditions of Windows. It professes not to be very asset hungry and to work productively. If we talk about the highlights, locate the key highlights are capacity to peruse record framework structures inside different picture documents, programmed location of erased or lost hard plate segment, different information recuperation systems, and ground-breaking record cutting, information validity, memory, and RAM examination and more [63].
 
             
            
              4.2 Library recon [39]
 
               
                It is a well-known vault investigation device. It extracts the library data from the proof and afterwards reconstructs the vault portrayal. It can reconstruct libraries from both present and past Windows establishments.
 
              
 
             
            
              4.3 The sleuth kit (Autopsy) [40]
 
              It is a Unix- and Windows-based tool which helps in the criminological assessment of PCs. It goes with various mechanical assemblies, which helps in crime scene examination. These devices help in analyzing circle pictures, acting start to finish assessment of record systems, and various things. An Autopsy is not hard to use, a GUI-based program that grants us to stall hard drives and PDAs gainfully. It has a module plan that makes us find add-on modules or make custom modules in Java or Python.
 
             
            
              4.4 Xplico [41]
 
              Xplico is a system crime scene investigation examination instrument, which is programming that reproduces the substance of acquisitions performed with a bundle sniffer (for example, Wireshark, tcpdump, Netsniff-ng). Xplico can remove and remake all the Web pages and substance (pictures, records, treats, etc.). It is an open-source arrange scientific examination device. It is fundamentally used to separate valuable information from applications that use the Internet and system conventions. It bolsters the more significant part of the well-known conventions of internet protocols. Yield information of the apparatus is put away in the SQLite database of the MySQL database. It additionally underpins IPv4 and IPv6.
 
             
            
              4.5 Volatility framework
 
              This was introduced by the BlackHat and used for memory examination and crime scene investigation. Its structure of unpredictability acquaints individuals with the intensity of breaking down the runtime condition of a framework by utilizing the information found in unstable capacity (RAM). It additionally gave a cross-stage, secluded, and extensible stage to empower further work in this region of research. It has become a necessary computerized examination apparatus dependent upon law implementation, military, scholarly world, and business specialists all through the world.
 
             
            
              4.6 Coroner’s toolkit [42]
 
              This is likewise a decent advanced legal examination apparatus. It runs under a few Unix-related working frameworks. It very well may be utilized to help the investigation of PC catastrophes and information recuperation.
 
             
            
              4.7 Oxygen forensic suite [43]
 
              It is terrific programming to gather confirmation from a mobile phone to help in cases. This apparatus helps in procuring device information (tallying creator, OS, IMEI number, consecutive number) and contacts (messages, SMS, MMS), and recover deleted messages, call logs, and calendar information. It is like a manner that permits you to get to and analyze mobile phone data and files. It makes direct reports for superior comprehension.
 
             
            
              4.8 Mass extractor [44]
 
              It is additionally a significant and well-known advanced legal sciences apparatus. It filters the circle pictures, records, or catalogue of documents to remove valuable data. Right now, it overlooks the record framework structure, so it is quicker than other accessible, comparable sorts of apparatuses. It is fundamentally utilized by insight and law organizations in comprehending digital wrongdoings.
 
             
            
              4.9 Mandiant redline [45]
 
              It is a famous tool for memory and document examination. It gathers data about running procedures on a host, drivers from memory, and accumulates other information like meta information, vault information, assignments, administrations, organizes data, and internet history to construct an appropriate report.
 
             
            
              4.10 PC online forensic evidence extractor (COFEE) [46]
 
              This tool is created for PC scientific specialists. This tool was created by Microsoft to accumulate proof from Windows frameworks. It very well may be introduced on a USB pen drive or hard outer circle. Plugin the USB gadget in the objective PC, and it begins a live investigation. It accompanies 150 different apparatuses with a GUI-based interface to order the tools. It is quick and can carry out the entire investigation in as not many as 20 min. To law authorization offices, Microsoft offers free specialized help for the apparatus.
 
             
            
              4.11 P2 eXplorer [47]
 
              It is a measurable picture mounting device that expects to help research officials with an assessment of a case. With this picture, you can mount criminological pictures as a read-just neighborhood and physical circle and afterward investigate the substance of the picture with document explorer. You can view erased information and the unallocated space of the picture.
 
              It can mount a few pictures one after another. It works on the more significant part of the picture groups, including EnCasem, safe back, PFR, FTK DD, WinImage, Raw pictures from Linux DD, and VMWare pictures. It underpins both coherent and physical picture types.
 
             
            
              4.12 Cellebrite UFED [48]
 
              Its arrangements present a bound together work process to permit analysts, examiners, and specialists on call for gathering information, and ensure and act definitively on portable information with speed and precision – while never trading off one for the other. The UFED Pro Series is intended for measurable inspectors and agents who require the most extensive, state-of-the-art portable information extraction and the unravelling of new information sources. The UFED Field Series is intended to bring together work processes across the field and lab, creating it conceivable to view, retrieve, and offer versatile information using in-vehicle workstations, PCs, tablets, or a protected, self-administration stand situated at a station.
 
             
            
              4.13 XRY [49]
 
              It is the versatile criminology tool created by Micro Systemin. It is utilized to dissect and recoup critical data from cell phones. This tool accompanies an equipment gadget and programming. It acts as an interface between cell phones and PCs for the purpose of investigation and extraction of information. It is intended to recuperate information for the criminological investigation.
 
             
            
              4.14 HELIX3 [50]
 
              It is the advanced criminological suite made to be utilized in episode reaction. It accompanies many open-source advanced crime scene investigation tools, including hex editors, information cutting, and secret key splitting devices.
 
              This tool can collect data from memory, client accounts, logs, Windows Registry, applications, drivers as well as Internet records.
 
             
           
          
            5 Utilizations for computer forensic tools
 
            After exploring your framework, you are going to need to make sense of how the intrusion was done so you can keep it from happening once again. On the off chance, you figured out how to move beyond your current electronic guards. At that point, there is a loophole or opening in your security shield someplace [48]. It may not quickly be evident where this opening is, mainly if it is acceptable about concealing tracks. Criminological tools can assist you with backtracking their computerized strides and discover the gaps so you can fix them up [64].
 
            
              5.1 Tidying up and rebuilding
 
               You must make sense of precisely what the assailants did, so you know how broad the harm is and can take reasonable action. You would prefer not to miss any hacked servers or secondary passage accounts. Utilizing criminological apparatuses can assist you with making sense of where the bodies are covered, as it were. On the off chance that the assailant erased documents, you might have the option to recuperate some of them utilizing scientific devices [51].
 
             
            
              5.2 Criminal investigation
 
               If the harm done by an assailant is sufficiently extreme, you might need to think about squeezing criminal allegations. Straightforward Web defacing or interruptions, for the most part, do not merit seeking after because of the significant expenses included. In any case, if your foundation or corporate notoriety was substantially harmed, at that point, you might need to document criminal accusations against your aggressor. Your insurance agency may necessitate that you record a police report to make a case. Legal devices assist you with recognizing your assailants so you can report them and give the proof to indict them [52].
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