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          Preface
 
          Over the last couple of decades, new technologies such as cloud computing, cloud security, service-oriented technology, Internet of things, and high-performance computing emerged were increasingly integrated into manufacturing. At the same time, there were some challenges with the existing networked manufacturing models in their popularization and application, such as application service provider and manufacturing grid, and the above-mentioned new technologies held a great deal of potential in addressing the challenges. In particular, cloud computing provided critical inspirations for manufacturing applications in terms of commercial model and technology. In this case, a natural question people might ask is: how to use these technologies to overcome issues with existing manufacturing models and meet new requirements of the manufacturing industry? As an answer to this question, a new manufacturing paradigm known as cloud manufacturing was proposed in 2010, which aimed to combine cloud and other enabling technologies to solve more complex manufacturing problems and carry out larger scale collaborative manufacturing.
 
          The aim of cloud manufacturing is to provide manufacturing services to consumers over the Internet in an on-demand way. Cloud manufacturing extended the idea of “computing as a service” in cloud manufacturing to “manufacturing as a service.” Service management and scheduling are core technologies for implementing the concept of “manufacturing as a service.” Service management in this book encompasses issues ranging from service construction, credibility evaluation to service composition. Broadly speaking, scheduling also belongs to service management. But considering that scheduling is a research area with a long history of study and is also an important research issue in cloud manufacturing, it is treated as a separate subject in this book. This book consists of 13 chapters.
 
          Chapter 1 gives a brief introduction to cloud manufacturing, including the background, concept, connotation and definition, technology system, and architecture of cloud manufacturing. Future perspectives of cloud manufacturing with respect to academic research and industrial implementation are also presented. The aim of Chapter 1 is to provide an overview of cloud manufacturing and help readers understand the importance of service management and scheduling in cloud manufacturing.
 
          In Chapter 2, issues of service construction in cloud manufacturing are addressed, including mainly perception, access, virtualization, and servitization of manufacturing resources. This chapter describes how cloud services in cloud manufacturing are created, which solves the problem of where services in cloud manufacturing come from, and thus lay a foundation for service management and scheduling.
 
          Chapter 3 deals with the issue of service credibility evaluation in cloud manufacturing, which is an important aspect of service management in cloud manufacturing. An index system, an evaluation predication model, and two evaluation methods of service credibility are presented. Service credibility evaluation acts as the basis of service management and scheduling in cloud manufacturing as only credible services can be willingly used by consumers.
 
          Chapter 4 focuses on service composition in cloud manufacturing and proposes a number of service composition models and methods, including correlation-aware service composition, Gale–Shapley algorithm-based quality of service (QoS)-aware service composition, clustering network-based service composition, and deep reinforcement learning-based service composition. As in cloud manufacturing, services are frequently needed to be combined to fulfill a manufacturing task, and service composition is an essential technique for cloud manufacturing. This chapter provides several alternative methods for service composition in cloud manufacturing.
 
          Chapter 5 presents an overview of scheduling in cloud manufacturing, including procedure, typical characteristics, and related scheduling issues (e.g., scheduling in cloud computing, workshop scheduling, and supply chain scheduling). Research challenges and methodologies are also discussed and analyzed. This chapter helps readers gain a general understanding of the scheduling issue in cloud manufacturing.
 
          Due to task aggregation and continuous task arrivals, scheduling in cloud manufacturing is multitask-oriented, which means that multiple tasks need to be scheduled for achieving some objectives. Chapter 6 addresses multitask-oriented scheduling in cloud manufacturing, focusing on modeling and analysis of multitask scheduling in cloud manufacturing. Firstly, an extensible model for multitask-oriented service composition and scheduling model is built, and then a workload-based multitask scheduling model is proposed and analyzed. Many issues need to be addressed for multitask scheduling in cloud manufacturing in the future, and this chapter can provide some reference for research on this subject.
 
          Intelligent optimization algorithms such as genetic algorithm and ant colony optimization algorithm are frequently employed for solving scheduling issues in cloud manufacturing. Chapter 7 focuses on intelligent optimization algorithm-based scheduling in cloud manufacturing. Two intelligent algorithms are proposed for solving the multitask scheduling issue, which are based on genetic algorithm and ant colony optimization, respectively. Results have shown that the proposed algorithms are able to solve the multitask scheduling issue in cloud manufacturing.
 
          Multiagent technology provides an effective way for addressing scheduling issues in cloud manufacturing. The distributed nature of multiagent systems is also in line with that of a cloud manufacturing system. Chapter 8 addresses scheduling issues in cloud manufacturing using multiagent technology. Procedure, characteristics, and requirement for scheduling in cloud manufacturing are firstly analyzed. A multiagent architecture for scheduling in cloud manufacturing is proposed, and scheduling in cloud manufacturing with dynamic task arrivals is addressed. Then, a detailed multiagent architecture for platform-based manufacturing systems (e.g., a cloud manufacturing system) is proposed. An extended contract net protocol for multitask scheduling is designed. In the future, multiagent technology combined with reinforcement learning (i.e., multiagent reinforcement learning) has great potentials in solving scheduling issues in cloud manufacturing.
 
          Chapter 9 deals with simulation-based dynamic service scheduling in cloud manufacturing. Firstly, modeling and simulation of the logistics service selection issue is addressed, and then a simulation model of dynamic service scheduling in cloud manufacturing is given. Secondly, this chapter analyzes different production models of cloud manufacturing enterprises and proposes three different trigger modes of the production process in cloud manufacturing.
 
          Deep reinforcement learning is an emerging artificial intelligent technology and has been frequently applied to solve scheduling problems in manufacturing and other fields. In Chapter 10, firstly, the six-dimensional description of the cloud manufacturing scheduling problem is presented, and then a four-layer deep reinforcement learning-based framework for scheduling in cloud manufacturing is proposed. In particular, a deep reinforcement learning-based model for online single-task scheduling is established and analyzed.
 
          How to ensure the credibility of scheduling solutions (i.e., a scheduling solution is said to be credible if it is able to function as expected) is one of the challenges for scheduling in cloud manufacturing. Chapter 11 deals with the credible scheduling issue in cloud manufacturing based on IoT, edge computing, and blockchain technologies. Reliable physical resources and real-time exchange through IoT and blockchain technologies enable credible scheduling processes and service transactions in cloud manufacturing.
 
          Knowledge is an indispensable part of cloud manufacturing and plays an important role in service management and scheduling. Therefore, there is a need to discuss knowledge-related issues from the perspective of service management and scheduling. Chapter 12 focuses on service management-oriented knowledge in cloud manufacturing, discussing knowledge connotation, knowledge classification, knowledge representation, knowledge evolution, analyzing the relationship between knowledge and service in cloud manufacturing, and finally, describing knowledge acquisition and representation methods and knowledge management scheme in detail.
 
          Chapter 13 presents an outlook of service management and scheduling in cloud manufacturing, including discussing issues to be addressed in the future, as well as research challenges and directions in this particular subject area.
 
          These 13 chapters provide an overview of some recent advances and achievements in service management and scheduling in cloud manufacturing, especially scheduling of production and machining services. We believe that this research field will continue to be active for years to come.
 
          The contents of this book are based on research conducted by the authors and some students during the past decade. The students are Jin Cui (Chapter 3), Hua Guo (Chapter 4), Feng Li (Chapters 4 and 7), Longfei Zhou (Chapter 9), Anrui Hu (Chapter 12), Xiaoqian Wen (Chapter 4), and Jingxin Zhang (Chapter 11). Some other students helped in compiling and proofreading: Fei Wang (Chapter 1), Kunyu Wang (Chapters 2, 3, and 11), Yaoyao Ping (Chapters 5, 8, 9, 10, and 13), Siyang Yuan (Chapter 6), and Haifeng Zhang (Chapter 4).
 
          Finally, the authors would like to express their appreciations to De Gruyter and Tsinghua University Press Limited for supporting this book project and would especially like to thank Ms. Yiling Wang from Tsinghua University, project coordinator, for her patience, constructive assistance, and earnest cooperation. We hope that readers find this book informative and useful.
 
         
      
       
         
          1 Introduction to cloud manufacturing
 
        
 
         
          This section presents a brief introduction to cloud manufacturing, including its background, definition, technology system, and platform or system architecture.
 
          
            1.1 Background
 
            Introducing the concept of cloud manufacturing was originally driven by the development requirement of China’s manufacturing industry, motivated by problems with the existing networked manufacturing models, inspired by the new development trends of the manufacturing industry, and enabled by nascent technologies in the early 2000s: (1) China’s manufacturing industry faced a series of challenges, and it was urgent to address the challenges, (2) existing networked manufacturing models could not effectively address the challenges because there were some problems with them. The further development of China’s manufacturing industry called for new manufacturing models; (3) new development trends of the manufacturing industry emerged and pointed out new directions for China’s manufacturing industry; and (4) emerging technologies, cloud computing in particular, provided important enabling technologies and inspirations for introducing the concept of cloud manufacturing.
 
            
              1.1.1 Challenges confronted by China’s manufacturing industry
 
              In the first decade of 2000s, China’s manufacturing output accounted for over 19.8% of the global output, ranking first in the world [1]. The added value is close to $120 billion, ranking second in the world. However, compared with manufacturing powers such as the United States, Germany, and Japan, the problem of being “big but not strong” is still very serious, which is reflected by:
 
              
                	 
                  Lack of independent innovation ability. Compared with advanced manufacturing enterprises, most Chinese manufacturing enterprises were at the low end of value chains, lacked original innovation ability, and research and development (R&D) ability. High-end equipment, key parts and components, and materials were heavily dependent on imports. Collaboration and service abilities of China’s manufacturing industry chains and industrial clusters were at a low level.


                	 
                  Backward production model. The global manufacturing industry was undergoing a transformation from “production-oriented” manufacturing to “production- and service-oriented” manufacturing. In European countries, the proportion of manufacturing service in the manufacturing industry was over 20%, and in the United States, the proportion of manufacturing service in the manufacturing industry was as high as 58%. In China, 97.8% of manufacturing enterprises were still in the pure product production and processing stage without any value-added services. Chinese manufacturing needed to change from “selling products” to “selling products and services.”


                	 
                  Low resource utilization. A survey in 2010 showed that the utilization rate of production equipment in China’s manufacturing industry was only 70–75%, while in some raw material sectors, the idle rate was even as high as 50%, which was a shocking waste of resources. At the same time, due to the lack of investment, production equipment of many small- and medium-sized enterprises was very backward. Therefore, their manufacturing resources needed to be integrated, shared, and optimized.


                	 
                  Serious damage to the environment. In China, the manufacturing industry was one of the industries that cause the most serious damage to environment. There are many reasons for this, among which backward idea, industrial structure, manufacturing technologies and extensive management of production, transportation, maintenance, destruction, and other links are all important reasons that cause serious pollution.


                	 
                  Uneven distribution of manufacturing resources. China has a vast amount of manufacturing resources but unevenly distributed in China. In some areas, manufacturing resources are surplus, while in others they are very scarce. There was a strong need for a manufacturing model that could enable sufficient sharing and optimization reorganization of manufacturing resources to significantly increase resource utilization.


              
 
              As a result, it is urgent for China to explore and cultivate new, sustainable manufacturing models and approaches to accelerate the reforming of the economic development model and upgrading of the manufacturing industry.
 
             
            
              1.1.2 Problems with the existing network manufacturing models
 
              Entering the twenty-first century, the development of the manufacturing industry is increasingly dependent on cutting-edge technologies. Networked manufacturing models like application service provider (ASP), manufacturing grid (MGrid), agile manufacturing, and global manufacturing have been regarded as effective means to address challenges in the era of knowledge economy and manufacturing globalization. Networked manufacturing combines advanced network, information, and manufacturing technologies to build an Internet-based manufacturing system that meets the specific needs of enterprises. With the support of Internet-based manufacturing systems, it becomes possible to break the limitations on the scope and methods of production and operation of enterprises. Covering all or part of the product’s business activities such as product design, manufacturing, sales, procurement, management, and networked manufacturing aims to achieve interenterprise sharing and integration of various social resources and provide the on-demand products and services with high efficiency, high quality, and low cost.
 
              Networked manufacturing had developed for more than a decade and made some achievements in resource modeling, packaging, allocation and scheduling, collaborative design and workflow management, and so on. However, it is necessary to further expand and deepen the applications, thereby achieving significant economic benefits. Networked manufacturing still had some bottlenecks in terms of technology and operation mode:
 
              1) Service model. Traditional networked manufacturing lacks mechanisms for centralized service management and operation, and profit distribution, and thus efficiency, quality, and timeliness of services cannot be effectively guaranteed.
 
              Networked manufacturing models such as ASP and MGrid were enabling distributed manufacturing resources to be connected through the network, emphasizing pooling of resources and completing a manufacturing task collaboratively. Traditional networked manufacturing was mainly responsible for connecting a large number of heterogeneous manufacturing resources distributed in different geographical locations through a shared network to form virtual centralized resources, thereby providing manufacturing enterprises with shared manufacturing capabilities and resources. With regard to applications, the main task was to decompose a large granularity manufacturing task into a number of large granularity ones, which were then run in parallel on different manufacturing resource nodes through a centralized scheduling mechanism. Hence, the role of traditional networked manufacturing was to aggregate distributed resources for centralized use. However, due to the lack of centralized service management and operation mechanism, the interests of resource service providers (RSPs) could not be guaranteed. Many RSPs were reluctant to provide manufacturing resources. They had little incentive or mechanism to continuously improve efficiency, quality, and reliability of their manufacturing services. Due to the lack of continuous, stable, and high-quality manufacturing services, the quality and timeliness of completing manufacturing tasks of resource service demanders (RSDs) were difficult to guarantee, resulting in the dissatisfaction of RSPs and RSDs, which thus hindered applications of networked manufacturing. Therefore, it was necessary to explore new models of networked manufacturing with centralized management and operations, thus enabling decentralized services with aggregated resources, that is, to concentrate manufacturing resources scattered in different geographical locations through large servers to form a service center, which in turn provides manufacturing services for users located in different geographical locations. According to the market economy theory, a third party (manufacturing service operator) should be introduced for centralized management of aggregated manufacturing resources, which provides high-quality services to protect the interests and enthusiasm of both RSP and RSD and promotes widespread applications of networked manufacturing.
 
              2) Technical issues of sharing and distribution of manufacturing resources, such as dynamic allocation of resources, intelligent matching problems, and embedded access of physical devices.
 
              Networked manufacturing represented a holistic and independent system in resource sharing and distribution. It provided users with a fixed amount of resources or established solutions, and its business processes are relatively fixed. With the rapid development of Internet and service-oriented architecture (SOA) technologies, resource sharing and application processes should be based on services to form a business chain process, and then mapped into a virtual enterprise organization. The solutions should be dynamically generated, that is, there is a business process first, and then a virtual enterprise. A lot of research on networked manufacturing had been carried out with respect to how to publish resources and how to search for resources. But how to realize the intelligent matching, rent-seeking, dynamic combination of resources and tasks in terms of interface, function, process, semantics, and quality of service still lacked effective solutions. In addition, most of the published and packaged manufacturing resources were soft resources such as software application systems, manufacturing data, and other computing and information resources. The intelligent embedded access, packaging, and invocation of terminal physical devices for the realization of networked manufacturing had not been satisfactory. Because the problems of dynamic sharing, intelligent allocation of manufacturing resources, and intelligent embedded access of terminal physical devices had not been solved, the promotion, application, and development of networked manufacturing were limited.
 
              3) Security issues. Technologies such as system and platform security, network communication security, enterprise core data security, trust security between users, trusted manufacturing, and prevention from malicious attacks and destruction by third parties were included.
 
              Due to security risks with network manufacturing as well as the lack of trust between RSP and RSD who feared core data leakage, security issues, promotion, and application of networked manufacturing were seriously hindered. Due to the small profit margins brought by networked manufacturing, few large-scale IT enterprises designed specialized security products for networked manufacturing.
 
              In summary, early network manufacturing did not have a good operation mode and did not achieve dynamic resource sharing and allocation, as well as intelligent access of terminal physical devices, and moreover, had no effective solutions to its security issues, and its application promotion and development were severely restricted.
 
             
            
              1.1.3 Development trends of manufacturing industry
 
              At the same time, driven by market application requirements and continuous deep integration of fast developing information technologies with advanced manufacturing technologies, the manufacturing industry was developing at an unprecedented speed, exhibiting the trend of globalization, leanness, specialization, service orientation, greenness, and intelligence.
 
              
                	 
                  Globalization. More manufacturing enterprises were establishing global design, production, and sale service network systems to achieve global resource optimal configuration. This enabled them to break traditional geographical limitations, be incorporated into the global industrial chain, and engage in global collaboration and competition.


                	 
                  Leanness. More enterprises began to achieve their effective management and control, optimize business flows and resource configuration, strengthen management of operation details and processes, implement efficient and lean operation, and finally enhance competitiveness by means of information-based process management mode, process configuration, and service platform.


                	 
                  Specialization. More enterprises maximized their profits and value added by specialized division of labor and cooperation along supply chains and within enterprise clusters. Specialization supported transformation of enterprises from “large and complete” to “small and specialized” so that enterprises were able to find an appropriate position in a value chain with their core competitiveness and superior resources.


                	 
                  Service orientation. For a manufacturing enterprise, service orientation could increase its service capability significantly and values added of its products, which drove the transformation of its profit model from product-based to product- and service-based.


                	 
                  Greenness. Enterprises began to pay attention to green manufacturing, which meant an increase in resource utilization by considering environmental impact and resource consumption, thus driving production from high- to low-energy consumption, including green design and green production.


                	 
                  Intelligence. Intelligent technologies played more and more important roles in the process of manufacturing life cycle, including design, production, management, test, and maintenance to improve manufacturing efficiency and lower costs.


              
 
             
            
              1.1.4 Rapid development of emerging technologies
 
              Rapid development of emerging technologies provided important means to address the challenges and strongly contributed to the birth of cloud manufacturing. These technologies include cloud computing, Internet of things (IoT), cyber physical system (CPS), SOA, semantic web, knowledge engineering, High Performance Computing (HPC), and big data (refer to Section 1.3.1 for details on the technologies).
 
             
           
          
            1.2 Concept of cloud manufacturing
 
            
              1.2.1 Definition
 
              First, it needs to be stressed that the concept of “manufacturing” in cloud manufacturing is a “big manufacturing” concept instead of the traditional producing or machining activities and processes during production. The “big” lies in the following three aspects: (1) it involves activities and processes in a product life cycle that ranges from product argument, design, simulation, processing production, experimental tests, management, operation, maintenance, and servicing to the ultimate disposal and recycling; (2) it is carried out within a wider spatial scope, from within enterprises, interenterprise to enterprise clusters even to the globe; (3) it involves all types of manufacturing, including both discrete manufacturing (e.g., machinery and electronics industry) and flow manufacturing (e.g., petroleum and chemical industries) and hybrid manufacturing.
 
              The concept of cloud manufacturing was initially introduced by Li et al. and Zhang et al. [2, 3]. Cloud manufacturing is defined as a service-oriented, network, and intelligent manufacturing paradigm. By integrating existing manufacturing information technologies with emerging information technologies such as cloud computing, IoT, service-oriented computing (SoC), intelligent science, and HPC, it transforms manufacturing resources and capabilities into manufacturing services via virtualization and servitization to establish a cloud service pool. The services are managed and operated uniformly in the cloud to support intelligent, universal and efficient sharing and collaboration, and provide safe and high-quality services on demand through networks for the whole manufacturing life cycle [2, 3].
 
              A system built according to the concept of cloud manufacturing is called a cloud manufacturing system or manufacturing cloud. It is a kind of intelligent manufacturing based on various networks that integrates human and machines and provides manufacturing resources and capability services.
 
              Cloud manufacturing has the following five powerful capabilities:
 
              
                	 
                  Resource aggregation. By means of virtualization and servitization, manufacturing resources and capabilities are aggregated and form an enormous and extensible resource pool. A variety of different types of distributed manufacturing resources can be seamlessly and conveniently shared.


                	 
                  Providing manufacturing services on demand and realizing the free circulation of manufacturing resources and capabilities. Manufacturing resources and capabilities are encapsulated as manufacturing services and are provided to the consumers over the Internet anytime and anywhere.


                	 
                  Knowledge aggregation. It supports the innovation of manufacturing process by aggregating large amount of data, models, experiences, and knowledge.


                	 
                  Supporting social manufacturing, such as dynamic alliance, crowdsourcing, and collaborative manufacturing. By using social resources, everyone can become a designer or a manufacturing engineer.


                	 
                  Supporting flexible manufacturing. Virtual product line with high flexibility can be formed and manufacturing ability with high individualization can be realized through intelligent composition of modular manufacturing services.


              
 
              Cloud manufacturing embraces the idea of manufacturing as a service, from which users can obtain various manufacturing services from the network as conveniently as obtaining water and electricity in daily life. Therefore, cloud manufacturing is a revolutionary paradigm that will bring significant changes to the manufacturing industry.
 
             
            
              1.2.2 Conceptual model of cloud manufacturing
 
              There are three categories of participants in a cloud manufacturing system: resource providers, manufacturer cloud operator(s), and resource consumers (Figure 1.1). Resource providers offer manufacturing resources and capabilities in the form of services by using virtualization and servitization technologies. The manufacturing cloud operator is mainly responsible for realizing efficient management and operation of cloud platform, and flexibly provides services to resource consumers according to their requirements. With the support of the manufacturing cloud platform, resource consumers can dynamically make use of all kinds of services on demand and realize multiagent collaborative interaction. In the process of manufacturing cloud operation, knowledge/intelligence plays a core supporting role. Knowledge/intelligence can not only provide support for virtualized access and servitization encapsulation of manufacturing resources and capabilities but also provide support for efficient management, matching, scheduling, and collaboration of cloud services [5].
 
              
                [image: ]
                  Figure 1.1: Conceptual model of cloud manufacturing.

               
             
            
              1.2.3 Characteristics in mode, technology, and business
 
              In comparison with other manufacturing models, cloud manufacturing has its unique characteristics in mode and technology [4, 8].
 
              
                1.2.3.1 Characteristics in mode
 
                Cloud manufacturing is committed to establishing a new “product + service” economic development mode characterized by “integration, collaboration, agility, green, service orientation, and intelligence” to achieve efficient, high quality, low cost, environmentally friendly, personalized manufacturing, and socialized manufacturing.
 
                
                  	 
                    Integration. Cloud manufacturing is committed to achieve system-wide information integration, process integration, and enterprise integration of manufacturing life cycle activities and manufacturing resources and capabilities.


                  	 
                    Collaboration. Cloud manufacturing is committed to achieve efficient collaboration of system-wide manufacturing resources and capabilities that are involved in the entire manufacturing life cycle.


                  	 
                    Agility. Cloud manufacturing is committed to aggregate manufacturing resources and manufacturing capabilities in the manufacturing cloud flexibly and rapidly, and to strengthen business collaboration within and across industry chains to respond to the market agilely.


                  	 
                    Servitization. Cloud manufacturing service is committed to promoting the transformation of manufacturing companies from a “product-led” profit model to a “product- and service-led” profit model.


                  	 
                    Greenization. Cloud manufacturing is committed to improve resource utilization, reduce energy consumption and pollutant emissions, and achieve sustainable development. It can effectively integrate social manufacturing resources and manufacturing capabilities, effectively solve the problem of scattered, independent, and unbalanced industrial resources and capabilities, and adopt an intensive industrial development path to effectively reduce the cost of industrial development.


                  	 
                    Intelligentization. Cloud manufacturing is committed to improve the level of intelligence of building, operation, and evaluation of manufacturing resources and capacities. It supports the exploration of new laws, creation of new doctrines, accumulation of new knowledge, and creation of new technologies. It includes the intelligentization of perception and access of manufacturing resources and manufacturing capabilities, intelligentization of configuration and collaboration of manufacturing resources and capabilities to support the intelligentization of end products and services.


                
 
               
              
                1.2.3.2 Characteristics in technology
 
                There is a technology system for cloud manufacturing, which involves many different technologies such as cloud computing, IoT, big data, and artificial intelligence (AI). All these technologies together endow cloud manufacturing with the characteristics of digitalization, interconnection, virtualization, servicelization, collaboration, and intelligence.
 
                1) Digitalization. Digitalization in cloud manufacturing refers to transformation of attributes of manufacturing resources and manufacturing capabilities and their static and dynamic behaviors into numbers, data and models for unified analysis, planning, reorganization, and manipulation. Digital technologies enable control, monitoring, management of manufacturing resources and manufacturing capabilities in a digital manner, including hard manufacturing resources like computer numerical control (CNC) machine tools, robots, and soft manufacturing resources like computer-aided design software and management software, and various manufacturing capabilities throughout the life cycle of the manufacturing process. Digitalization in cloud manufacturing includes the digitalization of manufacturing resources and manufacturing capabilities in product design, simulation, production processing, testing, and operation management of enterprises. It is the basis of manufacturing informationization and the premise and basic technology for cloud manufacturing.
 
                2) IoT. The core for implementing advanced manufacturing models is the integration and optimization of people/organizations, management, and technology in the entire product manufacturing life cycle. To this end, cloud manufacturing integrates latest information technologies such as IoT and CPS and aims to achieve comprehensive perception and access of system-wide, full-life-cycle hardware and software manufacturing resources and capabilities, especially perception and access of hard manufacturing resources such as machine tools, machining centers, simulation equipment, test equipment, logistics goods, and other hard materials and capabilities such as people, knowledge, organization, performance, reputation, and resources.
 
                In cloud manufacturing, various soft and hard manufacturing resources can be sensed automatically or semiautomatically through various adapters, sensors, barcodes, RFID, cameras, and human–machine interfaces. Various networks such as 3G and 4G networks, satellite networks, cable networks, and the Internet are used to transmit information. Based on the collection and analysis of state information of various soft and hard manufacturing resources, business execution process in cloud manufacturing can be effectively managed. For example, sensing and analysis of temperature, pressure, load, and other information of the chemical reaction device can provide a basis for planning and scheduling. Real-time tracking of logistics goods assists monitoring and management of transaction execution processes of upstream and downstream members of a virtual enterprise organization.
 
                3) Virtualization. Virtualization stems from the research of virtual machines in the computing field and is the core technology of current cloud computing. Virtualization of manufacturing resources and capabilities refers to the logical and abstract representation and management of manufacturing resources and capabilities, which free them from various physical constraints. Virtualization also provides a standard interface for resources and capabilities to receive input and provide output. Objects to be virtualized include manufacturing hardware devices, networks, software, application systems, and capabilities involved in manufacturing systems.
 
                In cloud manufacturing, users face a virtualized manufacturing environment that reduces the degree of coupling between users and specific implementation of resources and capabilities. Through virtualization technology, a physical manufacturing resource and capability can comprise multiple encapsulated “virtual modules.” Multiple physical manufacturing resources and capabilities can be combined to form a “virtual device” with a larger granularity and realize real-time migration and dynamic scheduling of virtualized manufacturing resources and capabilities when needed. Virtualization can simplify representation and access of manufacturing resources and capabilities and optimize their management. It is the key technology for the realization of servitization and collaboration of manufacturing resources and capacities.
 
                4) Servitization. Cloud manufacturing systems bring together large-scale manufacturing resources and capabilities, which are transformed into manufacturing services through virtualization and servitization. Encapsulation and composition of these services enable formation of various services that are needed during manufacturing processes such as design services, simulation services, production services, management services, and integration services. Its purpose is to provide users with high-quality, low-cost, and on-demand services. On-demand services are implemented in two ways: centralized use of distributed resources and capabilities through on-demand aggregation of distributed resources and capabilities, and dispersed use of centralized resources and capabilities through on-demand decomposition of cloud resources and capabilities. The manufacturing mode based on services and their combinations of manufacturing resources and capabilities has the characteristics of standardization, loose coupling, and transparent application integration. These features can improve the openness, interoperability, agility, and integration capabilities of manufacturing systems.
 
                5) Collaboration. Collaboration is an important feature of advanced manufacturing models, especially for manufacturing of complex products. Through information technologies such as standardization, virtualization, servitization, and distributed HPC, “manufacturing resources/capabilities as a service” modules that are flexible, interconnected, and interoperable can be formed in cloud manufacturing. Through collaboration technologies, these cloud service modules can be dynamically implemented system-wide, full-life-cycle, all-round interconnection, and interoperability to meet users’ needs.
 
                In addition to collaboration at the technical level, cloud manufacturing also provides comprehensive support for management of collaborative agile virtual enterprise organizations, enabling multiagent on-demand dynamic construction of virtual enterprise organizations and organic integration and seamless integration of virtual enterprise business collaboration operations.
 
                6) Intelligentization. Another typical feature of cloud manufacturing is the realization of full-system, full-life-cycle, and all-round in-depth intelligence. Knowledge and intelligent sciences and technologies are the core for operation of a cloud manufacturing system. Besides various manufacturing resources and capabilities, manufacturing clouds also aggregate various knowledge and builds a cross-disciplinary multidisciplinary knowledge base. With the continuous evolution, the scale of knowledge accumulated in the cloud is also expanding. Knowledge and intelligent sciences and technologies penetrate into all aspects of the manufacturing life cycle and provide intelligent support at all levels.
 
                In cloud manufacturing, knowledge and intelligent science and technology provide support for two life cycle dimensions: manufacturing life cycle and manufacturing service life cycle. On the one hand, knowledge and intelligent science and technology infiltrate all aspects of design, production, experimentation, simulation, and management of the manufacturing life cycle activities. It provides all kinds of multidisciplinary knowledge required. On the other hand, knowledge and intelligent science and technology are integrated into all aspects of the life cycle of manufacturing services, such as service description, matching, combination, transaction, execution, scheduling, and evaluation.
 
               
              
                1.2.3.3 Characteristics of manufacturing cloud services
 
                Manufacturing cloud services characterized by distributed heterogeneous integration, on-demand dynamic architecture, collaborative interoperability, high scalability, and full-life-cycle smart manufacturing are as follows:
 
                
                  	 
                    Distributed heterogeneous integration. Manufacturing resources and manufacturing capabilities integrated in cloud manufacturing are numerous and geographically dispersed. Although the concept of the cloud is to maintain resources and capabilities as much as possible, and then to distribute services, there are still many hard manufacturing resources that are inconvenient for being physically centralized. Part of model and knowledge resources are also dispersed due to intellectual property. This is the characteristic of distribution. Heterogeneity refers to the heterogeneity between different types of resources and the heterogeneity between similar resources. For example, lathes have different stroke ranges and machining accuracy. Cloud manufacturing follows the idea of “centralized management of distributed resources and capabilities” and “decentralized services using centralized resources and capabilities.”


                  	 
                    Dynamic and on-demand architecture. Cloud manufacturing services shield the heterogeneity of manufacturing resources and manufacturing capabilities. Manufacturing clouds can dynamically combine different types of manufacturing services based on multitenant different manufacturing task requirements, and dynamically generate, optimize, and bind virtual manufacturing resources and capability instances to build a dedicated cloud manufacturing task execution environment.


                  	 
                    Collaboration and interoperability. Cloud manufacturing services have the characteristic of interoperability, which is determined by the multidisciplinary and multistage characteristics of manufacturing processes. Collaborative interoperability means that there are data interactions, sequential logic relationships, and even time synchronization requirements between manufacturing cloud services.


                  	 
                    High scalability. Use of virtualization technology, especially multitenant technology, makes cloud manufacturing services superior and infinite. In cloud manufacturing systems, many hard manufacturing resources are difficult to provide services concurrently. For example, a five-axis machining center can only process one workpiece at a time. Many soft manufacturing resources developed under traditional mode are also available at any time exclusively. Based on the virtualization technology of computing systems, cloud manufacturing systems can quickly and flexibly organize many similar manufacturing resources and manufacturing capabilities and virtualize them into indiscriminate resources and capability instances to support concurrent services for multiple tenants.


                  	 
                    Life cycle intelligent manufacturing. Cloud manufacturing services can support all stages of the life cycle of manufacturing products and effectively connect through different manufacturing stages. Based on knowledge and intelligence, cloud manufacturing can schedule cloud services at various stages to achieve a highly integrated intelligent manufacturing.


                
 
               
              
                1.2.3.4 Characteristics in business
 
                Cloud manufacturing has six characteristics in terms of business:
 
                
                  	 
                    Decentralized resource gathering and optimization. With virtualization and service-oriented technologies, manufacturing resources and capabilities are pooled in the cloud manufacturing platform for various optimized applications.


                  	 
                    On-demand use of manufacturing services. Cloud manufacturing is able to provide clients with various manufacturing resources and capability services over the network anytime anywhere, thereby supporting free trading, circulation, and on-demand use of manufacturing resources and capabilities.


                  	 
                    Data and knowledge gathering and sharing. By means of building a cloud manufacturing platform, data, models, experiences, and knowledge can be pooled together and shared among participating enterprises to support various manufacturing innovations.


                  	 
                    Social manufacturing. Cloud manufacturing can bring together enterprises with different sizes into the cloud platform to support social manufacturing collaboration through dynamic alliances and crowdsourcing.


                  	 
                    Highly flexible manufacturing. By pooling distributed manufacturing resources and capabilities from different enterprises, intelligent combinations of manufacturing services can be achieved to form highly flexible virtual production lines.


                  	 
                    Highly personalized manufacturing. With more abundant manufacturing resources and capabilities, cloud manufacturing can provide better support for customized services to achieve highly personalized manufacturing.


                
 
                There are overall three types of roles in a cloud manufacturing system: providers, consumers, and operator (one or more; Figure 1.1). However, a participant may assume two role at the same time, and its role might not be fixed but changes over time. For example, an enterprise may provide some types of resources while request some other types of resources, and thus it is a provider and a consumer concurrently. Knowledge plays an important role in cloud manufacturing. For example, perception, connection, virtualization, and encapsulation of manufacturing resources and capabilities, cloud service description, matching, searching, aggregation, and composition, optimal allocation, and scheduling of services all depend on knowledge.
 
                In cloud manufacturing, everything is provided as services. Although some different classifications of manufacturing resources with minor differences exist, most agree with the manufacturing resources that fall into two categories: physical manufacturing resources and manufacturing capabilities (also referred to as abilities). Physical manufacturing resources can be hard (such as manufacturing equipment, computers, and networks, servers, materials, and logistic facilities) or soft (e.g., applications, product design and simulation software, analysis tools, models, data, standards, human resources such as personnel of different professions and their knowledge, skills, and experience). Manufacturing capabilities are intangible and dynamic resources that represent an organization’s capability to undertake a specific task or operation using physical resources (e.g., performing product designs, simulations, manufacturing, management, maintenance, and communication). Both manufacturing resources and capabilities are virtualized and encapsulated as manufacturing cloud services to satisfy consumers’ needs. Manufacturing software, applications, and infrastructure can thus be provided as services in cloud manufacturing in a similar way computing resources are being provisioned in cloud computing.
 
               
             
            
              1.2.4 Service contents
 
              Services in cloud manufacturing can be categorized into two groups: resource services and capability services. The former include MSRaaS (manufacturing soft resource as a service), such as various models in the manufacturing process, data, software, information, knowledge, and MHSaaS (manufacturing hard resource as a service), such as manufacturing and processing hard equipment (i.e., machine tools, robots, and machining centers), computing equipment, simulation equipment, and test equipment. Cloud manufacturing capability services include AaaS (argumentation as a service), DaaS (design as a service), SimaaS (simulation as a service), FaaS (fabrication as a service), EaaS (experiment as a service), MaaS (management as a service), OpaaS (operation as a service), ReaaS (repair as a service), and InaaS (integration as a service).
 
              
                	 
                  AaaS. For the enterprises argumentation business such as product planning and development strategies, cloud manufacturing encapsulates soft manufacturing resources such as the decision analysis software to cloud services. It provides model and knowledge libraries, and databases for assisting decision-making analysis to help manufacturing enterprise users to demonstrate the feasibility and expected effects of various concepts of products and planning solutions. In addition, if manufacturing enterprise users are not very good at argumentation, they can also find the appropriate argumentation service directly in the manufacturing cloud to reach the transaction through electronic means and entrust it to assist in the argumentation.
 

                	 
                  DaaS. During the product design process, when a user needs computer-aided design tools, cloud manufacturing can package various CAD and CAE software functions into cloud services to provide users with batch jobs or virtual desktops. In the product design process, 3D visualization, complex analysis, and calculation often require HPC conditions. The HPC resources are integrated in the manufacturing cloud, and the corresponding rendering and analysis support environment can be dynamically constructed. Manufacturing cloud also provides design capability services, and companies can outsource design and subsystem design to manufacture professional design capabilities in the cloud. With the rise of crowdsourcing design, the product development community in the manufacturing cloud can integrate global expertise to provide a holistic product design through competition and collaboration.
 

                	 
                  SimaaS. The virtual prototype simulation and semiphysical simulation of the product require a large number of soft and hard simulation resources. The manufacturing cloud can dynamically build the virtualized simulation environment according to the requirements of the simulation task. The required computing resources, various professional simulation software, simulation models, and simulation data are packaged to cloud simulation services, to support cosimulation within the WAN and in HPC environments. For simulation-specific semiphysical devices, remote use and monitoring services can be provided so that users do not need to care about the specific location of the device. As above, if the user is not very good at simulating this business, the simulation capability service in the manufacturing cloud can be used to complete the product simulation.
 

                	 
                  FaaS. Production and processing of products require combinations of various hard and soft manufacturing resources. The cloud manufacturing service platform can quickly build a virtual production unit according to the needs of production and processing tasks. The virtual production unit includes the required materials and hard manufacturing equipment such as machine tools and machining centers, and soft manufacturing resources such as manufacturing execution system software, knowledge bases, and process databases. The cloud manufacturing service platform can provide cloud service resources such as production logistics tracking, task job scheduling, equipment status collection and control, and assist users in monitoring and managing the production process. As above, if the user is not very good at the production and processing business, he/she can use the outsourcing production and processing capability service in the manufacturing cloud to complete the production and processing of the enterprise users.
 

                	 
                  EaaS. For the trial and testing process of a product, cloud manufacturing service platform can build a virtual laboratory based on the soft and hard resources required for the experiment, which encapsulates various software functions for experimental analysis as cloud services, and also provides remote access and uses services for hard manufacturing resources such as partial trial equipment, testing equipment, and test platforms. The test service of manufacturing capability has certain commonality for a single industry. It is provided as an industrial supporting service in the manufacturing cloud, which can effectively reduce the development cost of the industry. Experimental data analysis is an important value-added service. Manufacturing enterprise users can also outsource to the professional capability services in the manufacturing cloud to complete efficiently.
 

                	 
                  MaaS. Throughout the whole product life cycle, cloud manufacturing service platform can provide resource and capability services such as cloud customer relationship management (CRM), cloud supply chain management (SCM), and cloud enterprise resource planning (ERP) for various business management activities such as sales management, CRM, SCM, and production planning management. Users can customize personalized business processes according to different management needs to implement external collaboration and internal management, core business seamless connection, and the construction of virtual–real combination digital enterprise. Through these services, the ability to manufacture enterprise users’ suppliers and distribution channels can be effectively managed.
 

                	 
                  OpaaS. OpaaS is an important part of the product user-oriented, including value-added services such as product transportation, installation, training, consulting, improvement, application, and finance. Of course, it includes both resource services and capability services. Taking improvement and application as an example, the cloud manufacturing service platform can integrate the service capabilities into its community and provide various application downloads for electronic products and various jewelry customizations for tools such as automobiles. For the market operation of products, supporting industrial services such as financial leasing are also important profit points. It can provide services through manufacturing clouds.
 

                	 
                  ReaaS. ReaaS is a service content for both manufacturing product users and manufacturing enterprise users, including services for maintenance, spare parts supply, fault diagnosis and repair, and recycling and remanufacturing. With the development of IoT technology, resource services such as manufacturing product health monitoring and fault diagnosis can be provided remotely through manufacturing clouds. For the users of manufacturing products, the cloud manufacturing service platform can be used to optimize the spare parts supply and maintenance and repair capabilities. For the manufacturing enterprise users, the cloud manufacturing service platform can quickly establish the spare parts supply and maintenance support channels in the wide area and effectively monitor and manage the service chain.
 

                	 
                  InaaS. InaaS is divided into common integrated resource services and integrated capability services that implement system integration. Resource integration services such as enterprise application integration, collaborative simulation (COSIM) support, multidisciplinary integrated optimization, and data-driven workflow after cloud transformation can effectively support the reconstruction and combination of various services in the manufacturing cloud. For a large group enterprise or virtual enterprise alliance, the integration work is a complex system engineering, which requires integration of manufacturing capabilities in the manufacturing cloud to be fully implemented.
 

              
 
             
            
              1.2.5 Application mode
 
              There are four typical application modes:
 
              
                	 
                  Single entity (single tenant) to complete a certain stage of manufacturing (such as design).


                	 
                  Multientity (multitenant) to collaboratively complete a certain stage of manufacturing (such as multidisciplinary collaborative design).


                	 
                  Multientity (multitenant) to collaboratively complete cross-stage manufacturing (such as design and production and processing cross-stage manufacturing).


                	 
                  Multientity (multitenant) to obtain on-demand manufacturing capabilities (such as design capabilities and processing capabilities).


              
 
              From an implementation perspective, there are three types: enterprise cloud, industry (regional) cloud, and hybrid cloud.
 
              
                	 
                  Enterprise cloud (private cloud). An enterprise cloud is based on the internal network of an enterprise or a group, which emphasizes the integration of manufacturing resources and manufacturing capabilities within the enterprise or within the group. It can optimize the resource and capability utilization rate of the enterprise or group and reduce redundant construction of redundant resources and capabilities, reduce costs, and increase competitiveness.


                	 
                  Industry (regional) cloud (public cloud). It is based on “public network” (such as the Internet and IoT), which mainly emphasizes the integration of manufacturing resources and manufacturing capabilities between enterprises to improve the utilization rate of manufacturing resources and capacities of the whole society and realize manufacturing resources and capability trading. The corresponding public cloud manufacturing service platform is constructed with the center of third-party enterprise. All enterprises can provide the platform with redundant or idle manufacturing resources and capabilities to obtain profits. All businesses can purchase and use the resources and capabilities provided by the platform as needed.


                	 
                  Hybrid cloud. It mainly refers to the integration of inter-region (industry) public cloud, integration of public and private clouds, integration of private and private clouds, and integration of cloud platform and existing information systems based on existing public and private cloud platforms.


              
 
             
           
          
            1.3 Technology
 
            Implementation of cloud manufacturing is supported by many technologies, including mainly digital manufacturing and design technology, cloud computing, Internet of Things (IoT), Service-oriented Computing (SoC), High Performance Computing (HPC), big data, security and safety technology, and intelligent science and technology. In addition, there is also a technology system involving 12 categories of technologies for cloud manufacturing.
 
            
              1.3.1 Supporting technologies
 
              
                1.3.1.1 Cloud computing
 
                Cloud computing is a new computing model that integrates computing technologies including grid computing, distributed computing, parallel computing, and utility computing. It offers IT resources, data, and applications as services and provides them to consumers on demand over the Internet.
 
                Cloud computing technology includes programming model, data management, resource virtualization and servitization, supporting platform construction, platform management, platform operation, platform evaluation, standards, and security technologies.
 
                Cloud computing technology provides an important enabling technology for information access, resource sharing, collaboration, and computing in cloud manufacturing.
 
               
              
                1.3.1.2 IoT
 
                IoT is a human–thing interconnected, thing–thing interconnected, and human–human interconnected highly efficient, intelligent network that realizes human–thing–environment intelligent management and control by obtaining static and dynamic attribute information of objects and environment through recognition and perception technology and equipment, exchanging and communicating knowledge and information through network communication technology and equipment, and intelligent knowledge and information processing technology and equipment. IoT technology stack includes technologies at the sensing layer, transport layer, and application layer.
 
                IoT technology provides important enabling technology and new operation mode for the realization of the world of “man–thing–environment“ ternary integration in cloud manufacturing.
 
               
              
                1.3.1.3 SOC
 
                SoC is a kind of computing model and technology based on service and its composition. The main characteristics of an SoC system include standardization, loose coupling, and transparent application integration.
 
                SoC technology includes Web services, SOA, service description, discovery, composition, communication, operation, verification, and standards and specifications. Service technology provides enabling technology for realizing servitization of manufacturing resources/capabilities in cloud manufacturing and for improving interoperability, agility, and integration capabilities of a cloud manufacturing system.
 
               
              
                1.3.1.4 HPC
 
                HPC refers to a kind of computing technology with ultra-high computing capability, storage capability, and interactive capability.
 
                HPC technology includes high-performance process, or high-efficiency parallel computer system, related parallel algorithms, and large parallel application software in related fields. At present, it is developing into highly efficient computing with the characteristics of high performance, high reliability, high energy saving, and high availability.
 
                High-performance computing technology provides enabling technology for cloud manufacturing system to solve complex problems and carry out mass information processing and high-performance computing.
 
               
              
                1.3.1.5 Big data
 
                Big data technology is a general term for big data theory, tool, and system and application technology. The characteristics of big data can be summarized into four Vs, namely, volume (large volume), variety (various modes), velocity (rapid generation), and value (great value but low density).
 
                Big data technology includes big data description, access, mining, management, processing and other theories, tools, systems, and applications.
 
                Big data technology solves the description, rapid access, mining, management, and processing of big data in cloud manufacturing, and provides enabling technology for the precision, high efficiency, and wisdom of the whole life cycle activities of a cloud manufacturing system.
 
               
              
                1.3.1.6 Security
 
                Security technology refers to the technology that supports the protection of hardware, software, system, network, and data in a cloud manufacturing system from being damaged, changed, or leaked for accidental or malicious reasons, so as to ensure the continuous, reliable, and normal operation and service of the system, network, and data.
 
                Security technology includes physical security, network security, data security, system security, application security, personnel, and process-level management security technology.
 
                Security technology provides enabling technology for the security of the infrastructure layer, platform layer, and application service layer, and its integrated system network of a cloud manufacturing system.
 
               
              
                1.3.1.7 Knowledge engineering
 
                Knowledge engineering belongs to the field of AI that creates rules to apply to data to imitate the thought process of a human expert. The major task of knowledge engineering is to build knowledge bases and expert systems, and its main research areas include knowledge acquisition, knowledge representation, and knowledge utilization.
 
                Knowledge is one of the core components of a cloud manufacturing system and plays a key role in service management in cloud manufacturing.
 
               
              
                1.3.1.8 Intelligent science and technology
 
                Intelligent science and technology is an interdisciplinary science and technology which studies the basic theory of human intelligent behavior and corresponding implementation technology.
 
                Intelligent science and technology consists of brain science, cognitive science, and AI. Brain science studies the mechanism of natural intelligence, builds brain models, and explains the nature of human brains at the molecular, cellular, and behavioral levels. Cognitive science studies human perception, learning, memory, thinking, consciousness, and other processes of human brain mental activities. AI studies how to use artificial methods and technologies to imitate, extend, and expand human intelligence to achieve machine intelligence. Intelligent science and technology provides enabling technologies for intelligent identification, fusion, calculation, monitoring, processing of people, machines, objects, and information in cloud manufacturing systems.
 
               
             
            
              1.3.2 Technology system for cloud manufacturing
 
              Cloud manufacturing technology system consists of the following 12 categories of key technologies: (1) overall technology, (2) perception and access technology, (3) virtualization and servitization technology, (4) construction and management technology of virtualized cloud manufacturing service environment, (5) operation technology of virtualized cloud manufacturing service environment, (6) assessment technology of virtualized cloud manufacturing service environment, (7) cloud manufacturing security and credibility technology, (8) knowledge, model, and data management technology, (9) cloud manufacturing ubiquitous human–computer interaction technology, (10) cloud manufacturing service platform application technology, (11) digital manufacturing technology, and (12) product service technology.
 
              
                1.3.2.1 Overall technology
 
                Cloud manufacturing overall technology includes technologies of structure, organization, and operation mode of a cloud manufacturing system, as well as related standards and norms, system integration technologies that support the implementation of cloud manufacturing, such as (1) cloud manufacturing mode, including manufacturing resource sharing and integration mode, resource service transaction mode, business operation mode, billing and profit mode, and system operation and application mode; (2) system architecture that supports multiuser, commercial operation, service-oriented cloud manufacturing; (3) cloud manufacturing-related standards, protocols, specifications such as cloud service access standards, cloud service description specifications, and cloud service access protocols; and (4) system integration technology of cloud manufacturing.
 
               
              
                1.3.2.2 Intelligent perception and access technology for manufacturing resources and capabilities
 
                One of the goals of cloud manufacturing is to realize the comprehensive sharing, on-demand use and free circulation of manufacturing resources and manufacturing capabilities so as to improve the utilization rate of manufacturing resources and capabilities and efficiency. One of the core research objects of cloud manufacturing is manufacturing resources. Therefore, how to realize the state and performance parameters’ intelligent perception and online real-time access of all kinds of physical manufacturing resources (including hard and soft resources) is one of the key issues to be solved in cloud manufacturing. Specific key technologies include:
 
                (1) New sensors and devices that support sensing and access of manufacturing resources and manufacturing capabilities. In order to realize sensing and access of various manufacturing resources (including hard resources, soft resources, and knowledge resources) and capabilities in cloud manufacturing, a batch of new sensors and adapters that support sensing and access of manufacturing resources and capabilities has to be designed and developed, such as hardware manufacturing resource access sensors based on optical fiber sensing.
 
                (2) Resource and capability intelligent sensing network and system construction technology, including cloud manufacturing resources and capability intelligent sensing network, and system construction and integration technologies based on various networks and sensing devices.
 
                (3) Dynamic collection, analysis, and processing technology of massive manufacturing resources and capability perception data. Having implementing new sensing devices and equipment and building intelligent perception network and system, the next step is to study the technology of dynamic gathering of state, parameters, performance, ability, attribute data of various types of manufacturing resources and manufacturing capabilities and intelligent analysis and processing technology of the collected data, such as data collection and denoising technology, massive historical sensing data distributed storage technology, massive sensing data intelligent mining technology, large-scale parallel processing (massive parallel processing) database technology.
 
                (4) Manufacturing cloud user terminal access and management technology, including cloud user terminal access standards and authentication services, and manufacturing cloud user authorization and expense accounting services.
 
               
              
                1.3.2.3 Virtualization and servitization technology for manufacturing resource and capability
 
                Having realized the intelligent perception and online real-time access to state, performance parameters, and state of all kinds of manufacturing resources (including hard and soft resources) and capabilities, the next key problem is how to realize the virtualization and servitization of manufacturing resources and capabilities, and related technologies including:
 
                
                  	 
                    Cloud manufacturing resource and capability virtualization technology.


                  	 
                    Multiview model of manufacturing resources and capabilities.


                  	 
                    Uniform description model of manufacturing resources and capabilities and its construction technology that support semantics.


                  	 
                    Network sharing-based formal description languages and tools for manufacturing resources and capabilities.


                  	 
                    Servitization modeling and description technology of manufacturing resources and capabilities.


                  	 
                    Intelligent encapsulation and publishing technology of resources and capabilities.


                  	 
                    User-oriented manufacturing capability multidimensional display technology and on-demand use technology.


                  	 
                    Manufacturing cloud service comprehensive management technology.


                
 
               
              
                1.3.2.4 Construction and management technology of virtualized cloud manufacturing service environment
 
                There are large-scale manufacturing resources and capabilities in a manufacturing cloud, and it is necessary to automatically configure and deploy the manufacturing resources and manufacturing capabilities so as to build an autonomous, self-maintaining, dynamic, and scalable manufacturing service environment. The work mainly includes two aspects: realizing the centralized use of decentralized resources and capabilities through on-demand aggregation of cloud resources and capabilities, and realizing the decentralized utilization of centralized resources and capabilities through on-demand allocation of cloud resources and capabilities. The difficulties lie in the following three aspects: how to implement on-demand dynamic architecture (i.e., providing manufacturing services anytime and anywhere according to consumers’ needs), how to achieve heterogeneous integration (i.e., integration of distributed and heterogeneous manufacturing resources and capabilities), and how to realize super, fast, and unlimited capability response (i.e., enabling rapid and flexible composition of various services to respond to consumer demands). The following seven subgroups of technologies are included:
 
                
                  	 
                    Access management of cloud services, including unified interface definition, management, and authentication.


                  	 
                    Construction and management of resource service library.


                  	 
                    Construction, aggregation, and storage methods of efficient and dynamic manufacturing cloud.


                  	 
                    Dynamic construction of manufacturing clouds.


                  	 
                    R&D of core engine and management tool of a cloud manufacturing service platform.


                  	 
                    Dynamic construction and deployment, decomposition of tasks in a cloud manufacturing system, and optimal configuration and collaborative scheduling methods of resource services.


                  	 
                    Cloud manufacturing system simulation, verification, and confirmation technology.


                
 
               
              
                1.3.2.5 Running technology of virtualized cloud manufacturing service environment
 
                All sorts of activities are involved during the running of a cloud manufacturing system, including service search, matching, composition, transaction, execution, scheduling, settlement, and evaluation. These activities exist in each stage of the product’s whole life cycle including product argumentation, design, production and processing, experimentation and simulation, and operation and management. Applications based on the cloud manufacturing service platform can be completed through executing these activities. The efficient and stable execution of these activities depends on the powerful management and supporting functions provided by the cloud service platform. The key technologies involved in realizing these functions include:
 
                
                  	 
                    Cloud service life cycle management technology.


                  	 
                    Cloud service operation tracking and monitoring technology.


                  	 
                    Cloud service interoperable interface, communication, and control technology.


                  	 
                    Cloud service intelligent matching and composition technology.


                  	 
                    Cloud service dynamic optimization configuration, fault tolerance, and migration technology.


                  	 
                    Virtualized manufacturing resource and capability pool management technology.


                  	 
                    Cloud service dynamic planning and scheduling technology.


                
 
               
              
                1.3.2.6 Comprehensive evaluation technology of virtualized cloud manufacturing service environment
 
                In cloud manufacturing, there are overall three categories of participants: manufacturing service providers, manufacturing service demanders or consumers, and the manufacturing service operator. In order for the cloud manufacturing mode to be feasible, the objectives and requirements of the three categories of participants need to be satisfied, and in this way, the service provider is willing to offer high-quality manufacturing services, manufacturing service consumers are attracted by and willing to use the high-quality manufacturing services, and because of the great number of users, the operator has enough interests to operate and manage the manufacturing service platform. Virtualized cloud service evaluation (i.e., to evaluate how to realize the cloud manufacturing virtualization service environment comprehensive evaluation is the key to solve the above problems. Specific research contents of this technology include:
 
                
                  	 
                    Cloud manufacturing quality of service (QoS) and comprehensive utility assessment.


                  	 
                    Cloud manufacturing portfolio QoS evaluation.


                  	 
                    Cloud service credibility and security assessment.


                  	 
                    Comprehensive evaluation of virtual service environment.


                
 
               
              
                1.3.2.7 Cloud manufacturing security and credibility technology
 
                As with cloud computing, security is also an important challenge for popularization and applications of cloud manufacturing. From the perspective of providers, it is necessary to ensure the secure access of resources, and the resources will not be maliciously accessed or damaged. From the perspective of cloud manufacturing resources and service consumers, it is necessary to ensure that the resources and services are credible, the submitted tasks will not be broken and executed correctly, and that malicious results will not be returned. From the perspective of the cloud platform operator, it is necessary to provide a secure and credible payment and transaction environment to prevent cloud service data centers from being damaged and attacked. The above problems are attributed to the security and credibility of cloud manufacturing. Without proper solving of the above problems, the landing application and popularization of cloud manufacturing will be difficult. Specific cloud manufacturing security and trusted technology to be addressed include:
 
                (1) Credible cloud manufacturing architecture and security system, such as credible cloud manufacturing system architecture, credible cloud manufacturing security mechanism, and credible cloud manufacturing system technology.
 
                (2) Cloud manufacturing network and data security technology, such as resource virtualization security technology, secure network management technology, user management and access control, data storage and backup technology, system upgrades and patches, cloud data secure and reliable technology, antivirus software as a service, and firewall software as a service.
 
                (3) The whole life cycle credible evaluation theory and methods of cloud service, including credible evaluation index system of the whole life cycle of cloud service, construction of credibility evaluation model of the whole life cycle of cloud services, credibility evaluation methods and technologies that support access of different types of resources and capabilities, and credible evaluation tool’s R&D of resources and capabilities in cloud manufacturing.
 
                (4) Credible access technology of manufacturing resources and manufacturing capabilities, such as embedded credible hardware of manufacturing terminals, credible access and release of manufacturing resources and capabilities of cloud manufacturing terminals, credible dynamic manufacturing cloud construction technology, credible cloud manufacturing business process management, and credible cloud manufacturing system operation and billing.
 
               
              
                1.3.2.8 Knowledge, models, and data management technology
 
                Fundamentally speaking, cloud manufacturing is a service-oriented intelligent manufacturing model based on modern Internet technology. In each stage of the construction, running, operation, maintenance, evaluation, security guarantee of a cloud manufacturing system, and intelligentized technology with knowledge as the core plays a vital role. Knowledge discovery, use, accumulation, and management are core key technologies of cloud manufacturing. Related research contents include:
 
                
                  	 
                    Acquisition and description of domain knowledge


                  	 
                    Data mining and knowledge discovery


                  	 
                    Ontology fusion and cross-domain knowledge integration


                  	 
                    Semantic-based knowledge application


                  	 
                    Construction and management of knowledge base


                  	 
                    Cloud service big data management and analysis


                  	 
                    Big data-based simulation, prediction, and evaluation.


                
 
               
              
                1.3.2.9 Ubiquitous human–computer interaction technology
 
                In cloud manufacturing, various users need the support of a powerful and ubiquitous human–computer interaction system when conducting various activities such as collaboration and transactions through the cloud manufacturing service platform, and interacting with the platform to conduct various activities. For example, in cloud manufacturing, users are allowed to access the manufacturing services they need anytime and anywhere. Due to the extremely rich resources in the cloud manufacturing service environment, it is possible to provide users with valuable services only by providing users with an efficient and universal human–computer interaction technology from such a large and complex dynamic information. For specific group enterprise users, they often only need the functions of one or several services provided by cloud manufacturing. Human–computer interaction visualization tool is the key to realize the retrieval and assembly of these services. Only by building a complete human–computer interaction visualization tool can cloud manufacturing service really play its role. As a result, human–computer interaction technology is one of the core technologies necessary to carry out various applications in cloud manufacturing system. The specific research contents include:
 
                
                  	 
                    Interface application logic separation technology


                  	 
                    Ubiquitous interactive interface computing service technology


                  	 
                    Personalized interface technology


                  	 
                    Massive information visualization technology


                  	 
                    Universal visualization technology of service resources for all kinds of users


                  	 
                    Ubiquitous interface technology


                
 
               
              
                1.3.2.10 Cloud manufacturing service platform application technology
 
                In cloud manufacturing, various types of users can provide different types of services and conduct transactions. The generation, execution, settlement, and evaluation of such transactions can be carried out at any time. The cloud manufacturing service platform can provide a unified transaction interactive environment to regularize, manage, and supervise the whole life cycle of the transaction. For service providers, the cloud manufacturing service platform can provide support for service publication, service billing, and so on. For service users, the cloud manufacturing service platform can provide demand publication, service search and recommendation, service use, and final payment and evaluation. With the unified management of the cloud manufacturing service platform, both parties can establish a secure and trusted third party, in which the transaction of services is guaranteed and the interests of both parties are protected. At the same time, it can also avoid some illegal transactions. Specific research contents include:
 
                
                  	 
                    Manufacturing demand analysis and service rent-seeking.


                  	 
                    Supporting multientity cooperation and collaboration in a business management.


                  	 
                    Construction methods, operation processes, and management modes of virtual cloud enterprises (organizations).


                  	 
                    Cloud service dynamic coordination, control, and scheduling technology.


                  	 
                    Cloud platform-based manufacturing process management and optimization.


                
 
               
              
                1.3.2.11 Digital manufacturing technology
 
                Cloud manufacturing is the further development of existing digital manufacturing technology. It integrates and develops the existing digital manufacturing (including digital design, production, experiment and simulation, management, maintenance, security, and integration) technology, and the emerging information technology (such as cloud computing and the Internet, IoT, SoC, intelligent science, high-performance computing, modeling and simulation, and big data) is a new model and method of manufacturing digitalization. Therefore, digital manufacturing technology is one of the key technologies to implement cloud manufacturing, including:
 
                (1) Overall technology of digital manufacturing.
 
                (2) Digital design and manufacturing technology. Product development cycle can be shortened, manufacturing costs can be reduced, and enterprises’ product innovation ability can be improved by means of digital design and manufacturing technology, which includes computer-aided design and manufacturing technology (CAX), assembly and manufacture technology (DFX), simulation-based design and optimization technology, multidisciplinary virtual prototyping design technology, reverse engineering, green design, networked design, intelligent design, and mass customization production mode-oriented design and 3D printing technology.
 
                (3) Digital management technology. Realization of digitization of enterprises’ internal and external management can promote the reorganization and optimization of enterprises and improve the efficiency and level of enterprise management. Digital management technology includes office automation technology, enterprise resource management system technology, SCM technology, CRM technology, project management technology, e-commerce technology, quality management technology, manufacturing execution system, and decision support technology.
 
                (4) Equipment digitalization technology. The aim of equipment digitalization is to realize digitization, automation, and preciseness of equipment, which is able to improve the accuracy of products and efficiency of processing and assembly. Equipment digitalization technology include CNC machine tools, CNC machining centers, industrial robots, flexible manufacturing units, flexible manufacturing systems, reconfigurable machines/equipment, and 3D printing technologies.
 
                (5) Digital test technology. Test digitalization is to realize digitalization and automation of test equipment and processes, which is able to improve product quality and innovation ability. Digital test technology includes single-component routine test, system component test, system synthesis and matching test, and on-site integrated test technologies.
 
                (6) Digital technology of overall system and supporting environment. Digitalization of overall system and supporting environment is to support information and process integration of human, machines, and their hard and soft subsystems in the whole life cycle of the manufacturing system. Overall system and supporting environment digitalization technology includes overall systems operating mode, system integration, standardization, enterprise modeling and simulation, system development and implementation, and collaborative network, database, integration platform/framework, computer-aided software engineering, product data management, product life cycle management, computer-supported collaborative work, man–machine interface, as well as MGrid technology. Digital manufacturing technology is the basic technology of cloud manufacturing.
 
                (7) 3D printing-based cloud rapid manufacturing technology. 3D printing technology started in the United States in the 1980s and nowadays it has blossomed around the world. Combining 3D printing with cloud manufacturing will be a development approach to realize rapid and intelligent production and manufacturing of products. Specific key technologies include:
 
                
                  	 
                    Efficient integration and fusion technology of product design schemes and 3D printing under the cloud manufacturing mode.


                  	 
                    3D printing-based rapid production and manufacturing technology under the cloud manufacturing mode.


                  	 
                    3D printing-oriented manufacturing process modeling and analysis.


                  	 
                    3D printing-oriented process control.


                  	 
                    3D printing-oriented design tool and software development.


                
 
               
              
                1.3.2.12 Product service technology
 
                Cloud manufacturing can not only complete the product manufacturing process of products through the cloud service platform but also provide all kinds of services for the whole life cycle of products. With the strong support of the cloud platform, these services will be more intelligent, more active, more convenient, more reliable, and more economical than traditional services. Generally speaking, products and services can be divided into pre-sales, sales, and after-sales, and the corresponding key technologies include:
 
                
                  	 
                    Market analysis and prediction based on big data


                  	 
                    Intelligent consultation and product promotion


                  	 
                    Intelligent comprehensive seminar hall


                  	 
                    Cloud platform-based maintenance, repair, and operations technology


                  	 
                    Product remote tracking and testing technology


                  	 
                    CRM


                
 
               
             
           
          
            1.4 Architecture
 
            Many research efforts have been made toward the architecture of cloud manufacturing, and the proposed cloud manufacturing architectures have 4–12 layers. Generally, the overall cloud manufacturing system architecture consists of the following nine layers: resource layer, perception layer, virtualization layer, cloud service layer, application layer, and interface layer as well as other supporting layers, including security layer, knowledge layer, and communication layer (Figure 1.2) [6].
 
            
              [image: ]
                Figure 1.2: Cloud manufacturing architecture [4].

             
            
              	 
                Resource layer. This layer contains manufacturing resources, manufacturing capabilities, and smart products.


              	 
                Perception layer. This layer is responsible for sensing manufacturing resources and providing access to them [9, 10].


              	 
                Virtualization layer. This layer is responsible for virtualizing manufacturing resources and capabilities and encapsulating them into manufacturing cloud services by using virtualization technologies, service-oriented technologies, and cloud computing technologies.


              	 
                Cloud service layer. This layer is responsible for managing the system, services, resources, and tasks, and also supporting various service activities and applications such as service description, registration, publication, composition, monitoring, scheduling, and charging.


              	 
                Application layer. Various dedicated manufacturing applications occur at the application layer, including collaborative design, collaborative manufacturing, COSIM, and collaborative supply chain.


              	 
                Interface layer. This layer provides interfaces for providers to publish their resources as services and for consumers to submit their requirements and browsing available services.


              	 
                Knowledge layer. This layer provides various knowledge (e.g., manufacturing domain knowledge and process knowledge) that is needed for various service generations and applications such as virtualization and servitization of manufacturing resources, service composition, and scheduling.


              	 
                Security layer. This layer provides strategies, mechanisms, functions, and architecture for securing a cloud manufacturing system.


              	 
                Communication layer. This layer is responsible for providing communication environment for users, operations, resources, and services in a cloud manufacturing system.


            
 
            As with cloud computing, cloud manufacturing also has four cloud deployment models: public, private, community, and hybrid. A public cloud platform is built for sharing manufacturing resources with the general public. By contrast, a private cloud is built within an enterprise with the purpose of sharing resources among different subsidiaries of the enterprise. A community cloud platform is built among business partners with shared concerns for better sharing resources and business collaboration. A hybrid cloud, as its name implies, is a combination of the abovementioned different clouds.
 
            Cloud manufacturing possesses a number of key characteristics, including Internet of manufacturing resources and ubiquitous sensing, virtual manufacturing society and flexible manufacturing systems, service-oriented manufacturing and whole life cycle capability provisioning, efficient collaboration and seamless integration, knowledge-intensive manufacturing, and social manufacturing innovations.
 
           
          
            1.5 Cloud manufacturing and other related emerging concepts
 
            This section compares the concept of cloud manufacturing with other manufacturing-related concepts, including mainly cloud computing-based manufacturing, CPS, smart manufacturing, Industry 4.0, and Industrial Internet, to clarify their relationships.
 
            
              1.5.1 Cloud manufacturing and cloud computing-based manufacturing
 
              Cloud computing-based manufacturing refers to manufacturing that adopts cloud computing technologies in manufacturing, such as human resource management, CRM, ERP, and equipment data analysis [7]. Applying cloud computing to manufacturing can bring many benefits such as lowered costs, increased efficiency, enhanced integration and collaboration, and smart decision-making. By contrast, cloud manufacturing is not a manufacturing model that is based on cloud computing technologies, but comprehensive replication and extension of concept, operation mode, and technologies of cloud computing in manufacturing [12]. As cloud manufacturing applications include those based on cloud computing (e.g., cloud-based software applications provided by the operator), the cloud manufacturing concept covers the concept of cloud computing-based manufacturing. But the reverse is not true, that is, cloud computing-based manufacturing is not cloud manufacturing. From the technology perspective, cloud computing is one of the underpinning technologies for cloud manufacturing. As a result, cloud computing-based manufacturing is actually a subset of cloud manufacturing.
 
             
            
              1.5.2 Cloud manufacturing and CPS
 
              The objective of cloud manufacturing is to provide on-demand manufacturing services, while CPS is the integration of computation, networking, and physical processes, in which computation and physical processes monitor and impact each other through networks, forming a feedback loop. CPS has been applied to a wide range of areas such as transportation, smart home, robotic surgery, aviation, defense, and manufacturing, and its application in production leads to CPPS [13]. Therefore, it is easy to see that cloud manufacturing and CPS are not concepts in the same dimension: the former is a manufacturing model while the latter is a technology. Regarding their relationship, it is generally acknowledged that CPS is one of the enabling technologies for cloud manufacturing [14].
 
              From a macroscopic perspective, a cloud manufacturing system can overall be thought of as a huge, generalized CPS, where the physical part is distributed manufacturing resources and systems and the cyber part is the logical mapping of the physical part in the cloud. The cloud platform collects data of physical manufacturing resources and systems in real time, optimizes the physical manufacturing systems, and controls the system remotely. However, cloud technology is a core technique for cloud manufacturing, whereas CPS does not emphasize cloud technology. On the other hand, a cloud manufacturing system does not necessarily involve feedback control over hard manufacturing resources (e.g., machine tools and robots) from the cloud [14]. As a result, a cloud manufacturing system with resource feedback control can be regarded as a cloud-based CPS.
 
             
            
              1.5.3 Cloud manufacturing and smart manufacturing
 
              NIST defined smart manufacturing as “fully-integrated and collaborative manufacturing systems that respond in real time to meet the changing demands and conditions in the factory, supply network, and customer needs” [15]. Let us check whether cloud manufacturing confirms to the definition of smart manufacturing above. Firstly, cloud manufacturing is a manufacturing paradigm that supports ubiquitous resource sharing and efficient business collaboration by aggregating and integrating distributed manufacturing resources into a cloud platform. Secondly, the aim of cloud manufacturing is to satisfy consumers’ unpredictable, increasingly individualized requirements. Thirdly, conditions of manufacturing resources, systems, and processes within different factories and across supply networks are monitored in real time in cloud manufacturing. So, it is easy to see that the characteristics of cloud manufacturing are in line with the definition of smart manufacturing. On the other hand, eight key technologies for smart manufacturing, including CPS, IoT, cloud computing, big data, additive manufacturing (3D printing), sensors, energy saving, and holograms are identified [15]. According to the latest development of cloud manufacturing, most of the technologies are required for cloud manufacturing. As a result, it can be concluded that cloud manufacturing is a smart manufacturing paradigm [15].
 
             
            
              1.5.4 Cloud manufacturing, Industry 4.0, and Industrial Internet
 
              First of all, it should be noted that cloud manufacturing, Industry 4.0, and Industrial Internet are complex and evolving concepts; moreover, different researchers have different understanding of them, and thus it is almost impossible to define their relationships exactly. Here we try to conduct a rough comparative analysis of them based on the concept of Industry 4.0 defined in the final report of the Industrie 4.0 Working Group [16] and the concept of Industrial Internet defined in the technical report of General Electric (GE) [17].
 
              Cloud manufacturing is a service-oriented networked manufacturing paradigm, Industry 4.0 stands for the fourth industrial revolution [11], and Industrial Internet represents the third wave after the first two waves (i.e., the Industrial Revolution and the Internet Revolution). They were proposed from different perspectives, that is, “advanced manufacturing models,” “industrial revolution,” and “industrial revolution plus Internet revolution,” respectively. Cloud manufacturing and Industry 4.0 focus on manufacturing, but the latter takes more manufacturing-related issues into account than the latter [11, 16]. In contrast, Industrial Internet applies to industry instead of only manufacturing. In this sense, the scope of the concept of Industrial Internet is broader than that of Industry 4.0, which is in turn broader than that of cloud manufacturing. Although being proposed from different perspectives and with different concepts’ constituents, aims, and focuses, they are all manufacturing (or industrial) concepts that utilize emerging Internet, computer, and information technologies to unleash the full potential of industrial production.
 
              Their origins and purposes are also different. The term “cloud manufacturing” was initially coined by Chinese scholars and supported by a two-stage national 863-plan project on cloud manufacturing. The initial purpose of cloud manufacturing is to increase resource utilization and collaboration efficiency. This is simply because China has the most abundant manufacturing resources with different levels and therefore how to effectively fully utilize these resources becomes an important problem. Industry 4.0 was initiated by the German government, some academic research institutes, and private business associations. The ultimate aim of Industry 4.0 is to safeguard a sustainable competitive advantage for the German manufacturing base. This is because Germany plays a leading role in R&D of its industry and wants to maintain this role in the future. The concept of Industrial Internet was initially put forward by GE, and the Industrial Internet Consortium was formed in 2014 under the support of GE, AT&T, Cisco, Intel, and IBM. Its purpose is to catalyze and coordinate priorities and enabling technologies in industry, academia, and governments around the Industrial Internet.
 
              Their basic ideas are different. The core elements in the concepts of cloud manufacturing, Industry 4.0, and Industrial Internet are “services (i.e., manufacturing cloud services),” “smart factories,” and “intelligent machines,” and their core technologies are cloud technology, CPS, and advanced analytics, respectively. Their core concepts and technologies embody their basic ideas. The basic idea of cloud manufacturing is to enable on-demand access to a shared pool of configurable manufacturing services. The basic idea of Industry 4.0 is to achieve smart production by means of building CPS-based smart factories as well as realizing the horizontal integration and end-to-end integration, and the basic idea of Industrial Internet is to improve machine and system performances by means of big data and advanced analytics-based intelligent decision-making.
 
              There are some differences in their concept systems. The concept system of Industry 4.0 encompasses both intraenterprise and interenterprise aspects, which are vertical integration and horizontal integration, respectively. The concept of cloud manufacturing also includes the aforementioned two aspects, which are private cloud and public cloud (or community cloud), respectively. In contrast, in Industrial Internet, only intelligent machines and people are emphasized without introducing concepts like smart factory, but it emphasizes the importance of establishment of system platforms that enable firms to build specific applications upon a shared framework/architecture. As a result, all of them emphasize the significance of establishment of platforms.
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